Edge-Adjacent Infrastructure Monitoring with Zabbix and Electron: A Controlled Comparison of Desktop and Web-Based Visualization


Abstract: This study presents AdeNET+, an edge-adjacent infrastructure-monitoring prototype that combines Zabbix agent-based data collection with an Electron desktop client for local visualisation. The system was evaluated in a controlled 13-virtual-machine testbed using the same Zabbix server and network environment for both the AdeNET+ client and the standard Zabbix web interface. The reported aggregate measurements were 1.8 s versus 4.3 s for data latency, 0.4 s versus 1.2 s for interface response time, and 2.5 MB/min versus 16.7 MB/min for bandwidth use, corresponding to descriptive reductions of 58.1%, 66.7%, and 85.0%, respectively. The Electron client continued to depend on repeated Zabbix API communication for fresh data; its distinguishing feature was local rendering and desktop integration rather than elimination of backend communication. Because the available results are aggregate point estimates from a controlled, co-located testbed, they are interpreted descriptively and are not presented as statistically generalisable benchmarks. The study therefore provides a proof-of-concept architecture and a bounded comparison of desktop and web-based visualisation for operator-facing infrastructure monitoring.
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1. Introduction
1.1 Background and Motivation
Modern infrastructure monitoring increasingly spans on-premises, cloud, and edge environments, creating a need for timely visibility across heterogeneous systems. Edge-computing research has shown that placing computation closer to data sources or users can improve responsiveness and reduce dependence on distant centralised resources (Shi et al., 2016; Satyanarayanan, 2017). More recent surveys similarly emphasise latency, bandwidth, and coordination as central design considerations in edge and end-edge-cloud systems (Singh & Gill, 2023; Wang et al., 2024).
Infrastructure observability nevertheless remains a human-in-the-loop activity in many operational settings. Automated detection can identify conditions of interest, but operators still require interpretable, timely views of system state for diagnosis, prioritisation, and intervention. In this study, the term edge-adjacent visualisation refers specifically to locating the visualisation and selected client-side processing on the operator workstation while retaining the monitoring backend as the authoritative data source.
The distinction is important because local visualisation does not remove the client-server architecture. Zabbix agents collect metrics on monitored hosts and report them to the Zabbix server, while the AdeNET+ desktop application retrieves monitoring information from the Zabbix API. The architectural hypothesis examined here is narrower: local rendering and desktop integration may reduce the interface and transfer overhead observed in a browser-based workflow under the same controlled environment.
This study therefore compares two visualisation paths that use the same monitoring backend: the AdeNET+ Electron client and the standard Zabbix web interface. The comparison focuses on three reported aggregate metrics - data latency, interface response time, and bandwidth usage - and on implementation feasibility within a 13-VM testbed.
The literature supports the broader rationale for moving computation closer to the point of use, but it does not justify universal statements that all web dashboards are inherently slow or that local rendering eliminates server round-trips. The present work consequently treats any performance difference as configuration-specific and interprets it only within the tested Zabbix environment.
The practical use case is an operator located on the same local infrastructure as the monitoring backend, such as a network operations centre or data-centre control room. In this setting, public Internet access may be unavailable or unnecessary while the local Zabbix server remains reachable. Fresh live data still require connectivity to that monitoring backend.
The study addresses the following operational problem: whether a desktop client that repeatedly retrieves data through the Zabbix API and renders it locally can provide lower observed visualisation-path latency and bandwidth use than the Zabbix web interface under identical testbed conditions.
Zabbix is an open-source monitoring platform that supports agent-based data collection, active and passive checks, historical data, triggers, and API-based integration (Zabbix LLC, n.d.-a, n.d.-b). These capabilities make it suitable as the common monitoring backend for a controlled comparison of two visualisation approaches.
Electron provides a desktop application model with separate main and renderer processes, allowing local window management, system-tray integration, and rendering of web technologies in a desktop application (Electron, n.d.). AdeNET+ uses this model to retrieve monitoring data from Zabbix and render dashboards locally.
Accordingly, the contribution of this study is a bounded engineering evaluation rather than a claim that edge-adjacent visualisation replaces conventional edge computing or automated monitoring. It examines an operator-facing design in which the monitoring backend remains centralised within the local testbed while visualisation is moved to the desktop client.

1.2 Statement of the Problem
Agent-based monitoring architectures separate data collection, backend processing, and visualisation. Shardakov and Bubnov (2020) modelled performance behaviour in a high-loaded Zabbix monitoring system, illustrating that backend load and queueing can affect monitoring responsiveness. The present study addresses a different layer of the monitoring path: the operator-facing visualisation client.
In the tested architecture, Zabbix agents send metrics to a Zabbix server with a PostgreSQL backend. The AdeNET+ client then retrieves data through the Zabbix API and renders the resulting views locally, whereas the comparator uses the Zabbix web interface. Both approaches therefore depend on the same backend for fresh data.
The research problem is to determine whether moving rendering and selected client-side processing to an Electron desktop application is associated with lower observed latency, interface response time, and bandwidth use in the same controlled 13-host environment. The study does not assume that these observations generalise to all web monitoring systems.
A second design question concerns connectivity. In this manuscript, Internet-independent local operation means that the operator workstation and the Zabbix server remain reachable on the local network even when public Internet access is unavailable. Loss of connectivity to the Zabbix server is a different condition and does not permit retrieval of fresh live metrics.
AdeNET+ was therefore implemented as a proof-of-concept desktop visualisation client for Zabbix, with local chart rendering, alert display, and system-tray integration. Performance results are reported as descriptive aggregate observations because trial-level dispersion and inferential statistics are not available in the reported dataset.
Although prior studies have examined edge computing, Zabbix backend behaviour and edge-oriented monitoring architectures, the literature reviewed here provides limited directly comparable evidence on an Electron desktop client and the Zabbix web interface using the same monitoring backend within a controlled testbed. This study addresses that specific operator-facing visualisation gap without assuming that its findings generalise beyond the evaluated configuration.
1.3 Contributions
This study makes four focused contributions:
1. It defines an edge-adjacent, human-in-the-loop visualisation pattern in which an operator workstation performs local rendering while the monitoring backend remains the authoritative source of fresh data.
2. It documents a practical Zabbix-Electron integration architecture, including API retrieval, local dashboard rendering, alert presentation, and system-tray operation.
3. It reports a controlled descriptive comparison between AdeNET+ and the Zabbix web interface in the same 13-VM environment, covering data latency, interface response time, and bandwidth usage.
4. It identifies the operational scope and limitations of this design, including continued dependence on the Zabbix backend for fresh data and the limited generalisability of a co-located proof-of-concept testbed.
1.4 Research Questions
The study addresses the following research questions:
RQ1: Under the controlled 13-VM testbed, how do the reported data latency, interface response time, and bandwidth usage of AdeNET+ compare with those of the standard Zabbix web interface?
RQ2: Is the integration of the Zabbix API with an Electron desktop client technically feasible for repeated metric retrieval, local dashboard rendering, alert presentation, and system-tray operation?
RQ3: What connectivity constraints apply to Internet-independent local monitoring when fresh data remain dependent on reachability of the Zabbix server?
1.5 Edge-Adjacent Visualization vs. Traditional Edge Computing
Table 1 distinguishes conventional edge-computing objectives from the narrower edge-adjacent visualisation pattern evaluated here. The comparison is conceptual: conventional edge computing commonly moves computation toward data sources to improve responsiveness, whereas this study moves operator-facing rendering to the local workstation while preserving backend monitoring communication (Shi et al., 2016; Satyanarayanan, 2017).


Table 1. Comparison of conventional edge computing and edge-adjacent visualization
	Aspect
	Conventional edge computing
	Edge-adjacent visualization in this study

	Primary objective
	Place computation closer to data sources or users to improve responsiveness
	Place operator-facing visualization and selected processing on the local workstation

	Typical processing location
	Edge node, gateway, or device near the data source
	Operator workstation

	Decision mode
	Application-dependent; may be automated or interactive
	Human-in-the-loop monitoring and interpretation

	Backend dependency
	Architecture-specific
	Fresh live data require Zabbix server/API reachability

	Public Internet requirement
	Architecture-specific
	Not required when the local monitoring backend remains reachable

	Visualization role
	May be one component of the edge application
	Primary design focus of the AdeNET+ client



Table 1 shows that the principal difference is not the elimination of a backend but the placement and purpose of client-side computation. In AdeNET+, fresh monitoring data still originate from the Zabbix server; the desktop client primarily changes where the visualisation is rendered and how the operator interacts with it.
2. Related Works
Research on edge computing, distributed monitoring, and observability provides the conceptual background for AdeNET+, but the available literature addresses different layers of the problem. The relevant evidence therefore needs to be separated into backend monitoring, edge-computing principles, and operator-facing visualisation.
Shardakov and Bubnov (2020) developed a stochastic model of a high-loaded Zabbix monitoring system and showed how queueing behaviour can affect the performance of centralised monitoring infrastructure. Their work is directly relevant to Zabbix backend behaviour, although it does not evaluate an Electron desktop visualisation client.
Shi et al. (2016) and Satyanarayanan (2017) established the broader edge-computing rationale for moving computation closer to the point of data generation or use, particularly where responsiveness, bandwidth, and resilience are important. These studies support the architectural motivation for proximity-aware processing but do not imply that every local desktop client is an edge-computing system in the conventional sense.
Singh and Gill (2023) reviewed Edge AI and emphasised the role of edge resources in reducing dependence on centralised processing, while Wang et al. (2024) surveyed end-edge-cloud collaborative computing and highlighted responsiveness and coordination across distributed tiers. Together, these studies support a cautious interpretation of edge-adjacent processing as one design option within a broader distributed-computing continuum.
Haidai and Klymenko (2024) used Zabbix components in a three-layer IoT architecture for load-balancing research, demonstrating that Zabbix can participate in edge-oriented system designs beyond conventional server monitoring. Their study focuses on load distribution rather than operator-facing visualisation latency.
A preliminary AdeNET+ architecture was described in an SSRN preprint by Asuai et al. (2026). Because that preprint substantially overlaps the system concept, it is treated here as prior disclosure of the prototype rather than as independent evidence. This study focuses on the desktop-versus-web visualisation comparison and interprets the available aggregate measurements within the limits of the controlled testbed.
The implementation itself relies on documented Zabbix and Electron interfaces. Zabbix supports agent-based collection and an HTTP JSON-RPC API for third-party integration (Zabbix LLC, n.d.-a, n.d.-b), while Electron separates main and renderer processes and supports desktop functions such as tray integration (Electron, n.d.).
Prometheus and Grafana provide a useful architectural comparator because Prometheus stores and queries time-series metrics and Grafana presents browser-based dashboard panels over data-source queries (Prometheus Authors, n.d.; Grafana Labs, n.d.). However, the present study did not benchmark Prometheus and Grafana under the same test conditions, so no quantitative cross-platform performance claim is made.
The literature reviewed for this study leaves a practical, narrowly defined evaluation gap: there is limited directly comparable evidence on an Electron desktop client and the Zabbix web interface operating against the same Zabbix backend in the same controlled testbed.
The contribution is a documented proof-of-concept and a descriptive within-testbed comparison rather than a claim of priority or complete novelty. Instead, it contributes a documented proof-of-concept and a descriptive within-testbed comparison.
The evaluation focuses on three directly reported metrics - data latency, interface response time, and bandwidth usage - plus implementation feasibility. These measures address the observable behaviour of the two client paths without introducing an unvalidated composite performance score.
Human-subject usability data are not included in the scientific analysis. The manuscript therefore does not draw conclusions about comparative user experience, satisfaction, or adoption preference.
Likewise, Internet-independent operation is defined narrowly. AdeNET+ can be used without public Internet access when the operator workstation can still reach the local Zabbix backend; this should not be interpreted as live monitoring during loss of the backend connection.
The resulting scope is intentionally conservative: the study evaluates a specific deployment and does not generalise its point estimates to geographically distributed production systems, other monitoring products, or larger host counts.
Within these boundaries, the research question is whether local desktop rendering is a technically feasible and potentially lower-overhead visualisation path for a Zabbix-based monitoring workflow.
3. Methodology
3.1 Research Design
This study used a development-and-evaluation design. AdeNET+ was implemented as an Electron desktop client connected to an existing Zabbix monitoring backend and was evaluated in a controlled virtual testbed. The objective was not to establish population-level performance estimates but to document the architecture and compare aggregate measurements from two visualisation paths in the same environment.
The development workflow comprised requirements definition, architecture design, implementation, component testing, integration testing, and controlled comparative evaluation. Because the available dataset contains aggregate performance values rather than trial-level observations, the analysis is descriptive and no inferential significance claims are made.
3.2 System Architecture
The architecture consists of three components: (1) a virtual environment with Zabbix agents, (2) a Zabbix server with a PostgreSQL backend, and (3) the AdeNET+ Electron desktop application. Zabbix agents collect host metrics and communicate with the Zabbix server, which stores monitoring history, configuration, and event information (Zabbix LLC, n.d.-a).
Virtual environment layer: The testbed contains 13 virtual machines representing web, database, application, Kubernetes, firewall, storage, load-balancing, and monitoring roles. The machines were hosted within VMware Workstation Pro 17.0 on a single physical host.
Zabbix server layer: The Zabbix server receives agent data, stores monitoring information in PostgreSQL, applies templates and triggers, and exposes monitoring data through its API.
AdeNET+ application layer: The Electron client retrieves current and historical monitoring data from the Zabbix API and renders dashboards locally. The client does not bypass the Zabbix server; it changes the operator-facing visualisation path.
Figure 1 summarises the resulting data flow. The diagram makes the continuing backend dependency explicit: agents communicate with the Zabbix server, and AdeNET+ repeatedly communicates with that server through the API, while dashboard rendering and desktop integration occur on the operator workstation.
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Figure 1. System architecture of the AdeNET+ testbed
3.3 Performance Metrics and Comparative Calculations
Performance is reported directly using three comparative metrics rather than an unvalidated composite score. The calculations use the aggregate values reported for AdeNET+ and the Zabbix web interface in the same controlled testbed. Anomaly-detection accuracy was not evaluated because the study did not use a study-specific labelled ground-truth dataset.
Data-latency reduction is calculated as:
	
	Latency reduction (%) = ((Lweb - Ldesktop) / Lweb) x 100
	(1)


where Lweb is the reported data latency for the Zabbix web interface and Ldesktop is the reported data latency for AdeNET+.
Interface-response-time reduction is calculated as:
	
	Response-time reduction (%) = ((Tweb - Tdesktop) / Tweb) x 100
	(2)


where Tweb and Tdesktop are the reported interface response times for the Zabbix web interface and AdeNET+, respectively.
Bandwidth reduction is calculated as:
	
	Bandwidth reduction (%) = ((Bweb - Bdesktop) / Bweb) x 100
	(3)


where Bweb and Bdesktop are the reported bandwidth-use values for the Zabbix web interface and AdeNET+, respectively.
These equations provide transparent percentage differences for the three directly observed metrics. They do not combine heterogeneous outcomes into a single score and do not imply statistical significance.
3.4 System Architecture Component Details:
The client-server architecture separates collection, backend processing, and visualisation into three layers:
1. Data collection layer (Zabbix agents): Agents collect CPU, memory, disk, network, and service-state metrics. Active checks periodically send new values to the configured Zabbix server, consistent with the Zabbix agent model (Zabbix LLC, n.d.-a).
2. Data processing layer (Zabbix server): The server receives and stores monitoring data, applies templates and trigger rules, and exposes configuration and historical data through the Zabbix API.
3. Visualisation layer (AdeNET+): The desktop client uses JSON-RPC requests to retrieve monitoring data and performs chart rendering on the operator workstation. Local rendering can change client-side visualisation overhead, but fresh data still require repeated backend communication.
Electron was selected because its process model supports a desktop main process, renderer processes, and native desktop functions such as tray integration (Electron, n.d.). The design therefore targets local operator interaction rather than autonomous edge decision-making.
3.5 Virtual Environment Configuration
The virtual environment comprised 13 virtual machines in VMware Workstation Pro 17.0. Table 2 details the guest operating systems and allocated virtual resources. Because the physical-host hardware and trial-level dispersion are not reported, the resulting performance values should be interpreted as within-testbed descriptive observations rather than hardware-normalized benchmarks.


Table 2. Virtual environment configuration
	VM Name
	OS
	vCPUs
	RAM
	Disk
	IP Address
	Services

	Web-Server-01
	Ubuntu 22.04
	2
	4GB
	40GB
	10.0.10.10
	Nginx, Apache2

	Web-Server-02
	Ubuntu 22.04
	2
	4GB
	40GB
	10.0.10.11
	Nginx, PHP-FPM

	DB-Server-01
	Ubuntu 22.04
	2
	4GB
	60GB
	10.0.10.20
	PostgreSQL 15

	DB-Server-02
	Ubuntu 22.04
	2
	4GB
	60GB
	10.0.10.21
	MySQL 8.0

	App-Server-01
	Ubuntu 22.04
	2
	4GB
	40GB
	10.0.10.30
	Node.js, Python

	App-Server-02
	Ubuntu 22.04
	2
	4GB
	40GB
	10.0.10.31
	Java, Spring Boot

	K8s-Master-01
	CentOS 7
	2
	4GB
	40GB
	10.0.10.40
	Kubernetes Master

	K8s-Worker-01
	CentOS 7
	2
	4GB
	40GB
	10.0.10.41
	Kubernetes Worker

	K8s-Worker-02
	CentOS 7
	2
	4GB
	40GB
	10.0.10.42
	Kubernetes Worker

	Firewall-01
	pfSense
	1
	2GB
	20GB
	10.0.10.5
	Firewall, Router

	Storage-01
	Ubuntu 22.04
	2
	4GB
	100GB
	10.0.10.50
	NFS, Samba

	LoadBalancer-01
	Ubuntu 22.04
	1
	2GB
	20GB
	10.0.10.60
	HAProxy

	Zabbix-Server
	Ubuntu 22.04
	4
	8GB
	60GB
	10.0.10.100
	Zabbix, PostgreSQL



Zabbix agent version 6.0 was installed on the monitored virtual machines and configured to communicate with the Zabbix server at 10.0.10.100. Figure 2 shows the star-like testbed topology centred on the Zabbix server. The co-located topology reduces external network variability and is therefore useful for a proof-of-concept comparison, but it does not reproduce wide-area or geographically distributed network conditions.
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Figure 2. Virtual environment network topology (adapted from Asuai et al., 2026)
3.6 Zabbix Server Implementation
A Zabbix server was deployed on Ubuntu 22.04 with PostgreSQL as the database backend. The installation included the Zabbix server, web frontend, Nginx, PostgreSQL components, database schema, and agent configuration. Zabbix provides the server-side collection and API functions required by both visualisation paths (Zabbix LLC, n.d.-a, n.d.-b).
Custom monitoring templates were configured for web, database, application, and Kubernetes nodes. The monitored items included CPU utilisation, available memory, disk-space use, network traffic, service status, database connection indicators, and cluster-health indicators.
Threshold-based triggers were configured for operational alerts, including CPU utilisation above 85%, available memory below 15%, root-filesystem use above 90%, and Nginx service failure. These rules were used solely for threshold-based alert presentation and were not evaluated as an anomaly-detection system.
3.7 AdeNET+ Application Development
AdeNET+ was developed with Electron 28.0.0. The main process manages the application lifecycle, windows, background retrieval, and system-tray integration, while the renderer process presents the dashboard. This separation is consistent with Electron's documented process model (Electron, n.d.).
The application connects to the Zabbix API using JSON-RPC over HTTP. It authenticates with the server and invokes API methods for hosts, items, history, and triggers. Zabbix documents the API as an HTTP-based JSON-RPC interface intended for programmatic retrieval and integration (Zabbix LLC, n.d.-b).
The dashboard uses HTML, CSS, JavaScript, and Chart.js to display status cards, meter-style gauges, and live line charts for system metrics. The application requests updated information at a two-second interval. Consequently, the client performs repeated backend requests; the local component of the design is the processing and rendering of the returned data on the desktop.
3.8 Testing Strategies
The evaluation used two documented software-testing levels:
1. Unit testing: Individual installation, configuration, API, rendering, alert-management, and tray-integration functions were evaluated against expected outcomes. The reported test counts are treated as implementation-verification evidence rather than statistical samples.
2. Integration testing: Interactions among agents, the Zabbix server, the API, dashboard charts, and tray functions were tested to confirm that the configured modules worked together in the prototype environment.
4. Results and Discussion
4.1 System Implementation Results
The implementation established the three planned system components: 13 monitored virtual machines, a Zabbix server with PostgreSQL and custom monitoring rules, and the AdeNET+ Electron client. The agents communicated with the Zabbix server and exposed host-level monitoring data across the testbed.
The desktop application provided live charts, gauges, alert presentation, event information, and system-tray operation. These results establish technical feasibility for RQ2 within the controlled testbed; they do not by themselves establish production-scale reliability or superiority over other monitoring platforms.
4.2 Performance Characteristics
The performance comparison is based on aggregate values reported for AdeNET+ and the Zabbix web interface under the same 13-host environment. The analysis is descriptive because trial counts, dispersion measures, and trial-level observations are not reported. Accordingly, terms such as statistically significant improvement are not used.
4.2.1 Descriptive Performance Calculations
Applying Equations 1-3 to the reported point estimates yields the following descriptive percentage differences:
Data latency: AdeNET+ = 1.8 s and Zabbix web interface = 4.3 s.
	
	((4.3 - 1.8) / 4.3) x 100 = 58.1%
	


Interface response time: AdeNET+ = 0.4 s and Zabbix web interface = 1.2 s.
	
	((1.2 - 0.4) / 1.2) x 100 = 66.7%
	


Bandwidth use: AdeNET+ = 2.5 MB/min and Zabbix web interface = 16.7 MB/min.
	
	((16.7 - 2.5) / 16.7) x 100 = 85.0%
	


These calculations correspond to reductions of 58.1%, 66.7%, and 85.0%, respectively. They are arithmetic comparisons of reported aggregate values and should not be interpreted as confidence-bounded or statistically generalisable effect estimates.
The likely architectural explanation is that AdeNET+ renders its interface locally after retrieving monitoring data through the API, whereas the Zabbix web interface follows its own web-frontend rendering path. The study does not isolate each network, server, browser, or renderer component separately; therefore, causal interpretation is limited to the observed end-to-end comparison.
4.3 Testing Results
Unit testing comprised 80 documented cases. The recorded initial cycle passed 79 cases (98.75%), with one API-integration case failing because of authentication-token expiration during long-running sessions. The implementation was subsequently modified to re-authenticate when token-expiration errors are detected; the reported 98.75% value therefore represents the documented initial test cycle and not a post-fix rerun rate.
The token-expiration case demonstrates an important operational requirement for long-running desktop clients: authentication recovery must occur without terminating the monitoring session. The client logic treats token-expiration errors as a trigger for re-authentication.
Integration testing comprised 31 documented cases and produced 30 initial passes (96.77%). As with the unit-test result, this figure is reported as implementation evidence for the recorded test cycle. Detailed case-level logs are not presented, so the percentage should not be interpreted as a reliability estimate for production deployment.
4.3.1 Comparative Performance Analysis
Table 3 summarises the reported aggregate comparison under the same 13-host testbed. AdeNET+ shows lower point estimates for data latency, interface response time, and bandwidth use. Because trial-level variability is unavailable, the table reports descriptive differences only and makes no claim of statistical significance.

Table 3. Descriptive performance comparison in the controlled 13-host testbed
	Metric
	AdeNET+
	Zabbix web interface
	Descriptive difference

	Reported data latency
	1.8 s
	4.3 s
	58.1% lower

	UI response time
	0.4 s
	1.2 s
	66.7% lower

	Bandwidth usage
	2.5 MB/min
	16.7 MB/min
	85.0% lower

	Public-Internet requirement in local deployment
	No, if local Zabbix backend is reachable
	No, if local Zabbix web service is reachable
	Architectural condition

	System-tray integration
	Implemented
	Not part of the web interface
	Functional difference



The comparison supports RQ1 only within the tested configuration. The desktop client still polls the Zabbix API for fresh data; therefore, the observed difference should be attributed to the complete client path rather than to the elimination of server communication. Public-Internet independence is possible only when the local Zabbix services remain reachable.
4.4 Discussion of Findings
The results show that an Electron desktop client can be integrated with a Zabbix backend and can present the same monitoring domain through a locally rendered operator interface. The observed point estimates favour AdeNET+ in the tested environment, but the study design does not support causal decomposition or broad generalisation beyond the controlled testbed.
The broader edge-computing literature provides a plausible rationale for proximity-aware processing and responsiveness (Shi et al., 2016; Satyanarayanan, 2017; Singh & Gill, 2023). However, the present findings concern a specific operator-facing rendering path rather than conventional autonomous edge computation. They should therefore be interpreted as implementation-specific evidence of a local visualisation pattern.
Shardakov and Bubnov (2020) focused on backend behaviour in high-loaded Zabbix monitoring systems, while Haidai and Klymenko (2024) demonstrated Zabbix use in an edge-oriented IoT architecture. AdeNET+ complements these perspectives by concentrating on the operator workstation and the visualisation path rather than on backend queueing or load balancing.
4.4.1 Comparison with Alternative Open-Source Solutions:
Table 4 provides a qualitative architecture comparison with the standard Zabbix web interface and a Prometheus-plus-Grafana stack. No Prometheus/Grafana latency or resource-consumption values are reported because those systems were not benchmarked under the present test protocol. The comparison is therefore limited to documented architectural characteristics (Prometheus Authors, n.d.; Grafana Labs, n.d.; Zabbix LLC, n.d.-a).




Table 4. Qualitative architecture comparison of open-source monitoring approaches
	Feature
	AdeNET+
	Zabbix web interface
	Prometheus + Grafana

	Visualization platform
	Desktop (Electron)
	Web-based
	Web-based (Grafana)

	Monitoring backend
	Zabbix server/API
	Zabbix server/web frontend
	Prometheus server queried by Grafana

	Local client rendering
	Yes
	Browser rendering
	Browser rendering

	Fresh-data backend connection required
	Yes
	Yes
	Yes

	Public Internet required for a fully local deployment
	No
	No
	No

	System-tray integration
	Implemented in prototype
	Not inherent to web interface
	Not inherent to web dashboard

	Alerting basis
	Zabbix triggers
	Zabbix triggers
	Prometheus alerting ecosystem

	Comparison basis in this study
	Measured descriptively
	Measured descriptively
	Qualitative only; not benchmarked



Table 4 emphasises that all three approaches remain dependent on a monitoring backend for fresh data. AdeNET+ differs primarily in the operator-facing desktop integration and local rendering path. Accordingly, the comparison is restricted to documented architectural characteristics and does not include unmeasured latency or resource-consumption comparisons.
In practice, the prototype suggests that a desktop client may be useful when operators work near a locally reachable monitoring backend and value desktop integration. The results do not establish lower mean time to detection or mean time to resolution, because those operational outcomes were not measured.
The current alerting design uses static Zabbix thresholds. Static rules are transparent and operationally simple but do not constitute adaptive anomaly detection. More advanced anomaly-detection approaches are widely studied (Chandola et al., 2009), yet their implementation and validation require a labelled or otherwise defensible ground truth and are outside the scope of this study.
The interpretation of the findings is bounded by the implementation limitations described in Section 5.2.1, particularly the small host count, co-located virtual environment, absence of trial-level uncertainty, and lack of an external production deployment.
5. Conclusion
5.1 Summary of Findings
AdeNET+ demonstrates the technical feasibility of combining Zabbix agent-based monitoring with an Electron desktop client for operator-facing infrastructure visualisation. In the controlled 13-VM environment, the reported aggregate point estimates were 1.8 s versus 4.3 s for data latency, 0.4 s versus 1.2 s for interface response time, and 2.5 MB/min versus 16.7 MB/min for bandwidth usage when compared with the Zabbix web interface.
These values correspond to descriptive reductions of 58.1%, 66.7%, and 85.0%, respectively. They should be interpreted as configuration-specific observations rather than statistically generalisable performance effects because trial-level variability, confidence intervals, and independent production validation are not available.
The principal contribution is therefore a practical architecture and bounded proof-of-concept comparison. Fresh monitoring data continue to depend on Zabbix backend reachability, while the desktop client changes the location of rendering and enables native desktop functions such as system-tray operation.
5.2 Contributions to Knowledge
The study contributes an operator-facing edge-adjacent visualisation pattern, a documented Zabbix-Electron integration approach, and descriptive evidence from a controlled desktop-versus-web comparison.
First, the architecture clarifies the separation between agent data collection, backend monitoring, and local desktop visualisation, avoiding the incorrect implication that local rendering eliminates server communication.
Second, the implementation shows how repeated Zabbix API retrieval can be combined with Electron-based local charts, alert presentation, and system-tray operation.
Third, the direct calculations provide transparent comparisons of the three measured aggregate metrics without combining heterogeneous outcomes into a composite performance index.
Fourth, the 13-VM environment provides a reproducible logical testbed configuration for further work, while the controlled design limits inference beyond this environment.
Finally, the study identifies where further evidence is required before stronger claims can be made, including repeated-trial uncertainty, production-scale testing, security evaluation, and independent replication.
5.2.1 Limitations of the Current Implementation
The following limitations should be considered when interpreting the findings:
1. Aggregate measurements: The reported latency, response-time, and bandwidth values are aggregate point estimates. Trial counts, distributions, and confidence intervals are not available in the reported dataset, so inferential statistical claims are not made.
2. Controlled co-located environment: All 13 VMs were hosted on a single physical host. The testbed therefore does not reproduce wide-area latency, packet loss, route changes, or geographically distributed failure modes.
3. Limited scale: The study evaluates 13 virtual machines. Behaviour at hundreds or thousands of monitored hosts remains an empirical question and should be evaluated directly rather than inferred from this prototype.
4. Platform and feature scope: The desktop build was evaluated on Windows, and the implementation uses static threshold-based alerts. Cross-platform packaging, adaptive anomaly detection, formal security testing, and high-availability backend configurations were not evaluated.
5.3 Recommendations
Future work should prioritise repeated and instrumented benchmarking, larger host counts, explicit network-condition controls, and production-like deployments so that variance and confidence intervals can be estimated.
Adaptive anomaly-detection methods may be evaluated in a separate study using clearly defined ground truth and appropriate validation procedures (Chandola et al., 2009).
Scalability studies should test progressively larger monitored-host populations while recording both client-side and server-side resource use.
Comparative studies with other monitoring stacks should use the same hardware, workload, network path, update frequency, and measurement endpoints for every system.
Connectivity-interruption experiments should distinguish public-Internet loss from Zabbix-server loss and should document cache age, stale-data indication, reconnection, and recovery behaviour.
A formal security assessment should also evaluate authentication handling, transport security, credential storage, least-privilege access, and audit logging before production deployment.
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