Data Analytics and Big Data in Cybersecurity Threat Detection: A Critical Review of Techniques, Challenges, and Emerging Directions
ABSTRACT
The increasing sophistication and scale of cyber threats have intensified the need for analytical methods capable of processing high-volume, high-velocity, and heterogeneous security data. This critical review synthesizes 38 scholarly sources identified through a structured Google Scholar search and a PRISMA-informed screening workflow to examine the role of data analytics and big data in cybersecurity threat detection. The review considers signature-based, anomaly-based, behaviour-based, machine-learning, and deep-learning approaches, together with operational challenges and emerging directions. Across heterogeneous datasets and application settings, machine-learning and deep-learning methods offer strong representation-learning and pattern-recognition capabilities, while anomaly- and behaviour-based approaches remain important for identifying previously unseen or context-dependent activity. Their practical effectiveness, however, depends on data quality, labelling, class balance, computational resources, interpretability, privacy, and the operating environment. Because the underlying studies use different datasets, tasks, metrics, and validation designs, the evidence does not support a universal ranking of detection approaches. Current research increasingly emphasises explainable artificial intelligence, federated learning, privacy-preserving analytics, hybrid detection architectures, and real-time processing. The review concludes that robust cybersecurity analytics requires context-appropriate combinations of complementary techniques rather than reliance on a single universally superior model.
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INTRODUCTION
The rapid advancement of digital technologies has significantly increased the amount of data flowing between various organisations; this, in turn, has changed the way individuals, businesses, and governments store, process, and exchange information. The widespread adoption of cloud computing, Internet of Things (IoT) devices, mobile applications, and interconnected networks has created unprecedented opportunities for innovation and economic growth.
However, this increased digital connectivity has also expanded the cyber-threat landscape, exposing information systems to a growing range of sophisticated attacks such as malware, ransomware, phishing, Distributed Denial-of-Service (DDoS) attacks, and Advanced Persistent Threats (APTs), among others. As cybercriminals continue to develop more complex attack strategies, organisations face increasing challenges in protecting sensitive data, maintaining operational continuity, and ensuring the security of critical digital infrastructure. Protecting such information increasingly depends on the systematic analysis of security-related data.
Data analysis refers to the systematic process of collecting, processing, and interpreting large volumes of security-related data in order to identify patterns, detect anomalies, and uncover potential cyber threats.

Many complex cybersecurity systems are built on data analytics to support the processing and analysis of data produced by modern digital environments. Big-data analytics technologies in cybersecurity encompass a broad range of approaches, tools, and methods used for collecting, processing, and analysing security-related data. These include real-time stream-processing systems, distributed-computing frameworks, and advanced visualisation tools that help analysts reduce processing time and derive meaningful information from security datasets.

Big data analytics in cybersecurity is the capability to process huge amounts of data related to security events in a fraction of the time required by traditional techniques. The interaction among data analytics, AI, and ML forms a robust cybersecurity architecture capable of adapting to a challenging environment and learning from previous cyber incidents. This integrated approach is important in the current environment, where threats of increasing complexity and scale are encountered in cyberspace (Raji et al., 2023).
The definition of Big Data has evolved in recent years. According to Douglas Laney, the classic definition identifies Big Data as a large amount of data that is retrieved at a rapid pace. This definition has since been expanded to include additional components that represent new characteristics associated with advanced technologies for collecting and processing large datasets.
According to this expanded approach, Big Data is described using the 4V framework: Volume, Variety, Velocity, and Value. Volume represents the size or amount of collected data. Variety refers to different types of information and quantitative data. Velocity refers to the speed at which data are generated and modified. Value represents the analyses, verifications, and assessments conducted using Big Data collected in datasets (Prokopowicz et al., 2023). Big Data analytics plays a pivotal role in strengthening risk-management strategies. By processing information from diverse sources such as network logs, user behaviour, and external threat intelligence, Big Data provides a comprehensive view of the security landscape. This holistic approach enables organisations to identify trends and correlations that would otherwise be difficult to discern with traditional tools (Naseer et al., 2023).
Machine learning (ML), a branch of data analysis, has emerged as an important technology for enhancing cybersecurity, particularly in real-time threat detection. As cyber threats become more complex, ML helps address the dynamic and complex nature of modern cyberattacks.
Machine learning offers a powerful alternative, providing advanced capabilities for detecting, analysing, and responding to threats with greater accuracy and speed. The application of ML in cybersecurity involves various techniques that leverage data-driven insights to identify and control threats. One of the core ML techniques used in cybersecurity is supervised learning, which involves training a model on a labelled dataset in which the input data and corresponding output labels are known. This approach is particularly effective in identifying known threats, as the model can learn from historical data and apply this knowledge to detect similar threats in the future. Supervised learning models can be trained to recognise specific patterns associated with malware, phishing attempts, or other types of cyberattacks, enabling them to provide accurate and timely alerts when such patterns are detected.
On the other hand, unsupervised learning techniques are employed to detect previously unknown or emerging threats. Unlike supervised learning, unsupervised learning does not rely on labelled data; instead, it identifies patterns and anomalies within the data without prior knowledge of what constitutes a threat. This makes unsupervised learning particularly valuable in scenarios where new attack vectors are constantly being developed by cybercriminals. By analysing network traffic, system logs, and other data sources, unsupervised learning models can identify deviations from normal behaviour that may indicate a potential threat, even if the specific nature of the threat is not yet known (Ofoegbu et al., 2024).
Despite significant advancements in big data analytics, machine learning, and artificial intelligence for cybersecurity applications, several factors continue to limit the effectiveness of modern threat-detection systems. Nugroho et al. (2024) highlight that mismatches between training data and field data can reduce accuracy in identifying new threats. False Positives and Negatives: The accuracy of predictive analytics models is critical in cybersecurity, as false positives and false negatives can significantly affect security measures:
False Positives: These occur when legitimate activities are incorrectly classified as threats. High rates of false positives can lead to alert fatigue, where security teams become desensitized to warnings and may overlook genuine threats. This can reduce the overall effectiveness of security systems and increase operational costs.
False Negatives: These occur when actual threats are not detected by predictive models. False negatives can result in undetected breaches or attacks, allowing malicious activities to proceed without intervention. The consequences of false negatives can be severe, potentially leading to significant security breaches and data loss (Chowdhury et al., 2024).
Existing studies have suggested many techniques for detecting cyber threats, including anomaly detection, intrusion detection systems, predictive analytics, and deep learning-based approaches. However, the available research is widely dispersed across different technologies, methodologies, and application areas, making it difficult to obtain a well-defined understanding of their effectiveness, limitations, and practical implications. Furthermore, emerging challenges such as encrypted traffic analysis, high false-positive rates, scalability issues, and the increasing sophistication of cyberattacks continue to expose gaps in current detection capabilities.
Consequently, there is a need for a critical review that synthesizes existing knowledge on data analytics and big data-driven threat-detection techniques, evaluates current approaches, identifies persistent challenges, and highlights future research directions in cybersecurity.

1.1 Research Aim
The aim of this study is to critically review the application of data analytics and big data technologies in cybersecurity threat detection, with a focus on identifying, analysing, and evaluating the various techniques used to detect, mitigate, or control cyber threats in modern digital environments.
1.2 Research Objectives
The objectives of this study are to:
· Examine the role of data analytics and big data technologies in cybersecurity threat detection.
· Identify and analyse the major threat detection techniques employed in modern cybersecurity systems.
· Evaluate the effectiveness, strengths, and limitations of data-driven threat detection approaches, including machine learning and artificial intelligence-based methods.
· Investigate the challenges associated with implementing big data analytics for cybersecurity applications.
· Identify emerging trends and future research directions in the field of big data-driven cybersecurity threat detection.
1.3 Research Questions
RQ1: What roles do data analytics and big data technologies play in cybersecurity threat detection?
RQ2: What are the major threat detection techniques currently used in big data-driven cybersecurity systems?
RQ3: What are the strengths and limitations of existing threat detection techniques?
RQ4: What challenges affect the implementation and effectiveness of data analytics and big data technologies in cybersecurity?
RQ5: What emerging trends and future research opportunities exist in big data-driven cybersecurity threat detection?



















2.  LITERATURE REVIEW
Overview of Cybersecurity
The term cybersecurity refers to an environment capable of protecting digital devices, networks, and information from unauthorised access and preventing data theft or alteration. It comprises a collection of carefully designed techniques, processes, and practices intended to protect sensitive information and prevent cyberattacks.

In recent years, the field of cybersecurity has undergone rapid growth in response to the increasing number of cyber threats. Cybersecurity includes important measures that help protect the digital environment, such as firewalls, encryption, secure passwords, and threat-detection and response systems (Mijwil et al., 2023).

2.1.1 Evolution of Cyber Threats and Challenges 
The cyber-threat landscape is dynamic and is becoming increasingly sophisticated. New generations of cyber threats emerge as technologies evolve. To date, five generations of cyber threats and corresponding protective solutions have been described. These include the following (Fadziso et al., 2023).

Gen I (Virus): Virus attacks against standalone computers in the late 1980s prompted the creation of the first antivirus systems (Fadziso et al., 2023). They were among the first types of cyber threats introduced and came as a surprise in the less sophisticated cybersecurity landscape of that era.

Gen II (Network): When cyberattacks began to arrive through the internet, firewalls were designed to detect and stop them (Fadziso et al., 2023). These threats not only affected applications, as in the first generation of threats, but also entered through the newly introduced internet.

Generation III (Applications): The widespread implementation of intrusion prevention systems (IPS) was a direct result of the widespread exploitation of vulnerabilities within application software in Generation III (Applications) (Fadziso et al., 2023).

Gen IV (Payload): As malware became more targeted and was able to break signature-based defenses, anti-bot and sandboxing solutions became necessary to detect novel threats. Gen IV malware is referred to as "payload" malware (Fadziso et al., 2023).

Gen V (Mega): The most recent generation of cyber threats is known as Gen V (Mega), which employs large-scale, multi-vector attacks. Because of this, developing advanced threat-protection solutions should be a high priority. Previous forms of cybersecurity have become either less effective over time or largely irrelevant as new generations of cyber threats emerge. Gen V cybersecurity solutions are required to protect adequately against the current cyber-threat landscape (Fadziso et al., 2023).

2.1.2 Top Cybersecurity Challenges
Hackers, data loss, privacy concerns, changing cybersecurity techniques, and risk management all pose ongoing challenges to the security of computer networks. A reduction in the number of cyberattacks is not anticipated in the near future. In addition, there are now more access points for attacks, particularly with the introduction of the Internet of Things (IoT), and the attack surface is growing, making it even more critical to secure networks and devices. Constantly changing threats, increasing data flows, insufficient cybersecurity-awareness training, personnel shortages and skills gaps, and risks posed by third parties and supply chains are all significant concerns that must be addressed consistently (Fadziso et al., 2023).

The ever-changing dangers:
The ever-changing nature of potential security breaches is one of the most significant challenges in cybersecurity. New attack vectors emerge as new technologies are introduced and existing technologies are exploited in novel or unconventional ways. It can be challenging to keep pace with rapid changes and advances in attacks and with the need to update practices to protect against them. Concerns include ensuring that all areas of cybersecurity are kept up to date to provide adequate defence against potential weaknesses. This can be particularly challenging for smaller firms with insufficient organisational personnel or resources (Fadziso et al., 2023).


 A flood of data:
In addition, businesses can collect large quantities of data about individuals who use one or more of their services. As more data are collected, there is a greater possibility that a cybercriminal will attempt to acquire personally identifiable information (PII). This raises a new set of concerns. An organisation that, for instance, stores personally identifiable information in the cloud may be vulnerable to ransomware attacks. A cloud-security breach can be avoided if organisations take the necessary precautions (Fadziso et al., 2023).

Training for heightened awareness of cybersecurity:
Education of end users is another component that should be included in cybersecurity programmes. Employees using personal laptops or mobile devices may inadvertently introduce vulnerabilities and risks into the workplace. Similarly, individuals may engage in risky behaviour, such as opening links or attachments in phishing emails and clicking on them. Employees will be better able to contribute to protecting their organisation from potential cyberattacks if they receive regular security-awareness training (Fadziso et al., 2023).

 Shortage of available workers and a knowledge gap:
A lack of appropriately trained employees is another obstacle that cybersecurity must overcome. As businesses continue to amass and use larger quantities of data, there will be an increased demand for cybersecurity personnel who can investigate, administer, and respond to events. (ISC) projected a 3.4-million-worker gap between the number of essential cybersecurity positions and the number of security experts (Fadziso et al., 2023).

Attacks on the supply chain and dangers posed by third parties:
If partners, suppliers, and third-party vendors that access an organisation's network do not behave securely, the organisation's efforts to preserve security may be undermined, even if it takes extensive protective measures. Software- and hardware-based supply-chain attacks are becoming increasingly difficult to combat from an information-security perspective. Organisations must manage the risk posed by third parties in the supply chain and reduce problems associated with software delivery, for instance, by utilising software bills of materials (Fadziso et al., 2023).


2.1.3 Modern Cyber Threats 
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Figure 1. Illustrative distribution of contemporary cybersecurity threat categories (adapted from Mijwil et al., 2023).


Supply-chain attacks:
Many firms' security initiatives have centred on their applications and systems. The corporate perimeter is hardened, and only authorised users and programmes can access it to prevent cyber-threat actors from breaching corporate networks. A rise in supply-chain attacks has demonstrated the weaknesses of this approach and the motivation and ability of attackers to exploit them. The SolarWinds, Microsoft Exchange Server, and Kaseya intrusions showed that trust relationships with other companies could weaken corporate cybersecurity. A cyber-threat actor can access customer networks by exploiting one organisation and abusing trust relationships. Zero Trust security can be used to help prevent supply-chain attacks. Partnerships and vendor relationships benefit companies, but third-party users and software should have limited and controlled access (Fadziso et al., 2023).




Ransomware:
Ransomware has existed for decades, but it has only recently become a dominant threat. WannaCry demonstrated that ransomware attacks can be profitable, contributing to a rise in such activity. Since then, ransomware has changed considerably. Instead of only encrypting files, ransomware can also steal data to extort victims and clients through double- and triple-extortion attacks. Some ransomware organisations threaten or use DDoS attacks to pressure victims to pay. The ransomware-as-a-service (RaaS) model has also contributed to the expansion of ransomware, with developers providing malware to “affiliates” for distribution in exchange for a fee. Many cybercrime groups use RaaS to obtain advanced software, making sophisticated attacks more likely. Thus, ransomware protection is important to corporate cybersecurity (Mijwil et al., 2023).
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Figure 2. Example of a ransomware encryption screen (adapted from Mijwil et al., 2023).


Phishing:
A common and effective way for attackers to gain organisational access is through phishing attacks. Tricking a user into clicking a link or opening an attachment can be easier than finding and exploiting an organisation's defences. In recent years, phishing attacks have become more sophisticated. Early phishing scams were often easy to identify, whereas modern attacks can closely resemble legitimate emails. The current phishing threat requires more than employee cybersecurity-awareness training. Cybersecurity systems must detect and stop phishing emails before they reach users' inboxes. Malware evolution has characterised generations of cyberattacks. Cyber defenders and malware producers engage in a continuing effort to overcome the latest defensive technologies. Successful cyberattacks often inspire new ones. Modern malware is fast, stealthy, and intelligent. Legacy security technologies, such as signature-based detection, could be more effective, and security analysts may respond too late to a threat. Detection alone is no longer sufficient to prevent malware attacks. Gen V malware mitigation requires cybersecurity technologies that prevent attacks before they cause damage (Fadziso et al., 2023).

 2.1.4 Key Concepts and Frameworks in Cybersecurity
Several key concepts and frameworks have been developed in cybersecurity to provide a systematic approach to understanding and addressing cyber threats. Key concepts and frameworks include the following (Raufi & Usmani, 2024):

· CIA Triad: The CIA triad stands for Confidentiality, Integrity, and Availability, which are considered the three fundamental pillars of cybersecurity. Confidentiality involves protecting information from unauthorised access, integrity ensures that information is accurate and trustworthy, and availability ensures that information is accessible when needed. The CIA triad provides a comprehensive framework for designing and implementing cybersecurity measures to protect digital assets (Raufi & Usmani, 2024).

· Defense-in-Depth: Defense-in-Depth is a cybersecurity strategy that involves the use of multiple layers of defence mechanisms to protect against cyber threats. This strategy recognises that no single security measure can provide complete protection against all types of cyber threats and emphasises the need for a multi-layered approach that includes technical, procedural, and human-factor defences. Defense-in-Depth can include measures such as firewalls, intrusion detection systems, antivirus software, access controls, encryption, employee training, and incident-response plans (Raufi & Usmani, 2024).

· Risk Management: Risk management is a critical concept in cybersecurity that involves identifying, assessing, and mitigating risks to digital assets. Risk-management frameworks, such as the NIST Cybersecurity Framework, provide a structured approach to managing cybersecurity risks by focusing on five core functions: Identify, Protect, Detect, Respond, and Recover. Risk management helps organisations prioritise their cybersecurity efforts, allocate resources effectively, and make informed decisions to mitigate cybersecurity risks (Raufi & Usmani, 2024).

· Threat Intelligence: Threat intelligence involves gathering and analysing information about cyber threats, including their tactics, techniques, and procedures (TTPs), to better understand and respond to them. Threat intelligence can include data on known vulnerabilities, threat actors, malware, phishing campaigns, and other indicators of compromise (IOCs). Threat intelligence is a crucial component of proactive cybersecurity measures, as it helps organisations stay informed about the evolving threat landscape and take pre-emptive action to mitigate risks (Raufi & Usmani, 2024).


2.1.5 The Problem of Cyber Threats in the Digital Age
Cybersecurity has become a persistent operational and strategic concern for governments, critical-infrastructure operators, healthcare organisations, financial institutions, and private enterprises. The growth of internet-connected systems and the increasing value of digital information have expanded the attack surface and created incentives for financially motivated, disruptive, espionage-related, and ideologically motivated attacks. Consequently, current cybersecurity practice increasingly combines preventive controls with continuous monitoring, threat intelligence, analytics, and incident-response capabilities rather than relying on perimeter defenses alone (Mijwil et al., 2023; Naseer et al., 2023).

Networks, computers, other electronic devices, and software applications all make significant contributions to the digitalisation of human society. This has a positive impact on many aspects of life. The use of computers and other digital devices, such as smartphones and tablets, is integral to the operation of critical infrastructure, including healthcare, financial institutions, governments, and manufacturing. The overwhelming majority of these devices are connected to the internet. Threat actors currently have a greater incentive than ever before to find ways to breach these computer systems, whether for financial gain, extortion, political or social motives (also known as hacktivism), or simple vandalism.



Cyber threats are increasing in scale and complexity. Traditional security methods struggle to cope with the volume and speed of modern attacks. Organisations now generate massive amounts of security data. This has led to the adoption of Big Data and Data Analytics for threat detection.

As cyber threats continue to evolve and existing detection methods face growing limitations, researchers are exploring emerging technologies that can enhance the intelligence, adaptability, and resilience of future cybersecurity systems.

2.2 Big Data in Cybersecurity
2.2.1 Definition and concept of Big Data
Technological advances produce numerous types of structured data, but much of the available data is semi-structured or unstructured and can be considered big data. Big data refers to large, complex data collections that require sophisticated and cost-effective data-management and analysis tools to extract insights and support decision-making. Structured data, such as data found in spreadsheets or relational databases, account for only 5% of total data. Unstructured data include online text, photographs, audio, and video, all of which lack structural organisation and require specialised analytics or tools for analysis. A notable example of semi-structured data is Extensible Markup Language (XML), which has a tag-based structure for sharing data on the Web. Because big data are large in volume, generated rapidly, structurally diverse, and often too complex for traditional technologies to acquire, preserve, maintain, and assess, they pose a significant challenge to conventional technology. The nature of large datasets, together with the concerns and challenges associated with them, can hinder current data-science techniques and approaches (Rahman & Reza, 2022).
2.2.2 Characteristics of Big Data (5Vs)
In 2001, Laney first defined big data in terms of Volume, Velocity, and Variety. This became a widely used definition of big data (the 3V definition). In 2012, Laney and Beyer expanded the definition by adding two more Vs: Veracity and Value. These two additional Vs are required to satisfy business objectives and goals. Without veracity and value, fake or meaningless data may lead to revenue losses and degrade the decision-making process. To date, the 5Vs are among the most widely accepted ways of characterising big data. More recently, another group of researchers used the term “Bigs” rather than “Vs” to define big data (Mishra & Mishra, 2025). They expanded the 5Vs by adding five additional characteristics of big-data services. Big volume, big velocity, big variety, and big veracity are grouped as fundamental features that define big data. From a technological perspective, big data also involves big intelligence, big analytics, and big infrastructure. Big service, big value, and big market cover the socioeconomic dimensions of big data (Rahman & Reza, 2022).
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Figure 3. sunflower model to define big data (Rahman & Reza, 2022).




2.2.3 Sources of Cybersecurity Big Data
Security Log Analysis
Security log analysis is the process of collecting, examining, and interpreting log data generated by computer systems, networks, applications, and security devices to identify suspicious activities, detect cyber threats, and support incident response. Security logs record events that occur within an information system, such as user login attempts, file access activities, network traffic, firewall alerts, and system configuration changes.
In modern digital environments, organisations generate enormous volumes of log data every day from multiple sources, including servers, routers, firewalls, intrusion detection systems (IDS), and cloud platforms. Owing to the large volume, variety, and velocity of these logs, traditional manual analysis methods are often insufficient. As a result, big-data technologies and data-analytics techniques are increasingly employed to process and analyse security logs efficiently.
Security-log analysis plays a critical role in cybersecurity by enabling organisations to detect unauthorised access, malware infections, insider threats, phishing attacks, and other malicious activities. Through the application of machine learning and anomaly-detection techniques, security analysts can identify unusual patterns and behaviours that may indicate a cyberattack. Furthermore, log analysis provides valuable forensic evidence for investigating security incidents and improving an organisation's overall security posture.

Network Traffic Data
Network traffic refers to the amount of data sent and received over the internet or any system that connects computers. Analysing network traffic is vital for security and management, yet it remains challenging because of the heterogeneity of plain-text packet headers and encrypted payloads. To capture the latent semantics of traffic, recent studies have adopted Transformer-based pre-training techniques to learn network representations from massive traffic datasets. However, these methods pre-train on data-driven tasks but may overlook network knowledge, such as masking partial digits of indivisible network port numbers for prediction, thereby limiting semantic understanding (Wang et al., 2024).
Cyber Threat Intelligence Feeds
Cyber threat intelligence (CTI) enhances organisational cybersecurity resilience by obtaining, processing, evaluating, and disseminating information about potential risks and opportunities within the cyber domain. The cited research investigates how companies can employ CTI to improve precautionary measures against security breaches. CTI involves gathering, analysing, and distributing information to identify, monitor, and anticipate cyber threats. CTI can help businesses become more proactive in cybersecurity by identifying vulnerabilities before attackers exploit them. For example, if a particular threat actor is known to target companies using specific malware or attack methods, CTI can help identify this pattern early so that intrusion detection systems can be configured to detect it. CTI also plays an essential role in detecting attacks by configuring intrusion detection systems based on practices associated with particular threat actors or attack types identified through the analysis of gathered intelligence. Furthermore, CTI provides specific security plans tailored to countering the methods used by cyber-threat actors, making it an important tool for organisations seeking to prevent, detect, and respond effectively to potential cyberattacks (Saeed et al., 2023).
SIEM Data Sources 
A security information and event management (SIEM) system can analyse a large amount of data rapidly and produce the required outcome within a short period. It keeps security personnel informed about the overall security of the organisational network. A SIEM system can be agent-based, agentless, or hybrid. In an agent-based SIEM system, an agent can be deployed on the data source so that security events are collected automatically as they occur and transmitted to the SIEM system. In an agentless SIEM system, no agent is required on the data source. Instead, the data source communicates security events directly to the SIEM system or through an intermediate logging server, such as a syslog server. A hybrid SIEM system combines the advantages of both approaches (Sheeraz et al., 2023).
IoT Security Data
The Internet of Things (IoT) is a network of devices that communicate over the internet and distribute information among themselves and with the external environment. The term IoT was first used by Kevin Ashton in 1998, when he stated that IoT had the potential to change the world. It has improved people's lifestyles by adding intelligent systems to their environments. The evolution of IoT has added billions of IoT devices to the internet. Its applications have progressed across diverse domains, including fitness, health, automation, and smart societies.
With IoT technologies, cities have become more efficient. Traffic is managed using sensors. Smart parking can save fuel and time for drivers by providing data on available spaces. Smart waste management, street lighting, water supply, and environmental systems have enhanced citizens' lifestyles. Smart farming has helped thousands of farmers manage requirements for water, fertiliser, and manure for plants. Human quality of life has also improved through effective healthcare systems that monitor patients' health and track changes.
The Internet of Things (IoT) is revolutionizing the way data from the physical world is integrated into the digital domain, playing an increasingly vital role in a variety of applications, including remote health monitoring, smart traffic systems, home automation, and industrial operations. The key aim of IoT-enabled ecosystems is to design technologies and infrastructures comprising both hardware and software that allow the seamless integration of millions of heterogeneous devices. These systems are built to deliver efficient, reliable, and secure services to end users, ensuring that the network can accommodate a wide range of functionalities while maintaining robust security (Mishra & Mishra, 2025).

2.3 Threat Detection Techniques
An Intrusion Detection System (IDS) monitors network traffic and issues warnings when potential threats are detected. Three types of IDS are used: anomaly-based, signature-based, and hybrid-based systems. A signature-based IDS matches threats against cyberattack signatures stored in databases and generates alerts accordingly. Researchers have proposed various approaches to signature-based IDS using pattern matching, machine learning (ML), and deep learning (DL) algorithms. Nawaal et al. (2024) provide a detailed survey of signature-based IDS for IoT environments.
2.3.1 Signature-Based Detection
Signature-based intrusion detection 
A signature-based IDS uses existing patterns of malicious code to identify attacks. This type of IDS is relatively easy to use and depends on previously defined attacks. It operates online in real time by observing patterns and events and matching them against attack signatures in a predefined list of known indicators of compromise (IOCs). Signature-based IDS is widely used because it can provide a low false-alarm rate and efficient results for known threats. However, the technique has limitations. A signature-based IDS can identify only threats whose attack signatures have already been stored; therefore, it cannot detect threats that are absent from the database, leaving zero-day exploits undetected. Its performance can also deteriorate in large-scale or rapidly changing network environments. Each packet in a signature-based approach must be examined for a match, and high volumes of incoming traffic can create processing difficulties. In such cases, packet drops may occur when the IDS cannot handle the traffic, creating a risk of missed threats. These limitations can therefore be regarded as design or implementation constraints of signature-based detection (Nawaal et al., 2024).
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Figure 4. Concept of Signature-based IDS (Nawaal et al., 2024)
2.3.2 Anomaly-Based Detection
Anomaly detection identifies behaviours that deviate from regular activity and may signal an ongoing attack. It involves monitoring, detecting, and analysing data to identify unusual patterns or events. Sensors gather data that can be used to detect anomalies. Security anomalies can disrupt services and may include unauthorised access, data tampering, DoS attacks, malware, eavesdropping, physical attacks on devices, botnet attacks, spoofing, and insider threats. Traditional anomaly-detection methods depend heavily on data size, structure, and features. Introducing ML methods, including supervised and unsupervised learning and RL, time-series analysis using Autoregressive Integrated Moving Average (ARIMA) and LSTM networks, and hybrid approaches that combine statistical, ML, and DL models can support anomaly detection in cyber ecosystems. Machine learning-driven anomaly-detection algorithms such as k-means, Gaussian mixture models, and Isolation Forests can identify outliers in network traffic, system logs, and user activity. These models can adapt to new system behaviours, enhancing detection accuracy. Deep learning methods, such as autoencoders and LSTM networks, reconstruct standard patterns and flag deviations in network traffic or time-series data as anomalies (Ali et al., 2025).
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Figure 5. The overall model of anomaly-based IDS in the IoT realm (Heidari & Jamali, 2023)
2.3.3 Behaviour-Based Detection
Behaviour-based detection methods involve the analysis of user actions and activities, employing algorithms and techniques such as user behavior analytics (UBA), time series analysis, clustering, and sequence pattern mining to create models of normal user behaviour. Deviations from these models can trigger alerts for further investigation, making them suitable for identifying novel insider threats and subtle anomalies that rule-based approaches might miss. While behaviour-based methods provide context-rich insights into potential insider threats, they can produce false positives when legitimate user behaviours change and may demand substantial computational resources for continuous monitoring. Additionally, they may struggle to detect sophisticated insider threats that imitate normal user behaviour. The effectiveness of these methods depends strongly on the quality and representativeness of the behavioural baseline (Alzaabi & Mehmood, 2024).

The core capability of user and entity behavior analytics (UEBA) is the construction of behavioural baselines against which deviations can be evaluated. Contemporary UEBA research combines temporal, access, query, and data-volume features with unsupervised or deep-learning methods to identify behaviour that departs from established patterns. The reliability of such systems depends on representative baseline data, adaptation to legitimate behavioural change, and careful threshold selection; therefore, performance estimates should be interpreted within the dataset and deployment context in which they were obtained (Fuentes et al., 2025).



2.4 Heuristic Detection
Heuristic detection is a threat detection technique that identifies malicious software or suspicious activities by analysing their characteristics and behaviour rather than relying solely on known signatures. It uses predefined rules, behavioural indicators, and code analysis to detect previously unknown or modified threats that signature-based methods may miss. For example, a heuristic detection system may flag a program that attempts to modify critical system files, disable security software, or execute suspicious code sequences. Although heuristic detection can improve the identification of new and evolving cyber threats, it may also generate false positives by incorrectly classifying legitimate programs as malicious. Modern cybersecurity systems often combine heuristic techniques with machine learning algorithms to improve detection accuracy and adaptability.
2.5 Machine Learning in Threat Detection
As cyber threats continue to evolve in sophistication, conventional rule-based detection methods have become increasingly insufficient. Consequently, machine learning techniques have emerged as powerful tools capable of learning complex attack patterns from large cybersecurity datasets.
2.5.1 Supervised Learning
Supervised learning refers to the process by which an algorithm learns from the input-output pairs on which it is trained. The algorithm then makes inferences and predictions about new data provided to it. Common classes of algorithms used in this field include Decision Trees, Support Vector Machines, Multilayer Perceptrons, Deep Belief Networks, and Recurrent Neural Networks (Sadaram et al., 2023). The algorithm is trained using known examples of normal and malicious activities (input-output pairs). It learns patterns associated with cyber threats. When new network traffic or system data are received, it predicts whether the activity is legitimate or malicious based on what it learned during training.
The advantage of supervised techniques lies in their ability to provide interpretable results and establish a direct connection between input features and threat prediction. Nevertheless, the efficacy of supervised techniques is contingent on the availability of comprehensive and accurate training data, which can be challenging to obtain because of the low occurrence rate of insider threats (Alzaabi & Mehmood, 2024).

2.5.2 Unsupervised Learning
Unsupervised learning techniques have also gained traction in the context of malicious insider detection. Anomalous behaviour is detected by identifying deviations from established norms without relying on labelled data. Clustering and anomaly detection algorithms, such as k-means, DBSCAN, and isolation forests, have been employed for this purpose. The principal advantage of unsupervised learning is its ability to uncover novel and previously unknown threats. However, these techniques often produce higher false-positive rates, necessitating further investigation and verification of flagged anomalies (Alzaabi & Mehmood, 2024).
There are two types of unsupervised learning:
· Clustering unsupervised learning
·  Association unsupervised learning
Clustering involves grouping the data based on their similarities and differences. For example, animals can be divided into groups based on their visual features determined using the model (Kufel et al., 2023).
 Association is a method of analysing the relationships between data in a dataset. For instance, the algorithm can pair people buying mattresses for pressure sores with those ordering products to aid in the healing of pressure sores. This method is commonly used in marketing strategies (Kufel et al., 2023).

2.5.3 Reinforcement Learning
Reinforcement learning provides a suitable framework for modelling complex control problems and solving them using learning algorithms. Unlike other machine-learning methods, reinforcement learning is a reward-based approach that interacts with the environment. The learning machine, called the agent, responds to the situations it encounters. As a consequence of this response, it receives a numerical reward. Figure 6 demonstrates the basic structure of reinforcement learning (Cengiz & Gök, 2023).
[image: Screenshot 2026-06-09 074048]
Figure 6. reinforcement learning workflow (Cengiz & Gök, 2023).
Reinforcement learning has emerged as a promising paradigm for cybersecurity automation, particularly for optimising response strategies. Unlike static approaches, RL enables systems to learn optimal policies through interaction with the environment.

2.6 Deep Learning-Based Threat Detection
Deep learning-based threat detection is an advanced branch of machine learning in cybersecurity that leverages multi-layered neural network architectures to automatically learn complex patterns from large-scale security data. Unlike traditional machine learning approaches that often rely on manual feature engineering, deep learning models are capable of extracting hierarchical representations directly from raw inputs such as network traffic, system logs, and time-series data. Techniques such as Convolutional Neural Networks (CNNs), Artificial Neural Networks, Recurrent Neural Networks (RNNs), Long Short-Term Memory (LSTM) networks, and autoencoders are commonly employed to detect both known and unknown cyber threats with high accuracy. These models are particularly effective in identifying sophisticated and evolving attack patterns, including zero-day exploits and advanced persistent threats, due to their ability to model non-linear relationships and temporal dependencies in data. As a result, deep learning-based approaches have become increasingly prominent in modern intrusion detection systems, offering improved scalability, adaptability, and detection performance in complex cybersecurity environments.

2.6.1 Artificial Neural Networks
Artificial neural networks resemble the human brain (Figure 7) and comprise multiple perceptrons or ‘neurons’ that process and transmit information. To understand their functioning (Figure 8), data such as images, text, or sound are input into the network and processed through successive layers of perceptrons until they reach the output. Each layer contains multiple neurons that process the input data (Kufel et al., 2023).
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Figure 7. A simplified diagram of a mathematical neuron. 1—signal inputs, 2—scales, 3—adder, 4—activator (activation function), and 5—signal output, respectively (Kufel et al., 2023).


[image: Screenshot 2026-06-10 100235]

 Figure 8. A simplified diagram of a human neuron. 1—dendrites, signal input site, 2—nucleus of the neuron, 3—zone of initiation (where the action potential of the neuron is formed), 4—axon, and 5—axon terminals (which form connections with other cells, and are the sites of signal output), respectively (Kufel et al., 2023). 

Neural networks are a promising approach to cybersecurity. They are machine learning models capable of being trained to discern patterns within datasets. These models possess the capability to learn and identify patterns within data, rendering them highly effective for tasks such as detecting malicious activities, implementing intrusion detection and prevention systems, and developing sophisticated firewall and encryption algorithms. Neural networks address the limitations of traditional methods by offering several key advantages (Shevchuk & Martsenyuk, 2024):

· They excel at identifying subtle deviations in data, making them adept at detecting zero-day attacks and anomalous behaviour indicative of malicious activity, regardless of prior encounters. 
· They can learn from extensive datasets, including historical attack data and network traffic, enabling them to refine their threat-detection models over time and adapt to new attack vectors and evolving threat patterns, which is essential in the dynamic field of cybersecurity.
· They can discern genuine threats from benign activities, thus reducing false positives and enhancing the efficiency of security systems (Shevchuk & Martsenyuk, 2024).

2.6.2 Convolutional Neural Networks (CNN)
Convolutional neural networks (CNNs) consist of input, spline, auxiliary, and output layers. They detect visual patterns obtained from raw image pixels using hidden layers. CNN models analyse receptive fields with filters. Non-linear functions extract information about image features. ‘Pooling’ reduces data and speeds up computation. This allows similar features to be identified across an image for pattern analysis. Considering CNNs as a form of large-scale learning, it is therefore important to understand how to integrate knowledge acquired from multiple datasets efficiently. However, CNN performance can be affected by various factors, the most important of which include the selection of activation functions and the number of hidden layers. As a result, the accuracy of each CNN experiment can vary according to the sizes of the selected hidden layers (Kufel et al., 2023).

Convolutional neural networks (CNNs) can be employed in cybersecurity to acquire intricate characteristics from unprocessed network-traffic data, thereby enhancing the identification of hidden and previously unnoticed abnormal activities within a network. Furthermore, they can handle increasing workloads and provide adaptability, making them well suited to real-time identification in extensive network systems (Tanim et al., 2024).

Among the various machine-learning techniques, Convolutional Neural Networks (CNNs) have gained prominence for their effectiveness in processing and analysing complex data structures, particularly in image- and pattern-recognition tasks. CNNs, a class of deep-learning algorithms, extract hierarchical features from input data through multiple layers of convolution and pooling operations. This capability has been adapted to cybersecurity applications, where CNNs are used to detect anomalies and patterns indicative of cyber threats (Chukwunweike et al., 2024).

However, several disadvantages are associated with CNNs in network-anomaly detection, including the need for very large labelled datasets, limited interpretability of results, and high processing overhead (Tanim et al., 2024).

2.6.3 Recurrent Neural Networks (RNN)
Recurrent neural networks (RNNs) are neural-network architectures that maintain hidden states and use feedback loops to process sequences of data that ultimately inform the final output. RNN models can therefore recognise sequential characteristics in data and help predict the next likely data point in a sequence. By leveraging sequential data processing, RNN use cases tend to be associated with either language models or time-series data analysis. Multiple RNN architectures have been introduced, ranging from simple RNNs and LSTMs to deep RNNs, and have been applied in different experimental settings (Das et al., 2023).
Recurrent Neural Networks (RNNs) play a significant role in cybersecurity due to their ability to model sequential and time-dependent data. In cybersecurity environments, many types of data such as network traffic flows, system logs, and user activity records are inherently sequential in nature. RNNs are therefore well-suited for intrusion detection tasks where understanding the order and temporal relationship between events is crucial. By maintaining a hidden state that captures information from previous inputs, RNNs can learn behavioural patterns over time and identify deviations that may indicate malicious activity. This makes them particularly effective in detecting evolving attack patterns such as multi-stage intrusions and coordinated cyberattacks. However, despite their advantages, standard RNNs are limited by challenges such as vanishing gradients, which can reduce their effectiveness in learning long-term dependencies in complex datasets. As a result, more advanced variants such as Long Short-Term Memory (LSTM) networks are often preferred in modern intrusion detection systems.

2.6.4 Long Short-Term Memory (LSTM)
Machine-learning models can support pattern identification and anomaly detection, which are important for detecting previously unseen threats in big data. These methods increasingly rely on sophisticated algorithms and models, such as deep learning and neural networks, to protect against new security threats. To implement machine learning fully in IoT environments, it is necessary to analyse data from various sources, such as user operations, device logs, and network traffic. The use of these approaches can help increase the overall security and resilience of IoT devices and networks (Abualhaj et al., 2025).
Long short-term memory (LSTM) is a variant of RNN that attempts to address the issue of diminishing gradients in standard RNNs. Since Hochreiter and Schmidhuber introduced LSTM in 1997, it has been used in other fields, including natural language processing and voice recognition. With the help of a memory unit, LSTM networks can efficiently trace long-term connections in sequential data. Selectively deleting or saving data over time is useful in situations where predictions depend on preceding inputs. Gates are also used in LSTM networks to control the flow of data within the memory unit. These mechanisms allow the network to control the amount of data stored or discarded at each period through the admission, ignoring, and exit gates. This operation enables the network to analyse long sequences with greater accuracy and efficiency (Abualhaj et al., 2025).
This capability enables LSTM networks to identify abnormal behaviours and previously unseen attacks that may develop over time. By analysing different events rather than isolated records, LSTM can improve the detection of sophisticated or advanced cyber threats such as Distributed Denial-of-Service (DDoS) attacks, malware, botnet activities, and insider threats. LSTM-based intrusion detection systems can therefore provide higher detection accuracy and lower false-alarm rates in dynamic network environments. The effectiveness and adaptability of LSTM networks have also been demonstrated in multiple areas. The LSTM architecture is represented in Figure 9.
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Figure 9. LSTM architecture (Abualhaj et al., 2025).

2.7 Applications of Big Data Analytics in Cybersecurity
The application of data analytics and artificial intelligence extends beyond theoretical models and has become integral to various cybersecurity operations. These technologies are increasingly deployed across multiple domains to improve the detection, prevention, and mitigation of cyber threats.

2.7.1 Intrusion Detection Systems (IDS)
IDSs are software or hardware platforms that autonomously recognise and respond to computer attacks. Intrusion-response systems continually monitor system health based on IDS warnings to identify and resolve potential events or inappropriate behaviours efficiently. Intrusion-response systems use appropriate countermeasures to support computer security. As a result, implementing alert protocols is one way to ensure that such platforms respond appropriately (Heidari & Jamali, 2023).

Systems for quantitatively identifying and classifying attacks based on how they affect data integrity, availability, and secrecy are also required. For example, if an attacker compromises the integrity of an enterprise database system, an appropriate response is required to ensure data integrity. If the threat is directed against the system, meanwhile, the response could increase resource availability and system performance (Heidari & Jamali, 2023).

When an intrusion is detected, an IDS issues an alarm in the form of a report or notification. An IDS is ineffective without an appropriate security countermeasure. To help locate the source of an attack, a response system should be connected to the IDS. Traditional IDS rules tend to be static because the monitored systems are relatively static, whereas node groups have stable characteristics that have been recognised over time. Unlike in a traditional system, monitored IoT nodes are constantly added and removed (Heidari & Jamali, 2023).

Furthermore, the security needs of each IoT node vary. A system administrator responsible for the overall security of the system usually establishes and manages security policies. Because the switch is virtualised, there are additional challenges associated with visibility into inter-IoT traffic on a platform. As a result, traditional physical monitoring solutions are unable to inspect this network traffic (Heidari & Jamali, 2023).

New virtualisation systems may have vulnerabilities that can lead to major breaches; therefore, they should be monitored and examined for configuration problems, updates, and other issues. Traditional solutions may be difficult to deploy in IoT contexts, which have unique needs and characteristics. A traditional IDS may therefore be unable to satisfy these requirements effectively. An IDS monitors unauthorised entry, activity, or file modification in computers or networks. Traditional IDS architecture in IoT includes the following units: sensor, packet analyser, attack detection, rule generation, and, as output, IP table rules that serve as generated firewall rules. The packet analyser in the intrusion-detection engine is important for detecting attack patterns in systems. Packets from multiple locations are collected in a packet analyser and analysed by an IDS engine deployed in the network. With highly dynamic IoT users, packet threshold values may change because a continuous fixed threshold can produce inaccurate results. The threshold must therefore be flexible and dynamic when categorising threat behaviours. Based on packet-header information, packets are classified as normal or attack-related in a packet analyser. The packet analyser examines packets based on arrival time, packet count, and packet size (Heidari & Jamali, 2023).

Additionally, the attack-detection component is responsible for identifying attacks on nodes. Its decision-making process is based on internal rules, heuristics, and knowledge from its knowledge base. From a large number of attack patterns, the rule-generation engine can build a smaller set of rules. As a result, an IoT device can be processed using as few rules as possible while still supporting efficient attack detection. Attacks often occur in separate groups known as incidents. External attacks are described as outsider attacks, whereas insider attacks involve unauthorised internal users who attempt to gain and misuse access privileges. Although many incidents are malicious, others are not; for example, a person may mistype a computer address and accidentally try to connect to another system without permission. An IoT immune system is therefore needed. For this reason, an IDS monitors malicious actions or policy violations in IoT environments. Any malicious activity or violation detected by an IDS is normally reported or centrally collected by the administrator. To distinguish malicious activity from false alerts, an IDS integrates outputs from numerous sources using alarm-filtering mechanisms. IDSs can operate at different scales, ranging from single machines to large networks (Heidari & Jamali, 2023).
[image: Screenshot 2026-06-10 074250]
Figure 10. In the IoT, the structured layers of IDS (Heidari & Jamali, 2023)
Although intrusion detection focuses on identifying unauthorised network activities, malware detection addresses malicious software designed to compromise systems and steal sensitive information. Both represent critical application areas of data analytics in cybersecurity.

2.7.2 Malware Detection
In the cybersecurity domain, malware refers to any form of malicious program that cyberattackers (hackers) employ to infiltrate computing devices such as computers and smartphones to damage or gain access to sensitive information without the users’ knowledge. Malware can perform a set of malicious activities after compromising the system. For instance, some malware programs such as Trojans are often employed by hackers to steal users’ confidential data, modify data, control/manage compromised devices remotely, slow the performance of network and connected devices, delete users’ data, or perform other types of malicious actions. Generally, malware covers all malicious programs/harmful code such as viruses, spyware, ransomware, back doors, and many more. Malware programs (files) are designed to target various platforms such as desktop and mobile operating systems and Internet of Things (IoT) devices. Recently, malware programs have evolved into various complex and advanced variants such as ransomware that can encrypt, hijack, and exfiltrate sensitive information (Maniriho et al., 2024).

 Types of malware detection techniques 
Security solutions use different detection techniques to detect and prevent malware programs from achieving their objectives. Following our analysis of existing works, static-based, behaviour-based, and hybrid-based techniques are the main categories of malware detection.

· Static signature-based detection technique 
This type of malware-detection technique mainly relies on a maintained database of known static malware signatures. It detects a suspected program by matching its signatures against those stored in the database. Signatures are characteristics or continuous sequences that are common to particular malware files. Opcodes (such as MOV, ADD, SUB, JNZ, JE, JC, and PUSH), hash values (unique identifiers for files), information from executable headers (field values, section entropy, printable strings, and section size), strings, and function calls are examples of static signatures that can be extracted from Windows executable (.EXE) files using tools such as IDA Pro disassembler, PeExplorer, Pestudio, FileAlyzer, Exeinfo PE, Hash Generator, PEView, and CFF Explorer. Antivirus (AV) tools depend on signature-based techniques to detect malware. Thus, antivirus software vendors continually update their signature databases to track new malware signatures. Signature-based detection techniques can detect known malware with a high detection rate and a low false-positive rate. However, their major disadvantage is that they cannot detect unknown malware when no corresponding or similar signature exists in the database. Moreover, malware-development approaches such as polymorphism, obfuscation, metamorphism, and packing can evade or bypass signature-based malware-detection systems, making them ineffective against unknown and advanced malware (Maniriho et al., 2024).

· Behaviour-based detection technique 
Unlike signature-based detection, behaviour-based detection can detect both known and zero-day malware. It uses behavioural activities or patterns to detect malware. Such activities may include deleting, creating, or altering system files. In addition to modifying system files, malware can modify network addresses such as DNS and IP addresses. Analysis tools such as sandboxes (e.g., Cuckoo sandbox), Wireshark, ProcMon, FakeDNS, Regshot, and Process Explorer are used to monitor and capture behavioural characteristics of malware and benign EXE files. Behaviour-based detection techniques flag deviations from normal activities as malicious, allowing them to detect known and zero-day malware attacks because detection is based on program behaviour rather than static signatures. Malware behaviour can be captured through dynamic or memory-analysis techniques. However, behaviour-based techniques are prone to high false-positive rates and require more training time than signature-based techniques (Maniriho et al., 2024).

·  Hybrid detection techniques 
This technique relies on generating rules based on the results of static or dynamic analysis to guide the inspection of extracted data and support the proposed malware-detection model. Such rules can be generated either manually, relying on the expertise of security analysts, or automatically using machine learning or tools such as YARA.
Although malware remains one of the most prevalent cyber threats, network-oriented attacks such as DDoS attacks also pose significant challenges for cybersecurity systems.
In addition to malware attacks, organisations increasingly face network-based attacks such as Distributed Denial-of-Service (DDoS) attacks, which aim to overwhelm computing resources and disrupt service availability. Consequently, advanced data analytics techniques have also been widely applied to DDoS detection.

2.7.3 DDoS Detection
DDoS 
Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) attacks continue to pose significant threats to networked systems, causing disruptions that can lead to substantial financial losses. These attacks exploit vulnerabilities in network architecture to overwhelm systems, rendering them unavailable to legitimate users. The complexity and evolving nature of DoS/DDoS attacks necessitate advanced detection techniques that can operate effectively in real-time environments. In a DDoS attack, an attacker sends packets to multiple compromised sources, instructing them to target a specific victim. To evade detection and traceability, flooding sources often generate vast amounts of traffic with randomly generated source IP addresses. DDoS attacks can broadly be categorised into the following three types (Owusu et al., 2025):
· Volume-based attacks: Various forms of attack, including UDP floods, ICMP floods, and other types of spoofed-packet floods, aim to saturate the bandwidth of the targeted network. The scale of these attacks is often measured in terms of the amount of data transferred per second, commonly referred to as bits per second (bps).
· Protocol attacks: Protocol attacks, such as SYN floods, fragmented packet attacks, Ping of Death, and smurf DDoS, aim to overwhelm server resources and intermediary components like firewalls and load balancers, causing resource exhaustion. The intensity of these attacks is typically evaluated by measuring the rate of transmitted packets per second, commonly known as packets per second (pps).
· Application-layer attacks: These attacks involve seemingly legitimate and innocuous requests that are intended to crash a web server by targeting a specific application. Their magnitude is typically measured in requests per second (Owusu et al., 2025).

ML techniques for attack detection:
 As DoS detection in networking environments can be regarded as a classification problem, a range of ML techniques and algorithms have been extensively studied in recent years. 
a) Traditional supervised learning methods: 
· SVM: Its classifiers can be trained using labelled data to differentiate between normal and attack traffic. This is accomplished by utilising feature vectors derived from network flows or packet-level information (Owusu et al., 2025).
·  Random Forests: They are ensemble learning methods that can be trained on labelled datasets to classify network traffic into normal and attack categories. They leverage decision trees and feature selection techniques to attain high detection accuracy (Owusu et al., 2025).



b) Unsupervised learning:
This is especially important for dealing with unknown attacks, also known as zero-day attacks.
· Clustering Algorithms: Unsupervised learning techniques such as K-means clustering or DBSCAN can be utilised to identify anomalous network-traffic patterns. These algorithms cluster network-flow data based on various features, enabling the detection of DoS/DDoS attacks by identifying significant deviations from normal traffic patterns.
·  Autoencoders: They are neural network architectures that can accurately reconstruct input data. By training on normal network traffic, they can detect real-time anomalies or deviations, indicating the possibility of a DoS/DDoS attack (Owusu et al., 2025).
c) Deep learning: 
·  Recurrent Neural Networks (RNNs): RNNs, particularly variants like Long Short-Term Memory (LSTM) networks, excel at capturing sequential dependencies in network traffic data. By training on historical traffic data, they can detect patterns associated with DoS/DDoS attacks. 

· Convolutional Neural Networks (CNNs): They are well suited to analysing structured data, such as network packets or flow data. Through the use of convolutional layers, these networks learn spatial patterns and identify anomalies that may indicate DoS/DDoS attacks (Owusu et al., 2025).







Non-ML methods
In non-ML methods, such as signature-based and anomaly-based detection systems, sampling techniques are crucial for reducing the volume of traffic that needs to be inspected manually or against predefined thresholds, thereby enhancing performance and reducing computational overhead (Owusu et al., 2025). 
Application examples:
·  Systematic sampling: This could be employed to uniformly select packets or flows from network traffic at regular intervals, ensuring a representative subset of traffic is analysed for known attack patterns or anomalies against statistical thresholds (Owusu et al., 2025). 
· Random sampling: Useful in scenarios where traffic is highly variable, random sampling can ensure that the detection system is not biased by the time of day or specific network segments, potentially uncovering stealthy or distributed attacks that do not follow a predictable pattern (Owusu et al., 2025).
While many cybersecurity threats originate from external attackers, organisations must also contend with threats originating from trusted individuals within the organisation. These insider threats present unique detection challenges that require specialized analytical approaches.

2.7.4 Insider Threat Detection
In recent years, insider threats have been regarded as a critical and recurring problem in information and network security. A successful breach of an organisation's security architecture through such threats can have severe negative effects on the confidentiality, integrity, and availability (CIA) of data stored in enterprises' and organisations' data warehouses and databases. Thus, an organisation can lose its competitive edge, incur financial losses through lawsuits, and could even face bankruptcy as a result of data breaches (Ogunbodede et al., 2024).

Traditional notions of cybersecurity focus on external perimeter-defence systems designed to protect against attacks arising from external threats. However, it is becoming increasingly apparent that a significant threat to an organisation's security may also lie within, as indicated by recent surveys and research findings. Humans have been described as a weak link in the computer-network security chain. Insider threats refer to individuals or groups of individuals who have been given legitimate access rights to an organisation's internal systems, either as employees, contractors, or former employees, and who could use this legitimate access to perpetrate malicious acts such as system sabotage, electronic fraud, and information theft. Thus, individuals with authorised access to information systems can pose substantial security risks (Ogunbodede et al., 2024).

Insider-threat detection is often more challenging than detecting external perimeter breaches in an enterprise's network and security architecture. This is because insiders are often familiar with their organisation's information and network-security architecture, including both its weaknesses and strengths; they may therefore be well equipped to evade and circumvent internal security mechanisms such as Intrusion Detection Systems (IDS), honeypots, and firewalls while remaining undetected during malicious activities (Ogunbodede et al., 2024).

Detection Techniques
The early insider-threat research landscape spans Intrusion Detection, Risk Analysis, Testing and Synthetic Data Generation, and Process Control, as shown in Figure 11. Intrusion Detection can be implemented using anomaly-based and scenario-based approaches or through the deployment of honeypots. Risk Analysis often follows a cycle involving threat identification, likelihood assessment, and evaluation of vulnerabilities in deployed defence mechanisms. Owing to privacy concerns, corporate organisations rarely make their data and audit logs available for public or research use. Thus, synthetic-data generation is becoming increasingly important. Process Control is essential for streamlining and managing efficient incident response (Ogunbodede et al., 2024).
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Figure 11. Taxonomy of insider detection methodologies (Ogunbodede et al., 2024).

In recent years, two main methodologies for detecting insider threats have become prominent, as shown in Figure 12. These techniques are rule-based signature detection and behaviour-based anomaly detection (Ogunbodede et al., 2024).

In behaviour-based anomaly detection, the system creates a baseline profile of typical system, network, or program activity. Any departure from the predetermined standard is considered malicious; that is, detection depends on the behaviour of a particular user or entity. The second methodology is signature-based detection, which recognises a malicious act that has already been discovered and tagged when its actions correspond to a stored signature or a rule-based protocol that models system behaviour. Signature-based detection techniques are therefore often used to detect known attacks or threats (Ogunbodede et al., 2024).
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Figure 12. Detection Techniques (Ogunbodede et al., 2024)
Despite the remarkable progress achieved through big data analytics, machine learning, and artificial intelligence, several technical and operational challenges continue to limit the effectiveness of modern cybersecurity threat detection systems.

2.8 Challenges and Limitations
2.8.1 False Positives and False Negatives
The accuracy of predictive analytics models is critical in cybersecurity, as false positives and false negatives can significantly affect security measures:
 
False Positives: These occur when legitimate activities are incorrectly classified as threats. High rates of false positives can lead to alert fatigue, where security teams become desensitized to warnings and may overlook genuine threats. This can reduce the overall effectiveness of security systems and increase operational costs (Chowdhury et al., 2024). 


False Negatives: These occur when actual threats are not detected by predictive models. False negatives can result in undetected breaches or attacks, allowing malicious activities to proceed without intervention. The consequences of false negatives can be severe, potentially leading to significant security breaches and data loss (Chowdhury et al., 2024).
Beyond prediction accuracy, the quality of the underlying data used to train and evaluate detection models plays a significant role in determining overall cybersecurity performance.

2.8.2 Data Quality Problems
According to the International Standardization Organisation (ISO), quality, in general, is “the totality of characteristics of an entity that bear on its ability to satisfy stated and implied needs”. In comparison, data quality is defined as the fitness of data for their intended use or their conformance to requirements. This definition indicates that data meeting predefined expectations, specifications, or standards are considered high-quality data that are fit for use in a particular application (Alwan et al., 2022).

Security Dataset Challenges in Cybersecurity
Security datasets are essential for training and evaluating machine-learning and big-data analytics models used in cybersecurity threat detection. However, several challenges limit their effectiveness. One major issue is the lack of high-quality labelled data, as accurately labelling cyber threats requires significant expertise and time. Many publicly available datasets are also outdated and may fail to represent modern attack techniques and evolving threat landscapes. In addition, datasets often suffer from class imbalance, in which normal network traffic greatly exceeds malicious traffic, leading to biased models that perform poorly on rare attacks. Privacy and confidentiality concerns further restrict access to real-world organisational data, making it difficult for researchers to obtain comprehensive datasets. Moreover, differences in data formats, missing values, and noisy or redundant information can reduce the accuracy and generalisability of threat-detection systems. Addressing these dataset challenges is important for developing reliable, scalable, and effective cybersecurity solutions.
While improving data quality enhances detection performance, the collection and processing of large volumes of cybersecurity data also introduce important privacy, ethical, and regulatory concerns that organisations must address.

2.8.3 Privacy and Ethical Concerns in AI Driven Cyber security
The collection and analysis of information can lead to infringements of user privacy. Automated decision-making systems may perpetuate discrimination. Difficulties may also arise in addressing technological issues related to privacy-protecting technologies. Innovations in technology and operational models can result in AI systems being overtaken by more advanced attacks. Legal requirements governing the use of AI may change and therefore need to be incorporated into practice. Privacy breaches could damage a brand and reduce user loyalty (Hyra & Premti, 2024).
AI-based cybersecurity solutions require extensive data collection and analysis to function effectively, leading to significant privacy concerns. The need for large datasets to train and refine AI models means that sensitive personal and organisational information is frequently collected, stored, and analysed. Although this enhances threat detection, it also raises ethical questions about data protection, consent, and potential misuse (Chitimoju, 2023).

One of the primary privacy concerns is the extent to which AI-driven security systems monitor user activity. Intrusion detection systems and endpoint-security solutions analyse network traffic, login attempts, and application-usage patterns. Although these measures help identify threats, they also create a comprehensive digital footprint of users, potentially infringing on privacy rights. Users may not be fully aware of the extent of monitoring or how their data are used, leading to transparency and consent issues (Chitimoju, 2023).

Another major privacy challenge is data-retention and storage security. AI-based security tools must store historical data to learn from past attacks and improve threat prediction. However, storing vast amounts of sensitive data increases the risk of data breaches. Cybercriminals targeting AI-driven security databases could obtain valuable information, including login credentials, confidential communications, and proprietary business data (Chitimoju, 2023).

Another emerging challenge associated with modern cybersecurity analytics is the increasing adoption of encrypted communication protocols, which protect user privacy while simultaneously reducing the visibility available for threat detection systems.


2.8.4 Encrypted Traffic Analysis
The Transport Layer Security (TLS) 1.3 protocol, introduced in 2018, has gained rapid popularity because of its enhanced security features and improved performance. However, TLS 1.3 security enhancements, such as encrypting more of the handshake process, present unprecedented challenges for encrypted-traffic analysis, rendering traditional methods designed for TLS 1.2 and earlier versions ineffective and necessitating the development of novel analytical techniques. Advancements in TLS 1.3 traffic analysis involve features such as Encrypted ClientHello (ECH), 0-RTT session resumption, and Perfect Forward Secrecy (PFS), which affect existing traffic-analysis techniques (Zhou et al., 2024).
In TLS 1.2 and earlier versions, the RSA key exchange was a common method. In this mode, the client generates a pre-master secret (PMS), encrypts it with the server’s RSA public key, and transmits it to the server. The server decrypts the PMS with its private key, and both parties derive session keys from the PMS for subsequent encryption of communication. Traditional TLS interception techniques could passively decrypt traffic if the middlebox possessed the server’s RSA private key, thus enabling intrusion detection, content filtering, and other traffic analysis tasks (Zhou et al., 2024). 
However, TLS 1.3 makes significant changes by removing support for outdated and insecure encryption algorithms and mandating stronger encryption methods. It eliminates RSA-based key exchange, requiring all key exchanges to use forward-secure key agreement mechanisms such as Diffie–Hellman Ephemeral (DHE) or Elliptic Curve Diffie–Hellman Ephemeral (ECDHE). Perfect Forward Secrecy (PFS) ensures that, even if the server’s key is compromised in the future, past communications cannot be decrypted, as each session utilizes independently generated ephemeral keys (Zhou et al., 2024). 
These improvements in TLS 1.3 enhance security, particularly against key compromise and replay attacks. Even if a third party possesses the server’s RSA private key or static DH private key, they are unable to decrypt TLS 1.3 communications (Zhou et al., 2024).
As cyber threats continue to evolve and existing detection methods face growing limitations, researchers are exploring emerging technologies that can enhance the intelligence, adaptability, and resilience of future cybersecurity systems.

2.9 Emerging Trends and Future Technologies
2.9.1 Explainable AI (XAI)
Explainable Artificial Intelligence (XAI) has emerged in recent years in an attempt to address the explainability limitations of Machine Learning (ML) algorithms. By combining new or modified ML techniques with effective explanation techniques, XAI aims to create an explanation-enriched approach to ML that enables end users to understand, trust, and effectively manage the next generation of AI systems. AI systems are often capable of making decisions, providing recommendations, and taking actions, but they need to justify their reasoning to end users. Analysts, for instance, must understand the rationale behind a recommendation from a big-data analytics system before conducting further investigation. Similarly, an operator intending to use an autonomous vehicle should understand how it makes driving decisions. XAI seeks to address these questions by providing tools and concepts that can be integrated into existing ML techniques (Rjoub et al., 2023).
XAI plays an increasingly important role in cybersecurity by making AI-driven threat detection systems more transparent and understandable. Unlike traditional "black-box" AI models, XAI provides explanations for its decisions, enabling security analysts to understand why specific activities, files, or network traffic are classified as malicious. This improves trust in AI systems, supports faster incident investigation, reduces false positives, and enhances decision-making in applications such as malware detection, intrusion detection, anomaly detection, phishing detection, and insider threat detection. As cyber threats become more sophisticated, XAI helps organisations combine the accuracy of artificial intelligence with the interpretability needed for effective cybersecurity operations.
2.9.2 Federated Learning
Federated Learning (FL) has emerged as a promising solution that enables distributed machine learning while supporting data privacy by keeping data decentralised and local. In cybersecurity, threat detection involves identifying and mitigating potential risks to a system or network. Traditional cybersecurity solutions rely on centralised systems that collect and analyse vast amounts of data. However, these centralised systems are vulnerable to data breaches and attacks because attackers often target central repositories of sensitive data (Chitimoju, 2025).
Federated Learning, with its privacy-preserving approach, offers a solution to this problem by allowing models to be trained on distributed data without exposing sensitive information. One of the key advantages of FL in cybersecurity is its ability to detect and respond to new and evolving threats in real time. By utilising data from multiple devices or servers, FL systems can learn from a broader and more diverse set of threat patterns, improving the accuracy of detection algorithms. This is particularly important in the context of modern cyber threats, which are becoming increasingly complex and varied. In contrast to traditional systems, which may rely on static rules or predefined signatures, FL enables models to adapt and learn from new data, allowing them to detect previously unknown threats (Chitimoju, 2025).
Furthermore, FL can help address the challenges posed by data silos in cybersecurity. In many organisations, sensitive data are scattered across various departments, devices, and geographic locations. This makes it difficult to collect and analyse data comprehensively. FL allows organisations to collaborate on threat detection without the need to share sensitive data. This collaborative learning approach ensures that the model benefits from a wide range of data sources, improving its ability to detect a variety of threats while maintaining privacy (Chitimoju, 2025).



2.9.3 Zero Trust Security
Zero Trust Architecture (ZTA) represents a fundamental shift in cybersecurity thinking. Rather than assuming trust based on network location, ZTA enforces the principle of “never trust, always verify.” Every user, device, and application—regardless of origin—is subject to rigorous identity verification, access control, and continuous monitoring. This architectural model emphasises least-privilege access, micro-segmentation, and real-time analytics, ensuring that access to resources is granted based on strict, context-aware policies (Arora, 2025).
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Figure 13. how ZTA works (Arora, 2025)

Zero Trust Architecture (ZTA) emerged as a response to the growing inadequacies of perimeter-based security. Initially conceptualised by Forrester Research and later endorsed by agencies such as NIST and CISA, ZTA changes the conventional trust model by treating every access request—regardless of source—as potentially hostile. It mandates strict identity verification, continuous validation of user and device trustworthiness, and enforcement of least-privilege principles. Through micro-segmentation, contextual access policies, and telemetry-driven monitoring, ZTA limits lateral movement and minimises the attack surface. As organisations increasingly operate in hybrid and cloud-native environments, ZTA provides a flexible and scalable security framework capable of defending against modern, multi-vector cyberattacks. Its relevance is further underscored by the rising demand for compliance, resilience, and adaptive defence mechanisms in enterprise IT strategies (Arora, 2025).

2.9.4 Generative AI in Cybersecurity
Generative AI (GAI) describes computer methods that use training data to produce new, meaningful output, such as text, images, or audio. The way people work and communicate is changing because of technologies such as GPT-4, Copilot, and DALL-E 2. GAI has far-reaching applications across various domains, including practical tasks such as question-answering and creative pursuits such as writing, drawing, and music composition. It has already demonstrated value in routine tasks such as recipe generation, health advice, and IT support. Industry estimates suggest that GAI may replace 300 million knowledge-based jobs and boost the global economy by 7% (Uddin et al., 2025).
The use of GAI in networking areas such as network segmentation, firewalls, and network protection can support many tasks, from preparation to mechanised pressure testing, while enabling rapid visibility and identification of potential data-vector loss. It can provide an at-a-glance solution. GAI can simulate real-world scenarios, facilitating security-system testing, performance assessment, fault identification, and overall system-readiness enhancement. Moreover, GAI exhibits threat-intelligence capabilities, enabling efficient identification of and response to incoming threats. Although GAI still requires improvements in robustness and predictive accuracy, it has potential applications across various industries, particularly cybersecurity (Uddin et al., 2025).
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Figure 14. Application of GAI in the security domain (Uddin et al., 2025)













CHAPTER 3: RESEARCH METHODOLOGY
3.1 Research Design
This study used a structured critical-review design with a PRISMA-informed screening workflow. PRISMA 2020 and PRISMA-S were used as reporting guides for transparent description of eligibility, information sources, search logic, screening, and synthesis (Page et al., 2021; Rethlefsen et al., 2021). The review is described as PRISMA-informed rather than fully PRISMA-compliant because the original search archive did not preserve every query timestamp or an auditable record of independent duplicate screening. Because the evidence base spans heterogeneous datasets, threat classes, performance measures, empirical studies, reviews, book chapters, and selected preprints, the synthesis is narrative and thematic rather than a meta-analysis or pooled estimate of comparative effectiveness.

3.2 Data Sources and Search Strategy
Google Scholar served as the primary discovery platform. The search focused on scholarly literature concerning cybersecurity, big-data analytics, data analytics, and threat-detection techniques. An initial set of 182 records was retrieved for screening. The concept-level Boolean strategy combined cybersecurity terms with big-data/data-analytics terms, threat-detection terms, and analytical-method terms. A reproducible reconstruction of the search logic is: ("cybersecurity" OR "cyber security") AND ("big data" OR "data analytics") AND ("threat detection" OR "intrusion detection" OR malware OR phishing OR DDoS OR "insider threat" OR "encrypted traffic") AND ("machine learning" OR "deep learning" OR "anomaly detection" OR "behaviour-based" OR "federated learning" OR "explainable AI" OR "zero trust" OR "generative AI"). Because the original query-by-query export and exact last-search timestamp were not retained, this expression is reported as a reconstruction of the documented search concepts rather than as an exact historical search log. No claim of independent duplicate screening or formal adjudication is made because those procedural details were not documented in the retained review records.
A total of 182 research papers were initially downloaded for screening. The search was conducted using keywords related to cybersecurity, big data, and threat detection techniques.

3.3 Search Keywords
The following keywords were used during the search process:
· Cybersecurity definition and applications.
· Cybersecurity challenges.
· Cyber threats.
· Big data.
· Big data in cybersecurity.
· Sources of big data in cybersecurity.
· Threat detection techniques.
· Signature-based intrusion detection.
· Anomaly-based detection.
· Behaviour-based detection.
· UEBA in cybersecurity 
· Heuristic detection 
· Machine learning in cybersecurity 
· Deep learning in cybersecurity 
· Supervised learning in cybersecurity 
· Unsupervised learning in cybersecurity 
· Reinforcement learning in cybersecurity 
· Neural networks 
· Convolutional Neural Networks (CNN) 
· Recurrent Neural Networks (RNN) 
· LSTM in cybersecurity 
· Malware detection 
· DDoS detection 
· Insider threat detection 
· Privacy issues in AI and cybersecurity 
· Explainable AI (XAI) in cybersecurity 
· Federated learning in cybersecurity 
· Generative AI in cybersecurity 
The core search logic combined cybersecurity terms with analytics and detection terms, for example: ("cybersecurity" OR "cyber security") AND ("big data" OR "data analytics" OR "machine learning" OR "deep learning") AND ("threat detection" OR "intrusion detection" OR malware OR DDoS OR "insider threat"). Topic-specific variants were used for XAI, federated learning, TLS 1.3, zero trust, and generative AI. Because Google Scholar does not provide database-style reproducibility equivalent to bibliographic indexes, the search strategy is reported as structured search logic rather than as an exact database-query transcript.

3.4 Study Selection Process
Records were screened in stages using title/abstract relevance followed by full-text eligibility. Of 182 records identified, 94 were removed before screening (13 duplicates, 50 records judged ineligible at the initial filtering stage, and 31 removed for other documented screening reasons), leaving 88 records for title/abstract screening. Thirteen records were excluded at that stage. Seventy-five reports were sought for retrieval; 20 could not be retrieved, leaving 55 full-text reports assessed for eligibility. Seventeen full-text reports were excluded, resulting in 38 sources retained for the focused synthesis.




3.5 Inclusion Criteria
• Studies directly relevant to big data, data analytics, cybersecurity, or threat detection.
• Peer-reviewed journal articles and conference papers were prioritized for the analytical synthesis.
• English-language publications with accessible full text.
• Publications from recognised academic or scholarly outlets.
• Recent literature from 2023–2026 was prioritized; earlier peer-reviewed sources were retained only when they provided foundational concepts or methodological context that remained directly relevant.
• Book chapters and preprints were retained only as contextual evidence and were not used as the sole basis for comparative effectiveness conclusions.
3.6 Exclusion Criteria
Sources were excluded from the focused synthesis when they were clearly outside the cybersecurity/data-analytics scope, lacked sufficient technical or methodological information for the review question, were inaccessible in full text, or were non-scholarly sources without a defensible academic provenance.
· Articles not written in English.

· Papers not related to cybersecurity, big data, or threat detection.



3.7 Data Extraction Process
Data from the selected studies were extracted based on the following elements:
· Author and publication year. 
· Research focus.
· Techniques used (ML, DL, IDS, etc.).
· Dataset used (if available).
· Key findings.
· Limitations identified in each study.

3.8 Data Analysis Method
The retained sources were synthesized using thematic and descriptive analysis. Thematic synthesis organized evidence around five detection families (signature-based, anomaly-based, behaviour-based, machine-learning, and deep-learning approaches), major cybersecurity application areas, implementation challenges, and emerging technologies. Descriptive summaries were used only where a denominator could be stated clearly; heterogeneous performance measures were not pooled or converted into a universal ranking.
Thematic analysis grouped the reviewed sources into the following major domains:
· Threat-detection techniques and their operating assumptions.
· Machine-learning and deep-learning approaches.
· Cybersecurity application areas and data sources.
· Implementation challenges, limitations, and emerging directions.
Descriptive synthesis was used to organize publication characteristics and recurring methodological themes without treating heterogeneous performance results as directly comparable.




This approach enabled a structured qualitative synthesis while avoiding unsupported pooled estimates or universal performance rankings.

3.9 Quality Assessment
Source quality and interpretive weight were assessed using direct relevance to the research questions, methodological clarity, publication status, transparency of data/model description, and venue credibility. Peer-reviewed empirical studies and well-scoped peer-reviewed reviews were treated as core evidence; other peer-reviewed sources were used as supporting evidence; book chapters, preprints, SSRN papers, and lower-verification sources were used only for contextual or emerging-topic discussion. Because the corpus includes heterogeneous publication types, no single quantitative risk-of-bias instrument was appropriate for all sources. Source-level appraisal and synthesis roles are therefore reported in the evidence map (Table 3), and comparative claims are deliberately framed as context-dependent rather than pooled estimates.
· Direct relevance to cybersecurity threat detection and the stated research questions.
· Methodological clarity and adequacy of the described data, model, or review method.
· Direct contribution to big-data, machine-learning, AI, or cybersecurity analytics.
· Publication status, availability of a version of record, and credibility of the venue. Peer-reviewed journal evidence was given greater interpretive weight than contextual preprints or book chapters. Because the corpus spans reviews, conceptual papers, and empirical studies, no single risk-of-bias instrument was applicable across all sources; accordingly, quality appraisal informed narrative weighting rather than a numerical pooled score.



3.10 PRISMA FLOW DIAGRAM
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Figure 15. PRISMA for the study selection.
3.11 Study Selection Process
The study selection process followed a structured, PRISMA-informed workflow. An initial Google Scholar search yielded 182 records. Before title/abstract screening, 13 duplicate records, 50 records judged ineligible at preliminary filtering, and 31 records removed for other screening reasons were excluded, leaving 88 records. Thirteen records were excluded during title/abstract screening, and 75 reports were sought for retrieval. Twenty reports could not be retrieved, leaving 55 full-text reports for eligibility assessment. The complete selection pathway is summarized in Figure 15.
During full-text eligibility assessment, 17 reports were excluded: 4 because the available information was insufficient for the review purpose, 7 because they did not address the research questions, 3 because the study design was unsuitable for the focused synthesis, and 3 for other scope-related reasons. Thirty-eight scholarly sources were retained for the final qualitative synthesis.












3.12 Source Characteristics, Synthesis Role, and Appraisal
Table 3 identifies the 38 substantive sources retained in the review corpus. Core evidence comprises peer-reviewed empirical studies and focused peer-reviewed reviews; supporting evidence contributes useful domain-specific synthesis; contextual evidence includes foundational, cross-domain, book-chapter, preprint, or emerging-topic material that was not used as the sole basis for comparative-effectiveness claims. The two methodological reporting sources (Page et al., 2021; Rethlefsen et al., 2021) are not counted among the 38 substantive sources.
	Source
	Primary focus
	Synthesis role
	Appraisal / use in this review

	Raji et al. (2023)
	AI/ML/data analytics for cyber-threat detection
	Supporting
	Broad synthesis of integrated analytics and response.

	Prokopowicz et al. (2023)
	Big data/data science and information security
	Supporting
	Conceptual foundation for big-data characteristics and cybersecurity.

	Naseer et al. (2023)
	Big-data analytics in incident response
	Core
	Peer-reviewed case-study evidence from Computers & Security.

	Ofoegbu et al. (2024)
	Real-time ML and big-data threat detection
	Supporting
	Applied synthesis supporting ML-enabled detection discussion.

	Nugroho et al. (2024)
	AI and big-data cybersecurity challenges
	Supporting
	Supports implementation constraints and data/model mismatch discussion.

	Chowdhury et al. (2024)
	Predictive analytics in cybersecurity
	Supporting
	Supports false-positive/false-negative and predictive-analytics discussion.

	Mijwil et al. (2023)
	Evolving cyber threats
	Contextual
	Threat-landscape overview and figure source; not used for comparative model ranking.

	Fadziso et al. (2023)
	Cyber-threat evolution and scale
	Contextual
	Background on threat evolution, awareness, supply chains, and workforce issues.

	Raufi & Usmani (2024)
	Cybersecurity frameworks and physical-to-cyber security
	Supporting
	Supports CIA triad, defense-in-depth, risk, and threat-intelligence background.

	Rahman & Reza (2022)
	Big-data analytics concepts
	Contextual
	Pre-2023 foundational big-data source retained for conceptual background.

	Wang et al. (2024)
	Foundation model for network traffic
	Contextual
	Preprint evidence for modern representation learning in network traffic.

	Saeed et al. (2023)
	Cyber-threat intelligence resilience
	Core
	Peer-reviewed systematic review supporting CTI synthesis.

	Sheeraz et al. (2023)
	SIEM architecture
	Supporting
	Supports SIEM data-source and monitoring discussion.

	Mishra & Mishra (2025)
	IoT security protocols
	Core
	Peer-reviewed Computers & Security survey supporting IoT security context.

	Nawaal et al. (2024)
	Signature-based IDS for IoT
	Contextual
	Book-chapter evidence used for signature-based IDS mechanisms and limitations.

	Ali et al. (2025)
	ML/DL security for IoWT/IoT
	Supporting
	Survey evidence supporting anomaly, ML, and DL techniques in IoT-like environments.

	Alzaabi & Mehmood (2024)
	ML for malicious insider-threat detection
	Core
	IEEE Access review supporting behavior-based, supervised, and unsupervised approaches.

	Heidari & Jamali (2023)
	IoT intrusion-detection systems
	Core
	Peer-reviewed comprehensive review supporting IDS taxonomy and limitations.

	Fuentes et al. (2025)
	UEBA with deep autoencoders
	Core
	Peer-reviewed empirical UEBA evidence; claims kept dataset-specific.

	Kufel et al. (2023)
	ML/ANN/DL foundations
	Contextual
	Cross-domain conceptual source used only for general ML/DL definitions.

	Sadaram et al. (2023)
	Supervised vs unsupervised cyber defense
	Supporting
	Comparative discussion of ML paradigms; interpreted cautiously.

	Cengiz & Gök (2023)
	Reinforcement learning in cybersecurity
	Supporting
	Review evidence for reinforcement-learning concepts and applications.

	Shevchuk & Martsenyuk (2024)
	Neural networks in cybersecurity
	Core
	IEEE Access domain-map evidence for neural-network capabilities and challenges.

	Tanim et al. (2024)
	CNN network-anomaly detection
	Supporting
	Empirical CNN evidence used for network-anomaly discussion.

	Chukwunweike et al. (2024)
	CNNs for threat detection/data privacy
	Contextual
	Supporting discussion only; not used for universal performance claims.

	Das et al. (2023)
	RNN architectures and training
	Contextual
	Book-chapter source used for RNN architectural background.

	Abualhaj et al. (2025)
	LSTM variants for IoT attack detection
	Supporting
	Empirical comparison of LSTM variants; performance interpreted within its benchmark context.

	Maniriho et al. (2024)
	Windows malware detection
	Core
	Journal of Systems and Software systematic review supporting malware-detection synthesis.

	Owusu et al. (2025)
	Online DoS/DDoS detection
	Core
	IEEE Communications Surveys & Tutorials review supporting DDoS, sampling, and ML synthesis.

	Ogunbodede et al. (2024)
	Insider-threat/UBA techniques
	Supporting
	Review evidence supporting insider-threat and behavior-analytics discussion.

	Alwan et al. (2022)
	Data quality in large-scale cyber-physical systems
	Core contextual
	Pre-2023 peer-reviewed systematic review retained for foundational data-quality evidence.

	Hyra & Premti (2024)
	AI cybersecurity and privacy risks
	Contextual
	Preprint evidence used only for emerging privacy/ethical context.

	Chitimoju (2023)
	AI ethics in cybersecurity
	Contextual
	Emerging-topic source used cautiously for ethics/privacy discussion.

	Zhou et al. (2024)
	TLS 1.3 encrypted-traffic analysis
	Core
	Peer-reviewed survey supporting encrypted-traffic challenges.

	Rjoub et al. (2023)
	Explainable AI for cybersecurity
	Core
	IEEE TNSM survey supporting XAI benefits and limitations.

	Chitimoju (2025)
	Federated learning in cybersecurity
	Contextual
	Emerging-topic source; not used as sole evidence for comparative conclusions.

	Arora (2025)
	Zero-trust architecture
	Contextual
	SSRN source used for conceptual zero-trust background only.

	Uddin et al. (2025)
	Generative AI in cybersecurity
	Core
	Artificial Intelligence Review synthesis supporting generative-AI opportunities and limitations.


Table 3. Source Characteristics, Synthesis Role, and Narrative Appraisal of the 38 Substantive Sources
 CHAPTER 4: RESULTS AND FINDINGS
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Figure 16. Conceptual overview of the five principal threat-detection families synthesized in this review.
Figure 16 summarises the five detection families used to organise the qualitative synthesis; it is a conceptual taxonomy and does not represent frequency, prevalence, or comparative effectiveness.
4.1 Overview of the Included Studies
The final stage of the structured review retained thirty-eight (38) scholarly sources for focused qualitative synthesis. These sources contribute evidence across intrusion detection, malware detection, phishing, DDoS, insider-threat detection, network anomaly detection, encrypted-traffic analysis, and emerging AI-enabled security approaches.
The reviewed studies cover a wide range of cybersecurity domains, including intrusion detection systems, malware detection, phishing detection, distributed denial-of-service (DDoS) attack detection, insider-threat detection, network-anomaly detection, and encrypted-traffic analysis. Most studies used artificial intelligence, machine learning, deep learning, and big-data analytics techniques to improve the accuracy and efficiency of cyber-threat detection in modern computing environments (Alzaabi & Mehmood, 2024; Heidari & Jamali, 2023; Maniriho et al., 2024; Owusu et al., 2025).
The retained literature shows sustained research interest in cybersecurity systems capable of processing large-scale security data in near-real-time. Supervised and unsupervised learning, deep neural architectures, anomaly detection, and hybrid methods are repeatedly examined as complementary mechanisms for identifying known and previously unseen threat patterns.
Overall, the reviewed sources show that data analytics and big-data technologies are important components of contemporary cybersecurity architectures, particularly where security logs, network flows, endpoint telemetry, cloud events, and IoT data must be processed at scale. Their practical value is conditional on data quality, representativeness, interpretability, privacy safeguards, computational resources, and deployment context.
1. Deep Learning-Based Threat Detection Techniques.
2.  Machine Learning Based Threat Detection Techniques.
3. Behaviour-Based Threat Detection Techniques.
4.  Anomaly-Based Threat Detection Techniques.
5. Signature-Based Threat Detection Techniques.
4.2 Findings on Threat Detection Techniques
Findings from the reviewed literature indicate that threat detection techniques in cybersecurity can broadly be grouped into signature-based, anomaly-based, behaviour-based, machine learning-based, and deep learning-based approaches, each contributing differently to intrusion detection performance (Alzaabi & Mehmood, 2024; Heidari & Jamali, 2023; Nawaal et al., 2024; Shevchuk & Martsenyuk, 2024).
 Signature-based detection remains widely used in traditional systems due to its high accuracy and efficiency in identifying known threats; however, studies consistently highlight its inability to detect previously unseen or zero-day attacks as a major limitation (Heidari & Jamali, 2023; Nawaal et al., 2024).
 Anomaly-based detection, in contrast, demonstrates stronger capability in identifying novel threats by modelling normal system behaviour and flagging deviations, though it is frequently associated with higher false positive rates (Ali et al., 2025; Heidari & Jamali, 2023).
 Behaviour-based detection further extends anomaly concepts by analysing sequences of user or system actions over time, making it particularly effective for detecting insider threats and advanced persistent attacks, although it requires substantial historical data and computational resources (Alzaabi & Mehmood, 2024; Fuentes et al., 2025).
 Machine learning-based techniques improve detection performance by learning patterns from large datasets using algorithms such as decision trees, support vector machines, and random forests, offering better generalization to unseen data but relying heavily on feature engineering (Ofoegbu et al., 2024; Sadaram et al., 2023).
More recent studies increasingly examine deep-learning approaches because CNNs, RNNs, LSTMs, and autoencoders can learn complex representations directly from high-dimensional security data. These advantages are balanced by substantial computational requirements, dependence on representative training data, limited interpretability, and sensitivity to dataset shift; therefore, deep learning should be treated as one important family of approaches rather than as a universally superior solution.
Overall, the literature indicates a shift from exclusively rule-based detection toward AI-assisted and hybrid architectures that combine complementary techniques. The most appropriate combination depends on the threat model, data availability, latency requirements, interpretability needs, and operational constraints.
Figure 17. Complementary roles of major threat-detection approaches; the figure is conceptual and does not represent comparative effectiveness or prevalence.
Figure 17 emphasises that the principal approaches are complementary and should be selected according to threat type, data availability, latency, interpretability, and computational constraints rather than treated as a universal ranking.
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4.2.1 Machine Learning-Based Threat Detection 
Across the reviewed literature, five principal threat-detection approaches were identified: signature-based detection, anomaly-based detection, behaviour-based detection, machine-learning-based detection, and deep-learning-based detection. Each approach operates according to different assumptions, data requirements, and analytical mechanisms. Consequently, their strengths and limitations are interpreted in relation to the datasets, threat classes, validation designs, and operational settings described in the reviewed sources.
The reviewed studies consistently identify supervised learning and unsupervised learning as the two dominant machine learning approaches used in cybersecurity threat detection. Both techniques employ data-driven models to analyse security-related information and enhance the identification of malicious activities that may be difficult to detect using traditional rule-based methods. The studies also agree that these approaches contribute significantly to automating threat detection and improving the overall efficiency of cybersecurity systems (Alzaabi & Mehmood, 2024; Sadaram et al., 2023).
Despite these similarities, the reviewed literature highlights notable differences between the two approaches. Supervised learning relies on labelled datasets to learn the relationship between input features and corresponding outputs, making it highly effective for detecting known threats and producing interpretable classification results. However, its performance is dependent on the availability of large and accurately labelled training datasets. In contrast, unsupervised learning does not require labelled data and instead identifies threats by detecting deviations from normal behaviour patterns. This enables the discovery of previously unknown or emerging attacks, although several studies report that unsupervised techniques are more likely to generate false-positive alerts and often require additional verification. Overall, the reviewed studies suggest that supervised learning offers greater accuracy for known attacks, whereas unsupervised learning provides greater flexibility in identifying novel threats, making the two approaches complementary in modern cybersecurity systems.






 4.2.2 Deep Learning-Based Threat Detection 

 Deep learning-based threat detection is an advanced branch of machine learning in cybersecurity that leverages multi-layered neural network architectures to automatically learn complex patterns from large-scale security data. Unlike traditional machine learning approaches that often rely on manual feature engineering, deep learning models are capable of extracting hierarchical representations directly from raw inputs such as network traffic, system logs, and time-series data. Techniques such as Convolutional Neural Networks (CNNs), Artificial Neural Networks, Recurrent Neural Networks (RNNs), Long Short-Term Memory (LSTM) networks, and autoencoders are commonly employed to detect both known and unknown cyber threats with high accuracy.
Artificial neural networks resemble the human brain and comprise multiple perceptrons or ‘neurons’ that process and transmit information. Neural networks are machine-learning models that can be trained to discern patterns within datasets. These models can learn and identify patterns within data, making them useful for tasks such as detecting malicious activities, implementing intrusion-detection and prevention systems, and developing firewall and encryption algorithms.
ANNs are effective in reducing false positives by distinguishing between legitimate and malicious activities with improved accuracy compared to traditional rule-based systems. However, their performance is highly dependent on the quality and quantity of training data, and they may require significant computational resources during training.
Convolutional neural networks (CNNs) are employed in cybersecurity to acquire intricate characteristics from unprocessed network-traffic data, thereby enhancing the identification of hidden and previously unnoticed abnormal activities within a network.
Furthermore, they can handle increasing workloads and provide adaptability, making them well suited to real-time identification in extensive network systems. However, several disadvantages are associated with CNNs in network-anomaly detection, including the need for very large labelled datasets, limited interpretability of results, and high processing overhead.
Recurrent neural networks (RNNs), on the other hand, are neural-network architectures that maintain hidden states and use feedback loops to process sequences of data that ultimately inform the final output. RNN models can therefore recognise sequential characteristics in data and help predict the next likely data point in a sequence.
 In cybersecurity environments, many types of data such as network traffic flows, system logs, and user activity records are inherently sequential in nature. RNNs are therefore well-suited for intrusion detection tasks where understanding the order and temporal relationship between events is crucial. By maintaining a hidden state that captures information from previous inputs, RNNs can learn behavioural patterns over time and identify deviations that may indicate malicious activity. This makes them particularly effective in detecting evolving attack patterns such as multi-stage intrusions and coordinated cyberattacks.
 However, despite their advantages, standard RNNs are limited by challenges such as vanishing gradients, which can reduce their effectiveness in learning long-term dependencies in complex datasets. As a result, more advanced variants such as Long Short-Term Memory (LSTM) networks are often preferred in modern intrusion detection systems.
Across the reviewed literature, deep-learning models are frequently reported to improve feature learning and pattern recognition in complex security datasets. However, direct performance comparisons are difficult because studies use different datasets, threat classes, validation protocols, and metrics. Consequently, the evidence supports context-dependent advantages rather than a single general superiority claim.
However, important differences emerge in how each deep learning approach operates and the types of threats they are best suited to detect. ANNs are primarily designed for general pattern recognition and classification tasks, making them widely applicable in intrusion detection and malware detection systems, but their performance is highly dependent on the quality and quantity of training data. CNN-based approaches, on the other hand, focus on spatial feature extraction from raw network traffic data, allowing them to detect hidden and complex abnormal patterns in large-scale environments, although they require large labelled datasets and have limited interpretability. In contrast, RNN-based models are specifically designed for sequential and time-dependent data, making them more effective in analysing ordered events such as network flows and user activity logs. Unlike ANNs and CNNs, RNNs incorporate memory of previous inputs, enabling them to detect evolving and multi-stage cyberattacks; however, they are limited by challenges such as vanishing gradients, which affect long-term dependency learning. 
Overall, the studies collectively indicate that, although all three approaches can improve threat-detection capabilities, they differ considerably in data handling, architectural design, and suitability for specific cybersecurity scenarios.






	Feature
	Artificial Neural Networks (ANNs)
	Convolutional Neural Networks (CNNs)
	Recurrent Neural Networks (RNNs)

	Basic Concept
	General-purpose neural network inspired by the human brain
	Neural network designed for spatial feature extraction using convolution operations
	Neural network designed for sequential and time-dependent data processing

	Data Type
	Structured or unstructured data
	Spatial data (e.g., network traffic patterns, images, feature maps)
	Sequential data (e.g., logs, network flows, time-series data)

	Key Strength
	General pattern recognition and classification
	Automatic feature extraction and detection of hidden patterns
	Captures temporal dependencies and sequence relationships

	Cybersecurity Use Cases
	Intrusion detection, malware classification, anomaly detection
	Network traffic analysis, anomaly detection, pattern recognition in raw data
	Intrusion detection in sequential attacks, user behavior analysis, time-based threat detection

	Learning Ability
	Learns patterns from labeled data
	Learns hierarchical spatial features automatically
	Learns dependencies across time steps using memory (hidden states)

	Main Advantage
	Flexible architecture for general classification and pattern-recognition tasks
	Automatic hierarchical feature extraction from structured representations
	Captures temporal dependencies in sequential security data

	Main Limitation
	Requires high-quality training data and high computation
	Requires large labeled datasets and is less interpretable
	Suffers from vanishing gradient problem (long-term dependency issue)

	Interpretability
	Moderate
	Low (black-box nature)
	Low to moderate

	Overall Role in Cybersecurity
	General-purpose deep-learning baseline for classification and anomaly tasks
	Useful where local or spatial feature patterns can be represented effectively
	Useful for sequential, temporal, and behavior-oriented threat analysis



Table 1. Comparison of Deep-Learning Techniques in Cybersecurity
As summarized in Table 1, ANN, CNN, and RNN/LSTM architectures provide different strengths for general classification, spatial feature extraction, and sequential modelling. The comparison is descriptive and should be interpreted with the source-specific evidence discussed in the surrounding text (Abualhaj et al., 2025; Shevchuk & Martsenyuk, 2024; Tanim et al., 2024).

 4.2.3 Signature-Based Threat Detection 
A signature-based IDS uses existing patterns of malicious code to identify attacks. It is relatively simple and operates online in real time. Such systems observe patterns and events and match them against attack signatures in a predefined list of known indicators of compromise (IOCs). Signature-based IDS is widely used because it can provide a low false-alarm rate and efficient detection of known threats. However, this technique has limitations that require appropriate solutions. A signature-based IDS can identify only threats whose attack signatures have already been stored; therefore, it cannot detect threats absent from the database, leaving zero-day exploits undetected. It can also cause network-packet overload, and its performance can deteriorate in large-scale network environments.
Across the reviewed studies, signature-based intrusion detection systems (IDSs) are consistently described as relying on a predefined database of known malicious patterns or indicators of compromise (IOCs) to identify attacks in real time. A common observation in the literature is that this approach is simple, efficient, and widely deployed because of its low computational overhead and generally low false-alarm rate in controlled environments. Most studies also identify the strength of signature-based IDS in detecting known threats with high precision, making it suitable for real-time monitoring scenarios.
However, there is strong consensus across studies regarding its critical limitation: it is incapable of detecting previously unseen or zero-day attacks because it depends entirely on existing signatures stored in its database. Despite this agreement, some variations exist in how researchers emphasize its weaknesses; while several studies focus primarily on its inability to handle unknown threats, others additionally highlight scalability issues such as network packet overload and increased false positive rates in large-scale or high-traffic environments.
 Overall, the findings across studies are largely similar in recognizing signature-based IDS as effective for known attack detection but fundamentally limited in adaptability, particularly in dynamic and evolving cybersecurity environments.
 4.2.4 Anomaly-Based Threat Detection 
Anomaly detection identifies behaviours that deviate from regular activity and may signal an ongoing attack. It involves monitoring, detecting, and analysing data to identify unusual patterns or events. Sensors gather data that can be used to detect anomalies. Across the reviewed studies, anomaly-based detection is consistently defined as a technique that identifies deviations from established normal behaviour that may indicate potential cyberattacks.
A shared finding is that anomaly detection systems typically rely on continuous monitoring of network traffic, system logs, or sensor data to establish a baseline of normal activity and then flag significant deviations as suspicious events. The literature agrees that this approach is effective in identifying a wide range of security threats, including unauthorised access, denial-of-service attacks, malware activity, spoofing, insider threats, and botnet-related behaviours. However, studies also consistently highlight that traditional anomaly detection methods are highly dependent on the quality, size, and structure of the input data, which can limit their performance in complex environments.
A key point of convergence across studies is the integration of machine learning techniques to improve detection capability. Algorithms such as k-means clustering, Gaussian Mixture Models, and Isolation Forest are widely reported as effective in detecting outliers in network traffic and system logs, with the added advantage of adapting to evolving system behaviours.
In addition, several studies emphasise the growing role of deep-learning approaches, particularly autoencoders and LSTM networks, which learn normal patterns in data and identify anomalies through reconstruction errors or temporal deviations in time-series data.
 Despite these advancements, there is also agreement that anomaly-based systems often face challenges such as false positives and computational complexity. Overall, the literature shows strong similarity in recognizing anomaly detection as a powerful but resource-dependent approach that has been significantly enhanced through the adoption of machine learning, deep learning, and hybrid models.
4.2.5 Behaviour Based Threat Detection Techniques

Behaviour-based detection methods involve the analysis of user actions and activities, employing algorithms and techniques such as user behavior analytics (UBA), time-series analysis, clustering, and sequence pattern mining to create models of normal user behaviour. Deviations from these models can trigger alerts for further investigation, making them suitable for identifying novel insider threats and subtle anomalies that rule-based approaches might miss. While behaviour-based methods provide context-rich insights into potential insider threats, they can produce false positives when legitimate user behaviours change and may demand substantial computational resources for continuous monitoring. Additionally, they may struggle to detect sophisticated insider threats that imitate normal user behaviour. The effectiveness of these methods depends strongly on the quality and representativeness of the behavioural baseline.
Across the reviewed studies, behaviour-based detection methods are consistently described as approaches that analyse user actions and activities to construct models of normal behaviour, against which deviations are identified as potential security threats. A key similarity across the literature is the use of analytical techniques such as User Behavior Analytics (UBA), time-series analysis, clustering, and sequence pattern mining to establish behavioural baselines and detect anomalies. Most studies agree that this approach is particularly effective in identifying novel insider threats and subtle malicious activities that rule-based or signature-based systems may fail to detect, largely because it incorporates contextual and temporal information about user behaviour (Alzaabi & Mehmood, 2024; Fuentes et al., 2025).
However, differences emerge in how studies evaluate the limitations of behaviour-based detection. While there is general agreement that these methods provide rich contextual insights into user activity, some studies emphasize the high rate of false positives that occur when legitimate user behaviour changes over time, whereas others focus more on the computational complexity required for continuous monitoring of large-scale systems. In addition, several studies highlight an important limitation that is not uniformly discussed: advanced insider threats can deliberately mimic normal behaviour patterns, making detection more difficult even with sophisticated models. Overall, the literature is consistent in recognizing behaviour-based detection as a powerful approach for insider threat detection, but there are variations in emphasis regarding its practical limitations, particularly in terms of adaptability, scalability, and resistance to adversarial behavioural imitation.





	Approach
	Primary strength
	Potential for unknown threats
	Typical resource demand
	Key limitation

	Signature-based
	Fast and precise matching of known indicators
	Low unless signatures are updated
	Low to moderate
	Cannot directly recognize previously unseen signatures

	Anomaly-based
	Detects deviations from an established baseline
	Moderate to high
	Moderate
	False positives and baseline drift

	Behavior-based
	Uses contextual and temporal behavior patterns
	Moderate to high
	Moderate to high
	Requires representative longitudinal behavior data

	Machine learning
	Learns discriminative patterns from engineered features
	Moderate to high, depending on training design
	Moderate
	Depends on data quality, labels, and feature engineering

	Deep learning
	Learns complex representations automatically
	Moderate to high, depending on data and validation
	High
	Computational cost, data demand, and limited interpretability



Table 2. Comparative Summary of the Five Major Threat-Detection Approaches
Table 2 provides a qualitative comparison of the major approaches. Its descriptors summarize commonly reported strengths and constraints rather than pooled effect estimates or a ranking of effectiveness (Alzaabi & Mehmood, 2024; Heidari & Jamali, 2023; Nawaal et al., 2024; Shevchuk & Martsenyuk, 2024).

In comparative terms, deep-learning approaches provide powerful automated feature-learning capabilities, whereas signature-based, anomaly-based, behaviour-based, and traditional machine-learning methods retain important advantages in specific operational contexts. No single approach is optimal across all threat types and deployment settings.
This capability gives deep learning a significant advantage in detecting both known and previously unseen (zero-day) attacks, particularly in highly dynamic and evolving cyber environments. Furthermore, architectures such as Artificial Neural Networks (ANNs), Convolutional Neural Networks (CNNs), and Recurrent Neural Networks (RNNs) provide complementary strengths in classification, spatial feature extraction, and temporal sequence analysis, enabling more comprehensive threat detection than conventional methods. In addition, deep learning systems demonstrate improved scalability, adaptability, and detection accuracy, making them highly suitable for large and complex networks where traditional methods often struggle with limitations such as high false positives, poor generalization, and inability to adapt to emerging attack patterns.

4.3 Summary of Findings in Relation to the Research Objectives and Research Questions
Correspondence Between Chapter 4 Findings and the Research Objectives
Objective 1: Examine the role of data analytics and big data technologies in cybersecurity threat detection.
This objective is addressed primarily in Section 4.1 (Overview of the Included Studies) and the concluding sections of Chapter 4. The reviewed studies consistently demonstrate that data analytics and big data technologies have become fundamental components of modern cybersecurity systems by enabling the analysis of large-scale security data generated from cloud computing, IoT devices, enterprise networks, and online services. The chapter further explains that intelligent cybersecurity systems increasingly rely on artificial intelligence, machine learning, deep learning, and big data frameworks to improve the accuracy, speed, and efficiency of cyber threat detection while supporting real-time analysis of high-volume security data.
Objective 2: Identify and analyse the major threat detection techniques employed in modern cybersecurity systems.
This objective is comprehensively addressed in Section 4.2 (Findings on Threat Detection Techniques). The chapter identifies five major threat detection techniques employed in modern cybersecurity systems:
· Deep Learning-Based Threat Detection.
· Machine Learning-Based Threat Detection.
· Behaviour-Based Threat Detection.
· Anomaly-Based Threat Detection.
· Signature-Based Threat Detection.
Each technique is described individually, followed by a comparative discussion highlighting similarities, differences, advantages, and limitations across the reviewed studies. The chapter also provides comparative tables summarizing the characteristics of these techniques.
Objective 3: Evaluate the effectiveness, strengths, and limitations of data-driven threat detection approaches, including machine learning and artificial intelligence-based methods.
Chapter 4 evaluates the effectiveness of each threat detection approach through thematic analysis of the reviewed literature. The findings show that machine learning and deep learning approaches significantly improve threat detection accuracy and adaptability compared to traditional rule-based methods. The chapter discusses the strengths and limitations of each approach, including the inability of signature-based systems to detect zero-day attacks, the false positive challenges associated with anomaly-based detection, the computational complexity of behaviour-based systems, the dependence of machine learning on quality training data and feature engineering, and the superior accuracy but higher computational requirements of deep learning models such as ANN, CNN, and RNN.
Objective 4: Investigate the challenges associated with implementing big data analytics for cybersecurity applications.
The findings identify several implementation challenges associated with big data-driven cybersecurity systems. Throughout the discussion of the five detection techniques, the reviewed studies highlight challenges including computational complexity, high processing overhead, dependence on large labelled datasets, feature engineering requirements, false positive rates, scalability limitations, network packet overload, interpretability issues, and the difficulty of detecting sophisticated zero-day attacks. The overview section also identifies challenges relating to data quality, privacy, and computational complexity when processing large-scale cybersecurity data.
Objective 5: Identify emerging trends and future research directions in the field of big data-driven cybersecurity threat detection.
The chapter identifies increasing use of deep learning and hybrid AI architectures, but the heterogeneous evidence base does not justify a universal effectiveness ranking. Future work is therefore better directed toward reproducible benchmarking, hybrid architectures, explainability, privacy preservation, and robustness under dataset shift.

Correspondence with Research Questions
RQ1: What roles do data analytics and big data technologies play in cybersecurity threat detection?
Section 4.1 demonstrates that data analytics and big data technologies enable the processing of high-volume and high-velocity cybersecurity data, improving real-time threat detection, decision-making, and intelligent intrusion detection through AI and big data frameworks.

RQ2: What are the major threat detection techniques currently used in big data-driven cybersecurity systems?
Chapter 4 identifies five major techniques:
· Deep Learning-Based Detection
· Machine Learning-Based Detection
· Behaviour-Based Detection
· Anomaly-Based Detection
· Signature-Based Detection
These are extensively discussed and compared throughout Section 4.2.

RQ3: What are the strengths and limitations of existing threat detection techniques?
The findings demonstrate that each technique possesses distinct strengths and limitations. Signature-based methods are efficient for known attacks but cannot detect zero-day threats. Anomaly-based methods can identify novel attacks but may generate false positives. Behaviour-based methods can detect insider threats but require extensive monitoring data. Machine learning improves detection through pattern recognition but depends on feature engineering and labelled data. Deep learning can provide strong performance in data-rich settings, but its reported benefits depend on the dataset, threat class, validation design, and computational resources available (Abualhaj et al., 2025; Shevchuk & Martsenyuk, 2024; Tanim et al., 2024).

RQ4: What challenges affect the implementation and effectiveness of data analytics and big data technologies in cybersecurity?
The chapter identifies multiple challenges, including computational complexity, large dataset requirements, feature engineering, interpretability limitations, privacy concerns, false positives, processing overhead, scalability issues, and data-quality problems that affect the practical deployment of big data-driven cybersecurity systems.

RQ5: What emerging trends and future research opportunities exist in big data-driven cybersecurity threat detection?
The findings reveal increasing research attention to deep-learning and AI-driven hybrid detection systems capable of learning from large cybersecurity datasets. Rather than representing a single dominant direction, these approaches form part of a broader trend towards context-specific combinations of deep learning, machine learning, anomaly detection, behavioural analysis, explainability, and privacy-preserving analytics (Rjoub et al., 2023; Shevchuk & Martsenyuk, 2024).
Taken together, the findings address the stated research objectives and research questions by linking the role of big-data analytics to the capabilities, limitations, implementation challenges, and emerging directions of contemporary threat-detection approaches.
4.4 Conclusion of Results

In conclusion, the findings indicate that each of the five major detection families offers distinct strengths and limitations. Deep-learning approaches are particularly useful for automated representation learning from large and complex datasets, whereas signature-based methods remain efficient for known threats, anomaly- and behaviour-based methods provide value for detecting deviations and novel activity, and conventional machine learning can provide a useful balance between performance, data requirements, and interpretability.

Unlike signature-based systems that rely on static, predefined attack patterns, deep learning thrives on vast amounts of data, a hallmark of big data analytics. By leveraging multi-layered architectures such as Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), and Long Short-Term Memory (LSTM) networks, deep learning models automatically extract complex features from large-scale, diverse datasets, making them uniquely suited for big data environments. In contrast, anomaly-based and behaviour-based methods, while valuable, rely on defining "normal" baselines, making them dependent on feature engineering and often struggling with false positives in high-volume datasets. Similarly, signature-based detection, though fast and reliable for known threats, is ill-suited for the dynamic nature of big data. Traditional machine learning models, such as decision trees or support vector machines, also lack the capacity to scale and adapt as effectively when confronted with massive, diverse data streams.

Thus, the integration of deep learning with big-data analytics offers substantial potential for adaptive threat detection, while comparative performance should be interpreted in relation to dataset characteristics, validation procedures, computational constraints, and operational requirements (Shevchuk & Martsenyuk, 2024; Abualhaj et al., 2025).


CHAPTER FIVE: CONCLUSION
This critical review examined the role of data analytics and big-data technologies in cybersecurity threat detection using a structured, PRISMA-informed screening workflow and a qualitative synthesis of 38 scholarly sources. The evidence spans intrusion detection, malware and phishing detection, DDoS detection, insider-threat analysis, network anomaly detection, encrypted-traffic analysis, and emerging AI-enabled approaches.
The findings indicate that data analytics and big data are important components of modern cybersecurity systems. By enabling real-time processing of large-scale security data, these technologies support threat detection across diverse settings. Five major threat-detection approaches were identified in the reviewed literature: signature-based detection, anomaly-based detection, behaviour-based detection, machine-learning-based detection, and deep-learning-based detection. Each technique was assessed in terms of its effectiveness, strengths, and limitations.
The review does not support a single universally most efficient threat-detection technique. Deep-learning architectures can be advantageous in data-rich environments because they learn complex representations automatically, but they also require substantial computation, careful validation, and representative training data. The selection of ANN, CNN, RNN/LSTM, traditional machine-learning, anomaly, behaviour, or signature-based methods should therefore be matched to the threat model, available data, operational latency, interpretability requirements, and deployment constraints.
5.2 Recommendations 
Based on the findings of this review, the following recommendations are proposed:
1. Organisations should adopt big data analytics platforms to improve the processing and analysis of large volumes of security data.
2. Cybersecurity teams should increasingly utilise machine learning and deep learning techniques to enhance threat detection accuracy and reduce response times.
3. Researchers should focus on developing more explainable artificial intelligence (XAI) models to improve transparency and trust in automated cybersecurity systems.
4. Future studies should investigate privacy-preserving analytics techniques, such as federated learning, to enable collaborative threat detection while protecting sensitive data.
5. Organisations should invest in cybersecurity training and awareness programmes to address the shortage of skilled cybersecurity professionals.
6. Further research should explore methods for reducing false positives and false negatives in anomaly-based detection systems.
7. Future work should examine the application of emerging technologies such as quantum computing, blockchain, and advanced artificial intelligence in cybersecurity threat detection.
By implementing these recommendations, organisations and researchers can enhance the effectiveness of cybersecurity systems and better address the growing challenges posed by sophisticated cyber threats.

5.3 Future Work
This critical review also highlights several avenues for future research:
1. Explainable AI in Cybersecurity: Future studies should focus on developing explainable AI techniques that enhance the transparency and interpretability of deep learning models in cybersecurity, which is crucial for trust and accountability.

2. Privacy-Preserving Analytics: Future research should explore federated learning and other privacy-preserving techniques to enable collaborative threat detection while protecting sensitive data.

3. Addressing Data Quality Challenges: Further work is needed to develop methods for improving the quality, diversity, and labelling of cybersecurity datasets, including approaches to class imbalance, outdated data, and missing values.

4. Hybrid Detection Models: Future studies should investigate hybrid models that integrate multiple detection approaches—including deep learning, machine learning, anomaly detection, and behaviour-based methods—to improve detection accuracy in diverse and complex environments.

5. Scalability in Big Data Environments: Future work should explore scalable deep learning architectures that can efficiently process high-velocity, high-volume cybersecurity data without compromising performance.
In summary, these future directions aim to strengthen the effectiveness, scalability, and ethical deployment of big data-driven threat detection systems in increasingly complex digital ecosystems.









5.4 Limitations
This review has several limitations. First, Google Scholar was the primary discovery platform, which provides broad coverage but less reproducible indexing than curated bibliographic databases. Second, the exact last-search timestamp, query-by-query export, and an auditable record of independent duplicate screening were not preserved in the retained review records; accordingly, the search strategy is reported transparently as PRISMA-informed rather than fully reproducible. Third, the evidence base is heterogeneous in datasets, threat definitions, evaluation metrics, and validation procedures, precluding a defensible meta-analysis or universal ranking of detection techniques. Fourth, selected contextual sources such as book chapters, preprints, and SSRN papers were retained for foundational or rapidly developing topics but were not used as sole evidence for comparative-effectiveness conclusions. Finally, cybersecurity evolves rapidly, so new attacks, datasets, and model architectures may emerge after the search period. These limitations should be considered when interpreting the synthesis and future research priorities.
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