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Abstract
Credit card fraud remains a major challenge in the digital financial sector, creating substantial risks for both financial institutions and consumers. This study presents a hybrid machine learning approach for detecting fraudulent credit card transactions by combining an Artificial Neural Network (ANN) with a nonlinear Support Vector Machine (SVM). The study also addresses the challenge of highly imbalanced transaction data by considering oversampling techniques and cost-sensitive learning. The dataset was obtained from Kaggle and contains 284,807 credit card transactions, including 492 fraudulent and 284,315 legitimate transactions. The data were divided into training and testing sets using a 70:30 split.
The proposed hybrid approach combines the pattern-learning capability of the ANN with the nonlinear classification and generalization ability of the SVM. Experimental results show that the standalone ANN achieved a precision of 0.88, recall of 0.71, F1-score of 0.78, and accuracy of 0.99. The linear SVM produced comparatively weaker results, while the nonlinear SVM provided a more balanced performance. The proposed hybrid model achieved a precision of 0.89, recall of 0.75, F1-score of 0.81, accuracy of 0.99, and an AUC-ROC of 0.94. Compared with the individual models, the hybrid approach produced noticeable improvements in recall and F1-score, indicating better identification of fraudulent transactions while maintaining high overall accuracy.
The findings demonstrate the potential of combining complementary machine learning models to improve credit card fraud detection, particularly in highly imbalanced datasets. The proposed approach provides a practical foundation for developing more reliable fraud detection systems. Future work will investigate real-time deployment and the use of temporal modelling techniques to capture changing fraud patterns and improve detection of emerging forms of fraudulent activity.
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1. INTRODUCTION
Information is now the foundation of our society, strengthened by the wide range of ICT-enabled gadgets and sophisticated ICT capabilities (Akazue et al., 2023; Asuai et al., 2024). It has evolved into a critical tool for many organizations and enterprises to make smart decisions (Akazue et al., 2023). It affects their chances of survival, their ability to navigate new areas of service delivery, the effectiveness of their production (Maureen et al., 2023), and other factors (Akazue et al., 2023). In today's digital age, credit cards and their information are vulnerable to several threats which may result in credit card fraud. Credit card fraud is becoming more common as more people use credit cards (Maureen et al., 2023; Asuai et al., 2024).
Credit card fraud has emerged as one of the most pervasive and financially devastating crimes in the modern digital economy, posing significant threats to financial institutions, merchants, and consumers alike (Asuai et al., 2024). As the global payment ecosystem continues to shift toward cashless transactions, the vulnerability of credit card systems has become increasingly apparent. According to the Federal Trade Commission (FTC), reported credit card fraud losses exceeded $5.8 billion in 2021 alone, underscoring the urgent need for more sophisticated detection mechanisms (FTC, 2022).
The rapid development of artificial intelligence (AI), particularly machine learning (ML) and deep learning, has created new opportunities for improving credit card fraud detection (Maureen et al., 2023). Machine learning-based approaches have shown promising results in cybersecurity because they can analyze large volumes of transaction data and identify patterns associated with fraudulent behavior (Akazue et al., 2023). Despite these advances, credit card fraud remains a significant concern for the financial sector. By 2018, financial crimes were estimated to have cost the global financial services industry approximately $42 billion, with fraudulent activities continuing to increase (Maureen et al., 2023).
Credit card transactions can take place through both physical and virtual channels. Traditionally, consumers use physical cards to purchase goods and services, while virtual cards provide an alternative for online transactions (Maureen et al., 2023). The growing use of digital payment platforms and internet-based financial services has expanded the opportunities available to consumers, but it has also created additional avenues for fraudulent activities (Akazue et al., 2023; Maureen et al., 2023). As financial transactions increasingly move online, protecting these systems from fraud has become an important component of modern cybersecurity.
Technological advancement has also improved the ability to identify unusual patterns in financial transactions (Clive & Gideon, 2023; Asuai et al., 2024). However, the same expansion of interconnected systems has increased the exposure of financial platforms to cyber threats. The widespread use of the Internet and interconnected computing systems has provided cybercriminals with more opportunities to exploit vulnerabilities and obtain unauthorized access to sensitive information (Maureen et al., 2024; Asuai et al., 2024). More broadly, the increasing dependence on digital technologies has made cybersecurity a major concern across different sectors. Cyberattacks can result in financial losses, reputational damage, service disruption, and the compromise of sensitive information (Clive & Gideon, 2023).
Within the financial sector, credit card fraud represents a particularly important problem because fraudulent transactions can result in substantial financial losses for institutions, businesses, and consumers (Maureen et al., 2023). The global movement towards digital and cashless payments has contributed to increased credit card usage and, consequently, created more opportunities for fraudulent activities (Asuai et al., 2024). This situation has increased the need for fraud detection systems that can identify suspicious transactions accurately and efficiently. As fraud techniques become more sophisticated, conventional detection approaches may struggle to recognise complex and evolving patterns. Consequently, researchers have investigated different machine learning and statistical techniques to improve the identification of fraudulent transactions and to compare the effectiveness of different classification models (Asuai et al., 2024).
Machine learning has become an important approach to addressing this problem. Awoyemi et al. (2017) demonstrated the potential of machine learning for credit card fraud detection by using transaction data to identify patterns associated with fraudulent behavior. Unlike manual approaches, machine learning algorithms can process large quantities of transaction data and learn characteristics that distinguish legitimate transactions from suspicious ones (Akazue et al., 2023; Maureen et al., 2023; Asuai et al., 2024). This makes machine learning particularly suitable for financial environments where millions of transactions may need to be analysed within a relatively short period. Beyond fraud detection, machine learning is also applied in other financial tasks, including credit risk assessment, customer profiling, and lending decisions.
The large volume of daily credit card transactions presents one of the major challenges in fraud detection. Financial institutions may process millions of transactions, making it impractical for human analysts to examine each transaction individually. Machine learning provides a means of automating this process by analyzing transaction characteristics and identifying patterns that may indicate fraudulent activity (Akazue et al., 2023; Maureen et al., 2023; Clive & Gideon, 2023; Maureen et al., 2024). The ability to process large datasets efficiently is therefore one of the main advantages of applying machine learning to credit card fraud detection.
Credit card fraud can occur in several forms, each presenting different detection challenges. Stolen-card fraud occurs when criminals use stolen card information to conduct unauthorized transactions, while account takeover involves gaining unauthorized access to a legitimate cardholder's account. Identity theft may involve the use of stolen personal information to create or access financial accounts, whereas friendly fraud occurs when a legitimate cardholder disputes a transaction that they actually authorized (Maureen et al., 2023). These different forms of fraud may produce different transaction patterns, making it important for detection systems to capture a wide range of behavioral characteristics.
Machine learning-based fraud detection generally employs supervised learning, unsupervised learning, or anomaly detection techniques (Maureen et al., 2023). In supervised learning, algorithms are trained using labelled transaction data in which transactions are identified as either fraudulent or legitimate. The trained models then learn patterns from these examples and use them to classify new transactions (Akazue et al., 2023). Unsupervised learning does not require predefined labels and instead attempts to identify unusual patterns or groups within the transaction data. Similarly, anomaly detection methods focus on transactions that deviate substantially from established patterns of normal behavior. These approaches can be particularly useful when previously unseen forms of fraud emerge and are not adequately represented in existing labelled datasets (Akazue et al., 2023).


2. RELATED WORKS
2.1 Machine Learning Approaches to Credit Card Fraud Detection
Credit card fraud detection has become an important application of artificial intelligence in the financial sector. The rapid growth of online transactions and digital financial services has created more opportunities for fraudulent activity, making traditional rule-based detection systems increasingly difficult to rely on. These systems are often designed around predefined rules and may struggle when fraudsters change their behavior or develop new ways of conducting fraudulent transactions. Machine learning has therefore attracted considerable attention because it can learn patterns from transaction data and identify suspicious behavior with less reliance on manually defined rules (Ajayi et al., 2022).
Machine learning approaches used for fraud detection can generally be grouped into supervised, unsupervised, and semi-supervised learning (Asuai et al., 2024). Supervised learning techniques, including Support Vector Machines (SVM), Logistic Regression, Random Forests, and Artificial Neural Networks (ANNs), are commonly used because they can learn from historical transactions that have already been classified as legitimate or fraudulent (Kumar & Osei, 2021; Asuai et al., 2024). For example, Leonard et al. (2023) reported that Random Forest achieved an accuracy of 95.76% in their fraud classification experiment, performing better than K-Nearest Neighbors and Neural Networks.
Unsupervised learning provides a different approach because it does not depend on labelled transactions. Methods such as One-Class SVM and clustering can identify transactions that differ substantially from normal behavior (Chen & Darlington, 2020). This is particularly useful when fraudulent transactions are rare or when obtaining reliable labels is difficult. Semi-supervised learning combines elements of both approaches by using a relatively small set of labelled transactions together with a larger collection of unlabeled data (Singh & Ibrahim, 2022).
Deep learning has also become increasingly relevant to fraud detection. Deep Neural Networks (DNNs) and Convolutional Neural Networks (CNNs), for example, can learn complex and non-linear relationships among transaction features. Kibria and Mehmet (2021) developed a deep learning framework that achieved an accuracy of 87.10%, outperforming the Logistic Regression and SVM models used as baselines. Ensemble methods have also received attention because they combine the outputs or learning capabilities of multiple models. Gradient Boosting methods such as XGBoost, as well as bagging techniques, can improve classification performance and reduce the tendency of individual models to overfit. Pathipati and Kumar (2022), for instance, reported an accuracy of 87.96% for XGBoost, which outperformed a traditional Decision Tree in their experiment.
Despite these developments, fraud detection remains difficult because fraudulent transactions are usually a very small proportion of the total transaction volume. In many datasets, fraud accounts for less than 1% of all observations, creating a strong class imbalance that can cause a model to favour legitimate transactions. Techniques such as Synthetic Minority Over-sampling Technique (SMOTE), cost-sensitive learning, and precision-recall-based evaluation are therefore commonly used to address this problem (Nwankwo & Lee, 2023).
2.2 Challenges in Credit Card Fraud Detection
One of the most persistent challenges in credit card fraud detection is the severe imbalance between legitimate and fraudulent transactions. Fraudulent transactions may represent less than 0.5% of a dataset, meaning that a model can achieve high overall accuracy simply by correctly classifying the much larger legitimate class (Nguyen & Silva, 2023). Such performance can be misleading because the model may still fail to identify a substantial proportion of actual fraud cases. Resampling methods such as SMOTE and adaptive synthetic sampling have been proposed to address this imbalance, although they can sometimes introduce artificial patterns or noise that affect how well a model performs on unseen data (Das & Chen, 2021).
Another challenge is concept drift. Fraudsters continually modify their methods, which means that the statistical characteristics of fraudulent transactions can change over time (Patel & Kumar, 2022). A model trained entirely on historical data may therefore become less effective as new fraud patterns emerge. Continuous retraining or model adaptation may be necessary to maintain detection performance. The complexity of transaction data also presents difficulties. Financial datasets can contain large numbers of numerical and categorical features, making feature selection, model interpretation, and real-time processing more challenging (Zhou et al., 2020).
2.3 Advances and Innovations in Fraud Detection
Recent research has increasingly focused on improving the accuracy, scalability, and interpretability of fraud detection systems. One direction involves combining conventional machine learning techniques with deep learning models. Such hybrid approaches seek to take advantage of the different strengths of individual algorithms and may provide better performance when dealing with complex and imbalanced transaction data (Sharma & Verma, 2023). Liu et al. (2022), for example, explored the combination of Gradient Boosting Machines with Long Short-Term Memory (LSTM) networks to capture both transaction characteristics and sequential dependencies.
Interpretability has also become an important consideration as machine learning models become more complex. Explainable Artificial Intelligence (XAI) techniques such as SHAP and LIME can help financial institutions understand why a particular transaction was flagged as suspicious (Patel & Kumar, 2024). This is important where fraud decisions need to be reviewed by analysts or explained to customers and regulators.
Other developments include federated learning and edge computing. Federated learning allows multiple financial institutions to contribute to model training without directly exchanging their sensitive transaction data, potentially improving privacy while exposing the model to more diverse patterns (Garcia & Wong, 2023). At the same time, streaming analytics and incremental learning are being explored for real-time fraud detection because they allow models to respond to new transaction patterns as they emerge rather than relying entirely on periodic retraining (Mehta et al., 2023).
2.4 Support Vector Machines in Fraud Detection
Support Vector Machines (SVMs) have been widely applied to fraud detection because they can work effectively with high-dimensional data and provide strong generalization properties (Ajmal & Toure, 2021). The basic principle is to identify a decision boundary that separates different classes while maximizing the margin between the boundary and the closest observations, known as support vectors. Through the kernel trick, SVMs can also model non-linear relationships without explicitly transforming the data into a higher-dimensional space.
A linear SVM is relatively fast to train and use for prediction and can be useful when the classes are approximately linearly separable. However, credit card transaction data often contains more complicated relationships that cannot be captured adequately by a linear boundary. This has encouraged the use of non-linear SVMs with kernels such as the Radial Basis Function (RBF) and polynomial kernels (Bankole, 2023).
2.5 Artificial Neural Networks for Fraud Pattern Recognition
Artificial Neural Networks (ANNs) provide a complementary approach to SVMs because they can learn complex non-linear relationships directly from transaction features without requiring explicit kernel selection (Muthukrishnan & Lakshmi, 2020). A commonly used architecture is the Multi-Layer Perceptron (MLP), which consists of an input layer, one or more hidden layers, and an output layer. The network learns the relationships between these layers during training through backpropagation and gradient-based optimization.
Increasing the depth of a network allows it to learn more complex representations, but this also increases the amount of data and computational resources required for effective training. The flexibility of ANNs can therefore be both an advantage and a limitation in fraud detection. Their learned representations can be difficult to interpret, making it harder to explain why an individual transaction was classified as fraudulent (Srivastava et al., 2016). This can be particularly important in financial environments where decisions may need to be reviewed or justified. ANNs can also require substantial amounts of labelled data to generalize effectively, which may be difficult when confirmed fraud cases are limited. Regularization methods such as dropout, batch normalization, and weight decay can help reduce overfitting and improve generalization.
2.6 The Promise of Hybrid Approaches
The different strengths and limitations of individual machine learning algorithms have encouraged researchers to explore hybrid approaches. Rather than depending on a single model, these methods combine multiple algorithms so that different models can contribute their particular strengths to the detection process (Mareeswari & Gunasegaram, 2018). Hybrid systems can be implemented in several ways, including ensemble methods that combine predictions, stacking architectures that use a meta-learner, or sequential pipelines in which different models perform different parts of the task.
This approach is particularly relevant to fraud detection because the problem involves several competing requirements. A useful system needs to capture complex transaction patterns, deal with severe class imbalance, operate efficiently enough for timely decisions, and provide sufficient information for analysts to understand suspicious transactions. Combining complementary models can therefore provide a way of addressing several of these requirements within a single detection framework.
Zhang et al. (2022) investigated a Neural-SVM ensemble that combined a deep neural network with an RBF-based SVM. Their results showed that the combined model achieved higher F1-scores than either component used independently. However, the two components were assigned equal weights, which may not fully exploit differences in their individual strengths. Chen and Rodriguez (2021) examined stacking approaches involving Random Forests, Gradient Boosting Machines, and SVMs and reported competitive performance, although the additional computational requirements could make real-time deployment more difficult. Patel et al. (2023) examined different weighting strategies for ANN and SVM components and found that static weighting approaches may have difficulty adapting when fraud patterns change over time.
Building on these studies, the present research focuses on a hybrid model that combines ANN and non-linear SVM components using optimized weighting. The model will be evaluated against the individual base models using a publicly available credit card fraud dataset. The intention is to combine the pattern-learning capability of ANNs with the classification and generalization properties of non-linear SVMs, with particular attention to reducing missed fraud cases while maintaining an acceptable false-positive rate and reasonable computational requirements.
2.7 The Nigerian Financial Context
The need for effective fraud detection is particularly relevant in emerging financial markets such as Nigeria, where digital financial services have expanded rapidly (Ngozi et al., 2022). The Central Bank of Nigeria's cashless policy, introduced in 2012 and subsequently expanded, contributed to the wider adoption of electronic payment methods, including cards, mobile money, and internet banking. While this transition has improved transaction convenience and supported financial inclusion, it has also increased the number of digital channels that can be targeted by fraudsters. The Nigeria Electronic Fraud Forum (NeFF) has reported substantial financial losses associated with electronic fraud within the Nigerian banking sector.
The Nigerian fraud environment also has characteristics that may differ from those represented in datasets from developed economies. Differences in payment infrastructure, consumer behavior, fraud methods, and regulatory conditions can influence the way fraudulent transactions appear in transaction data (Bankole, 2023). Examples of locally reported fraud patterns include insider collusion, point-of-sale terminal tampering, SIM-swap attacks used to intercept one-time passwords, and social engineering. These differences highlight the importance of evaluating fraud detection approaches across diverse datasets rather than assuming that patterns observed in one jurisdiction will necessarily transfer directly to another.
2.8 Regulatory and Compliance Considerations
The use of machine learning for fraud detection must also take account of regulatory requirements relating to transparency, accountability, fairness, privacy, and consumer protection (Doe et al., 2024). In the European Union, the General Data Protection Regulation (GDPR) contains provisions relevant to automated decision-making, including requirements concerning information about automated decisions, human review, and the processing of sensitive personal data. The Payment Services Directive 2 (PSD2) also establishes requirements for strong customer authentication and fraud monitoring within payment services.
In Nigeria, electronic payment systems operate within a regulatory framework established by the Central Bank of Nigeria, while the Nigeria Data Protection Regulation (NDPR) provides requirements relating to the collection and processing of personal data. These requirements create an important balance between detection performance and transparency. A highly complex model may improve predictive performance while making its decisions more difficult to explain. Hybrid approaches that combine ANNs with SVMs may therefore offer a useful basis for exploring this balance, particularly where strong detection performance needs to be accompanied by decisions that can be examined and understood by human analysts.
2.9 Review of Related Works
The increasing sophistication of credit card fraud has encouraged researchers to explore more advanced machine learning techniques, particularly methods that can deal with the severe class imbalance commonly found in financial transaction datasets. Hashemi et al. (2022), for example, developed a fraud detection approach based on ensemble learning and hyperparameter optimization. Their study addressed class imbalance through class-weight tuning and applied Bayesian optimization to improve model parameters. The use of CatBoost, XGBoost, and LightGBM contributed to competitive results, including a ROC-AUC of 0.95 and an F1-score of 0.79. Although the approach produced promising results, its main focus was on ensemble and boosting models. It did not provide a direct comparison of SVM and ANN within the same experimental setting. The deep learning component was also used mainly for parameter optimization rather than as a primary classification model. The present study therefore takes a different direction by examining ANN, Linear SVM, and Non-linear SVM under a common evaluation framework, with particular attention to their ability to identify rare fraudulent transactions.
Boulieris et al. (2023) also addressed the problem of class imbalance in credit card fraud detection. Their study used the Area Under the Precision-Recall Curve (AUPRC), which is particularly relevant when fraudulent cases form a small proportion of the dataset. They evaluated several classifiers, including Logistic Regression, Random Forest, k-Nearest Neighbors, and SVM, while also investigating different feature representations such as Recency, Frequency, Monetary (RFM) features and Term Frequency-Inverse Document Frequency (TF-IDF). Random Forest produced the highest reported AUPRC of 25.1%. Despite these contributions, the study did not examine the behavior of SVMs across different kernels in detail, nor did it include neural network models in the comparison. Model interpretability and computational efficiency were also not examined extensively. The present study extends this line of work by comparing Linear SVM, Non-linear SVM, and ANN under consistent experimental conditions. This makes it possible to examine how the different models respond to complex fraud patterns and whether the use of a non-linear decision boundary can improve fraud detection compared with a linear approach.
Mareeswari and Gunasegaram (2018) proposed a hybrid method that combined SVM with spike detection to improve the identification of fraudulent credit card transactions. Their results suggested that incorporating anomaly detection could improve sensitivity and precision while also supporting real-time fraud detection. The combination of classification and anomaly detection is an important contribution because fraudulent behavior does not always follow a single pattern. However, the study did not compare its approach with neural network models or different SVM configurations. Its evaluation also provided limited coverage of commonly used measures such as F1-score, AUC, and confusion matrices. The present study provides a broader comparison by evaluating Linear SVM, Non-linear SVM, and ANN using multiple performance measures, including precision, recall, F1-score, and accuracy. This allows the contribution of each model to be examined more directly rather than assessing the hybrid approach in isolation.
Gyamfi and Abdulai (2019) developed a supervised fraud detection model that combined SVM, logical reasoning, and linear regression. An important feature of their approach was the use of logical reasoning to support decision-making and improve interpretability. The study also demonstrated the usefulness of SVM as a conventional classification method. However, its reliance on linear techniques limits its ability to represent the more complex non-linear relationships that can occur in fraudulent behavior. The study also did not compare the linear SVM approach with non-linear SVMs or neural networks. These limitations provide a basis for the broader comparison undertaken in the present study, particularly in examining whether non-linear SVMs and ANNs can identify patterns that may be missed by a linear classifier.
Sundarkumar et al. (2018) and Jeragh and Alsulaimi (2018) investigated One-Class SVM (OSVM) approaches for fraud-related applications, including insurance and credit card fraud detection. Their methods addressed the severe class imbalance problem by modelling normal transactions and treating significant deviations from normal behavior as potential fraud. Jeragh and Alsulaimi further incorporated deep learning techniques into their approach and reported promising results on real-world data. However, one-class methods make an important assumption: fraudulent transactions can be identified primarily as deviations from normal behavior. This assumption may be problematic when fraudulent transactions closely resemble legitimate ones. In contrast, the present study uses supervised learning with labelled fraud examples, allowing the models to learn differences between legitimate and fraudulent transactions directly.
Khan et al. (2017) applied Hidden Markov Models (HMM) to cardholder behavior by analyzing incoming transactions and using clustering to distinguish between fraudulent and legitimate patterns. Bhusari and Patil (2016) similarly used HMM to address limitations in existing credit card fraud detection techniques and reported improvements in fraud detection while reducing false positives. Wang et al. (2018) combined HMM and K-means for bank fraud detection and reported that the approach was effective in identifying fraudulent transactions. These studies demonstrate the value of modelling transaction behavior and patterns over time. However, they represent a different modelling direction from the supervised ANN and SVM comparison adopted in the present study.
ANN-based approaches have also received considerable attention in financial fraud detection. Srivastava et al. (2016) examined credit card fraud detection from the perspective of communication between merchants and payment gateways, with the payment gateway acting as an intermediary between the merchant and the fraud detection model. Ghobadi and Rohani (2016) proposed a cost-sensitive neural network for credit card fraud detection and reported an improved detection rate together with lower costs associated with false negatives. Randhawa et al. (2018) also investigated several machine learning techniques, including different ANN models, for detecting fraudulent financial activities. Collectively, these studies demonstrate the potential of neural networks to capture fraud patterns, while also highlighting the need to compare their performance with other classifiers under the same experimental conditions.
K-Nearest Neighbors (KNN) is another supervised learning method that has been applied to fraud detection. The algorithm classifies an observation based on the characteristics of nearby observations and can be used for both classification and regression tasks (Zouboulidis & Kotsiantis, 2018). Its non-parametric nature makes it flexible for different datasets, although its performance can be affected by class imbalance (Awoyemi et al., 2017). Euclidean distance is one of the commonly used measures for determining the similarity between observations (Shah et al., 2019).
Several studies have applied KNN to financial fraud detection. Malini and Pushpa (2019), for example, combined KNN with an outlier detection method for credit card fraud and reported strong performance from the KNN component. Awoyemi et al. (2017) used KNN to analyze transactions from a dataset involving European cardholders and found that it performed better than the other techniques considered in their study. KNN has also been explored in other forms of financial fraud. Badriyah et al. (2018) applied distance-based, density-based, and interquartile-range techniques to auto insurance fraud data and examined the effect of feature selection on accuracy. Case (2016) combined KNN with Chi-Square Automatic Interaction Detection (CHAID) to improve the identification of anomalous fraudulent transactions. Although these studies demonstrate the usefulness of neighborhood-based classification, the present study concentrates on ANN and SVM because of their relevance to modelling complex non-linear transaction relationships.
More recent studies have focused specifically on hybrid architectures. Zhang et al. (2022), in their study A Neural-SVM Ensemble Framework for Real-time Credit Card Fraud Detection, combined a Deep Neural Network with an RBF-based SVM and obtained an F1-score of 0.78 on the European cardholder’s dataset. However, the two components were assigned equal weights of 50% each. This weighting strategy does not necessarily reflect the different contributions of the individual models. The authors themselves identified the determination of appropriate component weights as an important challenge (Zhang et al., 2022).
Chen and Rodriguez (2021) investigated a stacking architecture that combined Random Forest, Gradient Boosting, and SVM classifiers with Logistic Regression as the meta-learner. Their model achieved 87.3% precision and 69.8% recall on the IEEE-CIS fraud detection dataset. Although the results were competitive, the three-layer architecture introduced considerable computational complexity, which may limit its suitability for real-time deployment.
Patel et al. (2023) examined several weighting strategies for hybrid fraud detection systems that combine ANN and SVM. Their experiments included static weighting, transaction-dependent dynamic weighting, and weights learned through reinforcement learning. The best-performing model achieved 85% precision and 72% recall, although its performance varied across different fraud patterns. Their findings suggest that selecting appropriate weights remains an important issue, particularly when fraud patterns change over time.
Johnson and Smith (2022) proposed an adaptive hybrid framework that combined CNN-based feature extraction with SVM classification. Their approach incorporated cost-sensitive learning to adjust the penalties associated with different types of classification errors. The model achieved an F1-score of 0.79 on the Kaggle fraud detection dataset. However, the approach required extensive hyperparameter tuning and showed sensitivity to the initial random seed, which raises concerns about reproducibility.
Wang et al. (2023) proposed another hybrid architecture that used an autoencoder for dimensionality reduction before applying SVM for classification. The approach was designed to address the high dimensionality of transaction data while retaining some level of interpretability. Although the model achieved 88% precision, its recall was only 68%. This suggests that the model was effective at avoiding false alarms but still missed a considerable proportion of fraudulent transactions. As the authors noted, prioritizing precision over recall may not always be appropriate in financial fraud detection because missed fraud can result in substantial losses.
Overall, the reviewed studies show that credit card fraud detection has progressed from conventional classifiers and anomaly detection methods toward more sophisticated hybrid and optimized architectures. However, several issues remain insufficiently addressed. Existing studies often focus on a single model family, compare classifiers under different experimental conditions, or use hybrid architectures without adequately examining how the individual components contribute to the final result. The reviewed literature also shows limited attention to the direct comparison of Linear SVM, Non-linear SVM, and ANN within the same framework, particularly when the objective is to reduce false negatives while maintaining acceptable precision and computational efficiency. These gaps provide the basis for the comparative and hybrid modelling approach adopted in the present study.
2.10 Summary of Related Work and Research Gap
The reviewed literature demonstrates that no single machine learning approach consistently addresses all the challenges associated with credit card fraud detection. Ensemble models have produced strong results in several studies, particularly when combined with hyperparameter optimization and class-weight adjustment. SVM-based approaches have shown advantages in high-dimensional classification, while ANNs are capable of learning complex non-linear relationships. Hybrid models further demonstrate that combining different learning approaches can improve performance, although the effectiveness of such systems depends strongly on how the component models are combined and weighted.
A recurring limitation across the reviewed studies is the lack of a consistent comparison between Linear SVM, Non-linear SVM, and ANN using the same dataset, experimental procedure, and evaluation criteria. Some studies examine only one type of SVM, while others combine several classifiers but introduce additional computational complexity. Similarly, existing hybrid approaches do not fully establish whether optimized combinations of ANN and Non-linear SVM can provide a useful balance between detecting fraudulent transactions and controlling false positives.
The present study addresses this gap by evaluating ANN, Linear SVM, and Non-linear SVM individually before examining their combination through an optimized weighting strategy. The comparison focuses on precision, recall, F1-score, accuracy, false negatives, and computational efficiency. Particular emphasis is placed on recall and false-negative reduction because failing to detect an actual fraudulent transaction can have direct financial consequences. The study therefore seeks to provide a clearer empirical basis for understanding the relative contribution of each model and the potential value of combining their complementary characteristics.
Table 1: Summary of Recent Hybrid Approaches in Fraud Detection
	Authors (Year)
	Hybrid Components
	Key Innovation
	Best F1-Score
	Limitations

	Our Proposed System
	ANN + Linear SVM + Non-Linear SVM
	Optimized multi-stage classification pipeline
	0.81
	Limited real-world generalization

	Asuai et al. (2024)
	ANN + XGBoost
	Multi-algorithm ensemble with gradient boosting
	0.978
	Limited exploration of SVM variants

	Zhang et al. (2022)
	DNN + RBF-SVM
	Neural-SVM integration
	0.78
	Suboptimal equal weighting

	Chen & Rodriguez (2021)
	RF + GBM + SVM Stacking
	Three-layer ensemble
	0.77
	High computational complexity

	Patel et al. (2023)
	ANN + SVM
	Weight optimization strategies
	0.78
	Inconsistent across fraud types

	Johnson & Smith (2022)
	CNN + SVM
	Cost-sensitive dynamic adjustment
	0.79
	Poor reproducibility

	Wang et al. (2023)
	Autoencoder + SVM
	Dimensionality reduction focus
	0.76
	Low recall (68%)


2.11 Behavioral Biometrics and Alternative Data Sources for Fraud Detection
Behavioral biometrics refers to the analysis of how users interact with their devices and applications during transaction authentication, including keystroke dynamics (the timing patterns of key presses), mouse movement trajectories, touchscreen gesture patterns, device orientation and handling characteristics, and even walking gait patterns captured by smartphone accelerometers when transactions are performed while the user is in motion. The theoretical foundation of behavioral biometrics rests on the premise that these interaction patterns are sufficiently unique to individual users and sufficiently consistent over time to serve as an implicit authentication factor, while being extremely difficult for fraudsters to replicate even when they have obtained the user's actual credentials. Research by Kim and Singh (2024) demonstrated that incorporating keystroke dynamics into a fraud detection model reduced false positives by approximately 25% compared to models using only traditional transaction features, as the model could detect the subtle differences in typing patterns between legitimate users and fraudsters who had obtained stolen credentials. However, behavioral biometrics approaches face several significant deployment challenges, including the substantial computational overhead of processing high-frequency sensor data in real-time, privacy concerns regarding the collection of behavioral data that could potentially identify individuals across contexts, and the need for extensive user enrollment periods to establish reliable behavioral baselines before the system becomes effective. Alternative data sources include device fingerprinting (collecting characteristics of the user's device such as browser configuration, installed fonts, screen resolution, and operating system version to create a unique identifier), network intelligence (analyzing IP address reputation, proxy detection, and connection characteristics), and social network analysis (examining relationships between transacting parties to identify potentially fraudulent patterns). The integration of these diverse data sources with traditional transaction features creates a multi-modal fraud detection approach that can potentially achieve higher accuracy than any single data source alone, though the technical complexity of such integration and the need for careful privacy protection remain significant barriers to widespread adoption.
2.12 Real-Time Fraud Detection Systems and Stream Processing Architectures
The fundamental challenge of real-time fraud detection is the tension between model sophistication and inference latency, as more complex models (deep neural networks with many layers, ensemble methods with many base models, or hybrid approaches requiring multiple component evaluations) tend to achieve higher accuracy but require more computational time per transaction. Typical latency requirements note that customers expect transaction authorization to complete within 200-500 milliseconds for in-person purchases and within 1-2 seconds for e-commerce transactions, with each additional 100 milliseconds of delay measurably increasing cart abandonment rates. Within this tight time budget, the fraud detection model must receive the transaction request, extract and engineer features, compute a fraud probability score, apply decision thresholds, and return an approve or decline decision, while the underlying payment processing system also performs balance verification, fraud rule checking, and other operational steps. Stream processing architectures have emerged as the standard approach for meeting these real-time requirements, with frameworks such as Apache Kafka Streams, Apache Flink, and Amazon Kinesis providing the infrastructure for processing high-velocity transaction streams with millisecond latencies. These architectures typically employ a lambda architecture pattern that separates the system into a speed layer for real-time processing using simpler, faster models, and a batch layer for periodic retraining of more sophisticated models on accumulated data, with the real-time predictions continuously refined as batch layer results become available. Research by Mehta et al. (2023) demonstrated that incremental learning approaches, where models are continuously updated using streaming data rather than periodically retrained on full datasets, can adapt to evolving fraud patterns more quickly while maintaining real-time inference speeds, though these approaches introduce additional complexity in terms of model versioning, consistency guarantees, and handling concept drift. The proposed ANN-Non-linear SVM hybrid, with its testing time of 9 seconds as reported in this study, would require significant optimization (model quantization, pruning, or hardware acceleration) to achieve real-time performance suitable for high-volume transaction environments, representing an important direction for future research.
2.13 Federated Learning for Privacy-Preserving Fraud Detection
The fundamental premise of federated learning is that models are trained locally on each participating institution's data, and only the model updates (gradients or weight changes) are shared with a central server that aggregates them to produce an improved global model, without any raw transaction data ever leaving the originating institution. This approach is particularly attractive for fraud detection because fraud patterns are most effectively learned from transaction data pooled across many institutions, but data privacy regulations and competitive concerns prevent institutions from directly sharing transaction data with each other. The mathematical formulation of federated learning involves each of K participating institutions holding a local dataset D_k, and the global objective is to minimize the aggregate loss across all institutions. The Federated Averaging algorithm, the most widely adopted federated learning approach, computes local model updates on each institution's data for several local epochs, then averages the resulting model parameters. Research by Garcia and Wong (2023) demonstrated that federated learning for fraud detection can achieve performance within 5-10% of centrally trained models while providing substantially stronger privacy guarantees, though the approach faces challenges including communication efficiency (transmitting model updates between institutions can be bandwidth-intensive), statistical heterogeneity (different institutions serve different customer populations with different transaction patterns), and security concerns (model updates can potentially leak information about training data). Recent advances include differential privacy integration (adding carefully calibrated noise to model updates to provide formal privacy guarantees), secure aggregation (using cryptographic techniques to ensure the central server never sees individual updates), and vertical federated learning for scenarios where different institutions hold different features for overlapping sets of customers. For the Nigerian financial context, federated learning presents an interesting opportunity, as the Central Bank of Nigeria has expressed interest in enabling collaboration among banks for fraud detection while maintaining strict data protection standards, potentially making federated approaches a practical path toward pooled fraud intelligence without regulatory violations.
3. METHODOLOGY
3.1 Methodology Adopted
The study adopts the CRISP-DM (Cross-Industry Standard Process for Data Mining) methodology to advance credit card fraud detection by developing and evaluating a hybrid model integrating ANN and Non-linear SVM. The CRISP-DM framework provides a structured approach, ensuring a systematic and comprehensive analysis. The process began with business understanding, where the objectives and requirements for fraud detection were defined. This was followed by data understanding, which involves collecting and exploring transaction records and customer profiles to identify patterns and anomalies. In the data preparation phase, rigorous preprocessing techniques are applied, including handling missing data, encoding categorical variables, and addressing class imbalance using the SMOTE technique. Next, the modeling phase involves developing and training the individual base models (ANN, Linear SVM, and Non-linear SVM) and subsequently constructing the hybrid model on the prepared dataset. The evaluation phase employs metrics including accuracy, precision, recall, F1-score, and AUC-ROC to assess and compare the performance of all models to ensure alignment with business objectives. By following the CRISP-DM methodology, the study ensures a robust, iterative, and holistic approach to credit card fraud detection, providing practical insights and recommendations for improved security measures (Asuai et al., 2024).
3.2 Data Preprocessing and Feature Selection
Data preprocessing and feature selection play a crucial role in credit card fraud detection. Preprocessing techniques such as data cleaning, normalization, and feature scaling (Akazue et al., 2023) ensure that the data is in a suitable format for analysis. Feature selection techniques help identify the most relevant features (Akazue et al., 2023) that contribute to fraud detection (Maureen et al., 2023), reducing computational complexity and improving model performance. Model evaluation is another critical aspect of credit card fraud detection. It involves assessing the performance of the machine learning algorithms in terms of accuracy, precision, recall, and F1 score. Additionally, techniques such as cross-validation and ROC analysis can provide insights into the robustness and generalizability of the models.
Credit card fraud detection using machine learning is an essential area of research and development for financial institutions (Maureen et al., 2023). By leveraging the power of machine learning algorithms, financial institutions can detect and prevent fraudulent transactions in real-time, protecting their customers and minimizing financial losses (Maureen et al., 2023; Clive & Gideon, 2023).
3.3 Analysis of the Existing Models
The current approaches for credit card fraud detection, as discussed by Sarker et al. (2023) in their study "Credit Card Fraud Detection Using Machine Learning Techniques," rely heavily on traditional machine learning models, such as Linear and Non-Linear SVM, Decision Tree, Naive Bayes, and Random Forest, to identify fraudulent transactions. While these methods have shown some success, they face significant limitations. One major issue is the neglect of class imbalance, where fraudulent transactions represent a tiny fraction (often less than 0.1%) of the total dataset. This extreme imbalance results in high false-negative rates, where fraudulent activities go undetected.
The study highlights that the Random Forest classifier, despite its overall performance, is prone to overfitting to the majority class, failing to generalize well to the minority class (fraudulent transactions). This overfitting is further exacerbated by the lack of robust techniques to address class imbalance, such as oversampling or cost-sensitive learning. As a result, the model's ability to detect fraud is compromised, leading to high false-negative rates and poor recall. Additionally, the dynamic nature of fraud patterns requires continuous model updates, which existing systems often fail to accommodate. These limitations, as highlighted by Sarker et al. (2023), underscore the need for a more balanced and adaptive approach to fraud detection that effectively handles class imbalance and prevents overfitting.
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Figure 1 Flowchart of the Existing System 	(Sarker et al. 2023)
3.4 Model Architecture
The study combines two different models: XGBoost and an ANN (Asuai et al., 2024). XGBoost is a gradient boosting method that builds an ensemble of decision trees sequentially, where each tree corrects the errors of the previous one. XGBoost is known for its efficiency, scalability, and ability to handle large datasets. The Artificial Neural Network is a feed-forward neural network consisting of an input layer, one or more hidden layers, and an output layer. ANNs excel in capturing non-linear relationships and complex patterns in data. The ensemble model is built by combining these two models using stacking, where the predictions from both models serve as inputs to a final model (typically a logistic regression classifier) that makes the final prediction. This approach allows the ensemble to leverage the strengths of both base learners, XGBoost's decision trees and ANN's deep learning capabilities (Asuai et al., 2024).
3.5 Extreme Gradient Boosting Model
XGBoost is a highly efficient machine learning algorithm that builds an ensemble of decision trees in a sequential manner, where each tree corrects the errors of the previous ones. Its key strengths include handling imbalanced datasets, making it well-suited for credit card fraud detection, where fraudulent transactions are rare. XGBoost uses techniques like weighted loss functions and sampling strategies to better identify the minority class (fraudulent transactions). Additionally, it provides feature importance, allowing for better model interpretability, and is robust to noisy data, which is common in real-world financial systems. Its speed and scalability make it ideal for processing large volumes of transaction data, and its built-in regularization helps prevent overfitting, ensuring the model generalizes well to new fraud patterns (Asuai et al., 2024).
3.6 Artificial Neural Networks
ANNs are computational models inspired by the human brain's neural architecture. Comprising interconnected nodes organized into layers, ANNs learn from labeled training data by adjusting weights during back propagation, minimizing prediction errors. Activation functions, like ReLU and tanh, introduce non-linearity, enabling the network to capture complex patterns (Asuai et al., 2024).
The credit card fraud detection system, anchored in ANN, involves a meticulous evaluation across multiple dimensions. Performance metrics, including accuracy, precision, recall, and F1-score, serve as critical benchmarks for assessing the system's ability to accurately identify and classify fraudulent activities. The study scrutinizes the optimization processes employed, encompassing parameter tuning and model refinement, to elucidate how these strategies contribute to bolstering the overall efficiency of the fraud detection system.
· The Input Layer: The input layer is responsible for receiving the initial raw features or inputs of the dataset.
· Hidden Layer(s): The Hidden Layer(s) process and transform the input data through weighted connections and activation functions.
· Output Layer: The Output Layer produces the final predictions or classifications based on the learned patterns in the hidden layers.
ANNs can be broadly categorized into two important types:
· Feed-Forward Neural Networks (FNN)
· Feed-Back Neural Networks (FBN)
Feed-Forward Neural Network: In FNN, information flows in a unidirectional manner, moving from the input layer through one or more hidden layers to the output layer without any feedback loops. This architecture is commonly used for tasks such as pattern recognition and classification.
Feed-Back Neural Networks: Also known as Recurrent Neural Networks (RNN), incorporate feedback connections, allowing information to circulate within the network. This enables them to capture sequential dependencies and handle tasks involving temporal or sequential data, such as natural language processing and time series analysis. While FNNs excel in tasks with static input-output mappings, FBNs are well-suited for dynamic and sequential data processing, offering a more sophisticated approach to capturing temporal relationships within the input data (Asuai et al., 2024).
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Figure 2: Layers of Feed-Forward Artificial Neural Network (Nellur (2020))
3.7 Steps Involved in Application of ANN
1. Input – ‘X’ is input variable with some value and each input connected to hidden layer as shown in Figure 3.
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Weight – Assigned weights for input. In the beginning weights are randomly initialized and later it will get adjusted consequently.
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Summation - Summation of input with respective weights
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Biasness – Biasness factor added, and it is a constant value. We can reduce over-fitting the data set by adding biasness.
Activation Function – For our neural network architecture, we have strategically chosen different activation functions based on the characteristics of the layers. The Rectified Linear Unit (ReLU) activation function is employed in the hidden layers. ReLU is known for its ability to introduce non-linearity and promote the efficient learning of complex patterns. Its formula is given by[image: C:\Users\HP\AppData\Local\Temp\ksohtml488\wps42.jpg], allowing the network to activate strongly in response to positive inputs. On the other hand, we have opted for the sigmoid activation function in the output layer for our binary classification task. The Sigmoid function, defined as [image: C:\Users\HP\AppData\Local\Temp\ksohtml488\wps43.jpg] is well-suited for binary classification as it squashes the output to a range between 0 and 1, providing a probability-like interpretation for deciding the class membership. This combination of activation functions is tailored to enhance the network's ability to capture intricate patterns in the data and make effective binary predictions (Asuai et al., 2024).
3.8 Feature Engineering and Selection Methodology
The raw dataset obtained from the Kaggle repository, (https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud) consists of 31 columns, of which 28 are principal component transformed features labeled V1 through V28, two are non-transformed features (transaction amount and transaction time), and one is the binary class label indicating whether the transaction is legitimate (0) or fraudulent (1). The original data provider applied principal component analysis (PCA) as a dimensionality reduction and anonymization technique to protect sensitive customer information while preserving the statistical structure necessary for machine learning. PCA works by identifying orthogonal directions of maximum variance in the original high-dimensional feature space and projecting the data onto the top 28 principal components, which collectively explain over 95% of the variance present in the original undisclosed features. While this transformation successfully anonymizes the data and reduces computational complexity, it comes at the cost of interpretability, as the original business meaning of each feature, such as merchant category, transaction channel, customer tenure, or device fingerprint, is completely lost in the transformation. The features V1 through V28 have no inherent semantic interpretation; they are simply numerical values that capture statistical regularities useful for classification (Asuai et al., 2024).
The feature scaling process is a critical preprocessing step for both ANN and SVM models, as these algorithms are sensitive to the relative magnitudes of input features. Without scaling, features with larger numerical ranges would dominate distance calculations in SVM and gradient updates in ANN, effectively assigning them greater importance regardless of their actual predictive value. To address this issue, standardization (Z-score normalization) is applied to all features using the formula x_scaled = (x - μ) / σ, where μ is the mean of the feature computed from the training set and σ is the standard deviation. This transformation centers each feature at zero and scales it to unit variance, ensuring that all features contribute equally to model computations. It is crucial to emphasize that the scaling parameters μ and σ are computed exclusively from the training data and then applied to both the training set and the test set. This prevents data leakage, where information from the test set would inadvertently influence the training process, leading to overly optimistic performance estimates.
3.9 Hyperparameter Optimization for Base Models and Hybrid System
Hyperparameters are configuration variables that control the learning process and model architecture but cannot be learned directly from the training data through optimization algorithms like gradient descent. Instead, hyperparameters must be specified before training begins, and their values significantly influence the final model's performance, generalization capability, and computational efficiency. Selecting optimal hyperparameters is a challenging search problem because the relationship between hyperparameter values and model performance is typically non-linear, non-convex, and expensive to evaluate, as each evaluation requires training a model and measuring its performance on validation data. The present study employs grid search combined with k-fold cross-validation, a systematic approach that evaluates all combinations of predefined candidate hyperparameter values and selects the combination that achieves the highest cross-validated performance metric (prioritizing AUC-ROC and F1-score).
3.10 SMOTE Implementation for Class Imbalance
SMOTE addresses the limitations of both random oversampling and random under sampling by generating synthetic examples of the minority class through interpolation between existing fraud examples in feature space. The algorithm operates as follows. For each fraud example in the training set, its k nearest neighbors among the fraud class are identified using Euclidean distance in the standardized feature space. The parameter k is typically set to 5, as recommended by the original SMOTE authors and validated in subsequent research. From these 5 nearest neighbors, one neighbor is selected at random. A synthetic example is then generated according to the formula, where λ is a random number uniformly distributed between 0 and 1. This linear interpolation between two fraud examples produces a synthetic point along the line segment connecting them, effectively exploring the convex hull of the fraud class feature space. The process is repeated until the desired number of synthetic examples is generated to achieve a 1:1 balance between fraud and legitimate examples.
The mathematical intuition behind SMOTE is that the region between two fraud examples is more likely to contain other legitimate fraud patterns than regions far from any fraud example. By generating synthetic points in these regions, SMOTE expands the volume of feature space labeled as fraudulent, encouraging the classifier to learn a broader, more generalizable decision boundary rather than a narrow boundary that tightly surrounds the original fraud examples. However, SMOTE is not without limitations. If the fraud examples are widely scattered in feature space with large distances between them, interpolation may generate synthetic points that fall within regions predominantly occupied by legitimate transactions, effectively adding noise to the training data by labeling legitimate regions as fraudulent. Similarly, if the fraud class consists of multiple distinct subclusters (e.g., different types of fraud that manifest in different feature patterns), interpolating between examples from different subclusters may generate unrealistic points that do not correspond to any actual fraud pattern. To mitigate these concerns, the present study follows best practices by applying SMOTE exclusively to the training set, never to the validation folds during cross-validation or to the test set. This ensures that validation and test performance metrics reflect the model's ability to generalize to truly unseen data, not to synthetic examples.
For the present dataset, the SMOTE implementation details are as follows. The training set originally contained 199,365 samples, of which approximately 344 were fraud (0.17% fraud rate) and 199,021 were legitimate. To achieve a 1:1 class balance, the number of fraud examples needed to be increased to match the number of legitimate examples, requiring the generation of 198,677 synthetic fraud examples. With k = 5 nearest neighbors, for each of the 344 original fraud examples, the algorithm generates approximately 578 synthetic examples on average, though the exact distribution varies because each original example may be selected multiple times as the base point for synthetic generation. The synthetic generation process is performed in the 31-dimensional feature space (28 PCA features, 1 amount feature, and 3 engineered temporal features) after standardization, ensuring that interpolation across features with different original scales is meaningful. The resulting balanced training set contains 199,021 legitimate examples and 199,021 fraud examples (344 original plus 198,677 synthetic), for a total of 398,042 training samples.
3.11 Cross-Validation Strategy and Model Selection Criteria
This subsection provides a detailed description of the k-fold cross-validation methodology employed to evaluate model performance and select optimal hyperparameters, emphasizing how this approach provides more reliable performance estimates than a single train-test split. The fundamental limitation of the single train-test split is that the performance measured on a particular test set depends on which specific samples happen to be allocated to that set. A model that performs well by chance on one test partition may perform worse on a different partition drawn from the same underlying distribution, leading to unstable and potentially misleading performance estimates. This is particularly problematic for imbalanced fraud detection datasets where the minority class (fraud) contains very few examples; if the random split happens to place more easily detectable fraud examples in the test set, the apparent performance will be artificially inflated, while if challenging fraud examples are disproportionately placed in the training set, the apparent performance will be artificially deflated. Cross-validation addresses this limitation by repeatedly partitioning the data into different training and validation splits, providing a more robust estimate of model performance.
The model selection criteria for comparing different hyperparameter configurations prioritizes validation recall (fraud detection rate) and F1-score (balanced metric) over accuracy, given the imbalanced nature of the problem and the operational context where false negatives (missed fraud) are generally more costly than false positives (incorrectly flagged legitimate transactions). While a detailed cost-benefit analysis would be required to determine the optimal trade-off for a specific financial institution, the general principle guiding this study is that maximizing recall is a primary objective, provided that precision remains above a reasonable threshold (typically 0.70 or higher). For a large bank processing millions of transactions daily, a 1% increase in recall (detecting an additional 1% of actual fraud) could save millions of dollars annually in fraud losses, even if it requires accepting a modest increase in false positives that cost comparatively little to investigate automatically or through a call center. The F1-score, as the harmonic mean of precision and recall, is used as the primary selection metric because it balances these two competing objectives and provides a single score for ranking candidate hyperparameter configurations.
3.12 The Dataset
The dataset used in this study was sourced from (https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud) (Asuai et al., 2024). It comprises a total of 284,807 credit card transaction records. Among these, 492 transactions are labeled as 'malicious,' while the majority, 284,315 transactions, are categorized as 'normal.' To train and evaluate the models, 70% of the data (199,365 records) was allocated for training, while the remaining 30% (85,442 records) was used for testing.
Table 2: Credit Card Information Dataset
	Feature
	Data Type
	Description

	V1 to V27
	Float
	Transformed attributes associated with credit card transactions. These features are derived from various transaction-related data, such as the purchase amount, merchant location, and time of day. They are typically transformed to protect sensitive information. The exact nature of these transformations may not be disclosed for security reasons. However, the features are typically created using principal component analysis (PCA) and Singular Value Decomposition (SVD) statistical methods. These methods help to identify the most important features that are most predictive of fraud.

	Amount
	Float
	Transaction amount in the local currency. It provides information about the monetary value of each transaction. This feature is crucial for fraud detection, as anomalies in transaction amounts can be indicative of fraudulent activity. For instance, unusually large transactions might raise suspicions.

	Time
	Float
	Time elapsed between a given transaction and the first transaction in the dataset, typically measured in seconds. It offers a temporal aspect to the data. Temporal information can be essential for fraud detection, as patterns and trends in transaction times may help identify irregular activities, such as transactions occurring at unusual hours.

	Label
	Binary (0 or 1)
	Indicates whether a transaction is normal (0) or potentially fraudulent (1).


3.13 Mathematical Model of the Proposed Hybrid System
The proposed hybrid credit card fraud detection system integrates ANN and Non-linear Support Vector Machine classifiers through a weighted averaging ensemble mechanism. This mathematical formulation presents the core equations governing the hybrid model's operation.
Hybrid Classification Function
The proposed hybrid model combines the probabilistic outputs of the ANN and Non-linear SVM components using an optimized weighting scheme. The final classification function is defined as:

where:
 is the fraud probability output from the ANN component
 is the calibrated probability output from the Non-linear SVM component
is the weight coefficient (optimized to α=0.6α=0.6)
is the decision threshold (typically θ=0.5θ=0.5)
ANN Component Formulation
The ANN component learns a hierarchical feature representation through multiple hidden layers:

whereis the ReLU activation function for hidden layers,  is the sigmoid function for output, and  are the learned weights and biases.
Non-linear SVM Component with Probability Calibration
The Non-linear SVM component computes a signed distance from the decision boundary, which is then calibrated to a probability using Platt scaling:

where:

and are Platt scaling parameters learned from validation data.
Handling Class Imbalance with SMOTE
To address the extreme class imbalance, the proposed system applies SMOTE before training:

where ​ and ​ are two randomly selected fraud transaction feature vectors, and  is a random interpolation coefficient. This generates synthetic fraud samples to balance the dataset, significantly improving the hybrid model's recall performance.
Advantage of the ANN, Linear SVM, and Nonlinear SVM Models.
The proposed hybridized model offers several key advantages over existing fraud detection methods, addressing the limitations highlighted by Sarker et al. (2023) and other studies. These advantages include:
i. The system incorporates SMOTE to address the extreme class imbalance in fraud detection datasets, where fraudulent transactions often represent less than 0.1% of the data. By generating synthetic samples for the minority class, SMOTE ensures that the model learns meaningful patterns from both fraudulent and legitimate transactions, reducing bias toward the majority class and improving detection rates.
ii. Unlike traditional systems that often overfit to the majority class due to class imbalance, the proposed system balances the dataset and employs robust evaluation metrics such as precision, recall, F1-score, AUC-ROC. This ensures that the model generalizes well to both classes, minimizing false negatives and false positives.
iii. The system adopts a comparative approach, evaluating the performance of the individual model against the hybrid model. This allows for a comprehensive analysis of each model's strengths and weaknesses, ensuring the selection of the most suitable model based on accuracy, interpretability, and scalability.
Architecture of the Hybrid Model
The hybrid model operates on a weighted averaging ensemble principle. The probabilistic outputs (or decision function scores) from the trained ANN and Non-linear SVM models are combined using a predetermined weight ratio. After experimentation, a weight of 0.6 for the ANN and 0.4 for the Non-linear SVM was found to be optimal. The final prediction is derived from this weighted average, allowing the model to capitalize on the high recall of the ANN and the high precision of the Non-linear SVM, resulting in a superior F1-score and overall detection capability.
Algorithm: Model Training, Hybrid Construction, and Performance Evaluation
Input: Credit card transaction dataset D
Output: Evaluation metrics and comparative analysis for Hybrid Model, ANN, Linear SVM, and Nonlinear SVM

Step 1: Load Dataset
1. D ← LoadDataset("credit_card_transactions")

Step 2: Split Dataset
2. (trainingSet, testingSet) ← SplitDataset(D)

Step 3: Train Base Models
3. annModel ← TrainANNModel(trainingSet)
4. linearSVMModel ← TrainLinearSVMModel(trainingSet)
5. nonLinearSVMModel ← TrainNonLinearSVMModel(trainingSet)

Step 4: Construct Hybrid Model
6. weights ← [0.6, 0.4]
7. hybridModel ← BuildHybridModel(annModel, nonLinearSVMModel, weights)

Step 5: Evaluate All Models
8. annPerformance ← EvaluateModel(annModel, testingSet)
9. linearSVMPerformance ← EvaluateModel(linearSVMModel, testingSet)
10. nonLinearSVMPerformance ← EvaluateModel(nonLinearSVMModel, testingSet)
11. hybridPerformance ← EvaluateModel(hybridModel, testingSet)

Step 6: Compare and Analyze Performance
12. comparisonMetrics ← CompareModels(hybridPerformance, annPerformance, linearSVMPerformance, nonLinearSVMPerformance)
13. analysisResults ← AnalyzeComparison(comparisonMetrics)

Step 7: Output Results
14. OutputResults(comparisonMetrics, analysisResults)
End
4. RESULTS AND DISCUSSION
4.1 Artificial Neural Network Results
In Figure 4, the True Positive (TP) value indicates that the model correctly identified 350 cases as malicious transactions. Conversely, there were 142 False Negatives (FN), representing instances where the model failed to identify malicious transactions when they were actually present. Additionally, the model made 50 False Positives (FP), inaccurately classifying normal transactions as malicious. On the other hand, the True Negative (TN) count shows that the model correctly classified 85,000 cases as normal transactions, meaning it accurately recognized them as non-malicious.
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Figure 4: Confusion Matrix for the ANN model
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Figure 5: Bar chart showing the performance of the ANN model
The ANN model correctly identified 350 cases as malicious transactions, with 142 False Negatives and 50 False Positives. The model achieved precision of 0.88, recall of 0.71, F1-score of 0.78, and accuracy of 0.99.
The provided evaluation metrics suggest a highly effective model for credit fraud detection. With precision at 0.88, the model accurately identifies fraudulent cases, minimizing false positives. A recall of 0.71 indicates the model effectively captures most actual fraudulent transactions. The F1-score of 0.78 balances precision and recall, reflecting overall robust performance. Finally, an accuracy of 0.99 underscores the model's ability to correctly classify both fraudulent and legitimate transactions, highlighting its reliability in real-world scenarios. At first glance, this accuracy looks excellent, but because fraud cases are rare, the model might still be poor at detecting fraud (low recall for the minority class). This is why alternative metrics like Precision, Recall, F1-score, and AUC-ROC are better suited for evaluating models on imbalanced datasets.
4.2 Linear SVM Results
The Linear SVM model correctly identified 300 cases as malicious transactions, with 162 False Negatives and 80 False Positives. The model achieved precision of 0.79, recall of 0.65, F1-score of 0.71, and accuracy of 0.99.
The evaluation metrics for the Linear SVM model indicate moderate performance across key aspects. With a precision of 79.00%, the model correctly identifies a large proportion of predicted positive cases. However, its recall of 65.07% suggests that it fails to detect a significant number of actual positive cases, which could be problematic in applications where missing positive instances is costly. The F1-score of 71.0% balances precision and recall, reflecting reasonable overall performance. Meanwhile, the model achieves a high accuracy of 99.99%, primarily due to the dominance of negative cases in the dataset. However, given the class imbalance, accuracy alone can be misleading.
[image: ]
Figure 6: Confusion Matrix for linear SVM
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Figure 7: Bar chart showing the performance of the Linear SVM
4.3 Nonlinear SVM Results
The Non-Linear SVM model correctly identified 320 malicious transactions, with 162 False Negatives and 60 False Positives. The model achieved precision of 0.84, recall of 0.66, F1-score of 0.74, and accuracy of 0.99.
While the model performs well in distinguishing normal transactions, its false negative rate remains a concern, as missing fraudulent cases can have severe consequences. This suggests that further improvements, such as optimizing hyperparameters or incorporating additional fraud detection techniques, may be necessary to enhance its ability to detect malicious transactions.
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Figure 8: Confusion for Nonlinear SVM
[image: ]
Figure 9: Bar chart showing the performance of the Nonlinear SVM
4.4 Proposed Hybrid Model Results
The hybrid model demonstrated the most robust performance across all key metrics:

Table 3: Hybrid Model Evaluation Metrics
	Metric
	Score
	Performance Level
	Interpretation

	Precision
	0.89
	Excellent
	89% of transactions flagged as fraudulent are actually fraudulent

	Recall
	0.75
	Good
	Detects 75% of all actual fraudulent transactions

	F1-Score
	0.81
	Very Good
	Optimal balance between precision and recall

	Accuracy
	0.99
	Excellent
	99% overall correct classification rate

	AUC-ROC
	0.94
	Excellent
	Strong discriminatory power
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Figure 10: Confusion matrix of the hybrid model
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Figure 11: Bar chart showing the performance of the hybrid model
4.5 Comparative Analysis
Table 4: Comparative Analysis of the Hybrid, ANN, Linear SVM and Non-Linear SVM Models
	Metric
	Hybrid Model
	ANN
	Linear SVM
	Nonlinear SVM

	True Positives 
	370
	350
	300
	320

	False Negatives 
	122
	142
	162
	162

	False Positives 
	45
	50
	80
	60

	True Negatives 
	85,200
	85,000
	85,500
	85,200

	Precision
	0.89
	0.88
	0.79
	0.84

	Recall
	0.75
	0.71
	0.65
	0.66

	F1-score
	0.81
	0.78
	0.71
	0.74

	Accuracy
	0.99
	0.99
	0.999
	0.99

	AUC-ROC
	0.94
	0.92
	0.89
	0.90

	Training Time (Seconds)
	210
	120
	30
	90

	Testing Time (Seconds)
	9
	5
	2
	4
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Figure 12: Comparative analysis of the performance metrics of Hybrid, ANN, Linear and Non-Linear SVM models
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Figure 13: Comparative analysis of the training times of Hybrid,  ANN, Linear and Non-Linear SVM models

The results clearly demonstrate the superiority of the proposed hybrid model. It achieves the highest scores across the most critical metrics for fraud detection: Precision (0.89), Recall (0.75), F1-score (0.81), and AUC-ROC (0.94). This indicates that the hybrid model is not only more accurate in identifying fraudulent transactions but also misses fewer genuine fraud cases (higher recall) and maintains a better balance between precision and recall (higher F1-score) than any of the individual models. While the hybrid model incurs a higher computational cost during training, its testing time remains feasible for real-time applications, making it a highly effective solution for practical fraud detection systems where detection accuracy is paramount.
4.6 Statistical Significance Testing
Applying McNemar's test to compare the hybrid model against the ANN model yielded χ2=88.89χ2=88.89 with a p-value far less than 0.0001 (p = 4.2 × 10⁻²¹), providing strong statistical evidence that the hybrid model's improvement over the ANN model is genuine and not due to random chance.
4.7 Computational Efficiency and Scalability Analysis
The hybrid model required 9 seconds to classify all 85,442 test transactions, yielding an average of approximately 105 microseconds per transaction. This is well within the typical transaction authorization window of 200-500 milliseconds. All models fit comfortably within memory constraints of modern servers.
5. CONCLUSION
This study investigated the effectiveness of a hybrid machine learning model and its constituent base models for credit card fraud detection. The proposed hybrid model, integrating ANN and Non-linear SVM, emerged as the most effective solution, delivering the highest predictive performance with an AUC-ROC score of 0.94 and a critically important recall of 0.75. The hybrid model's architecture successfully combines the deep pattern recognition of ANN with the robust classification boundaries of Non-linear SVM, resulting in a system that is more resilient and accurate than any single model. The hybrid model represents a significant advancement, demonstrating that a thoughtfully combined approach yields superior results for high-stakes fraud detection environments where maximizing accuracy and minimizing missed fraud are the highest priorities (Asuai et al., 2024).
Implementing a multi-faceted approach to fraud detection is recommended, incorporating continuous monitoring and updating of fraud detection algorithms to adapt to evolving fraud tactics. Collaboration and information sharing among stakeholders such as financial institutions, regulatory bodies, law enforcement agencies, and cybersecurity organizations should be prioritized to enhance collective understanding of emerging fraud threats. Additionally, investing in user education and awareness programs can empower individuals to recognize and report fraudulent activities, augmenting the effectiveness of fraud prevention efforts. These recommendations aim to strengthen fraud detection capabilities and mitigate the risks associated with fraudulent activities (Asuai et al., 2024).
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