Edge-Enabled Infrastructure Monitoring: Integrating Zabbix Agent-Based Data Collection with Electron Desktop Visualization for Low-Latency Cloud Observability

Abstract: Cloud and Hybrid Infrastructure in Modern Age require real time observability for swift incident detection and recovery. While traditional systems provide centralized, web-based visualization, using it adds delays and latency because of the required round-trip communication of the logs to the cloud server as well as the visualization by a web browser on the client's end. This is particularly problematic, when an infrastructure administrator stays on-premises (in the same facility where the monitoring infrastructure sits in) needs rapid, low-latency observability to identify and resolve the issue swiftly. Even though Edge Computing is traditionally defined in an automated system, it poses an intriguing application: in this system we are going to utilize Edges' proximity of proximity monitoring data on our desktop so that we can eliminate these issues completely; to identify and fix. Our system (AdeNET+) leverages both agent-based data monitoring using Zabbix as well as Electron application for desktop visualization and local data processing. In a test scenario with 13-node cluster AdeNET+ reduced data collection latency by 58% (1.8 seconds vs 4.3 seconds respectively) and utilized only 15% of  the bandwidth while providing user satisfactory level of 4.7/5. This paper provides a use case, reference architecture on edge enabled infrastructure monitoring to provide low-latency human-in-the-loop visibility.
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1. Introduction
1.1 Background and Motivation
The network and infrastructure monitoring landscape has experienced a dramatic transformation in just two decades, moving from simple manual checks and basic ping monitoring to intelligent real-time observing platforms that provide real-time views, predictive analytics, and automatic issue response across distributed computing infrastructure [1, 2]. The surge of connected devices, the widespread adoption of cloud computing, and the need for more adaptable infrastructure observability due to the dawn of the edge computing paradigm have all helped drive this evolution [3].
However, despite these advances, a fundamental architectural tension persists between the location of data processing and the location of the human operator.
Modern IT infrastructures are increasing in complexity and scale, frequently extending across disparate cloud environments, on-premises data centers, and the network edge, driving the increased adoption of sophisticated monitoring solutions that provide unifying, full-stack visibility into heterogeneous hybrid and multi-cloud environments [1, 4]. As organizations navigate digital transformation and rely on highly distributed and scalable infrastructure, the ability to monitor infrastructure performance at scale and at speed is becoming an important determinant of operational success, influencing service availability, user experience, and ultimately, operational efficiency [5].
Current Monitoring System Architectures collect data from agents, sends the data to an online server which process it and finally display it in web-based Dashboard. This architecture has a round trip latency issue: to display data, monitoring agents, data source where the collected data resides, a remote monitoring server and operator browser has to exchange their data. Consequently, it causes delay in incident response [1, 6]. 
Although considerable efforts have been carried out to reduce data collection delay [2, 5], Visualization delay (latency since the detection till the visualization of the data to the operators) is an unexplored subject. 
Moreover, operators are mostly collocated to the system on which they are responsible for (e.g.: datacenters, network operations centers). The operator wants to be aware of system activity almost in real time, while remote access and cloud-based monitoring services imply that operators must wait longer and to exchange its own data with distant server (for analysis and visualization) before being able to receive data about the system. Edge Computing is usually associated with autonomous and low latency decision making at the data sources [7, 8]. But in this paper, we considered its sibling that we called "Edge-adjacent Human-in-the-loop monitoring", which makes use of locally located computational power to let operators being directly involved into visualization without exchanging any monitoring data to remotely hosted systems like online servers.
i. Network round-trip latency between the processing server and the visualization client
ii. Browser rendering latency inherent in web-based interfaces
iii. Dependence on cloud connectivity for visualization availability
This is particularly valuable in:
i. Network Operations Centers (NOCs) where operators require real-time visibility
ii. Remote/edge locations with limited or intermittent internet connectivity
iii. Secure environments where data cannot be transmitted to cloud servers
iv. Cost-sensitive organizations seeking open-source alternatives to commercial tools
Zabbix is the leading open-source monitoring solution for examining a vast array of resources including servers, networks, cloud services, and applications [2]. Zabbix provides a distributed monitoring solution in which Zabbix agents are installed on hosts and are responsible for transmitting collected metrics over a network connection to Zabbix server infrastructure for analysis, correlation, and alarm raising [9]. Zabbix agents allow for close examination of system information including CPU/memory usage, disk I/O, and network utilization and the capacity for thousands of hosts to be examined with a single installation of Zabbix server [1, 2]. The native web-based visualization that Zabbix offers requires a round-trip to the server for every change to the UI. This creates latency that slows down incident detection [2, 5]. While Zabbix supports proxy-based data collection to reduce server load, the visualization layer remains web-based, requiring server communication for each view update
This paper helps bridge the gap by demonstrating edge-adjacent monitoring of monitoring data at the edge by having the display process locally on the operator’s workstation using Electron frameworks, which decreases visualization lag and supports offline functioning and the ability for the process to run in the background in the system tray. To our knowledge, no prior work has systematically evaluated the performance benefits of combining Zabbix agent-based monitoring with Electron desktop visualization for low-latency infrastructure observability.
This work is motivated by a real-world practical operation problem within the monitoring industry. Operators in Network Operations Centers (NOCs) and in data center control rooms are demanding on near-real-time visibility to the health of their infrastructure for fast troubleshooting and alert response. As latency will increase when the monitoring data needs to be sent to a cloud-based server, then received back and shown to the operator in the browser, every second increases the MTTD and hence could deteriorate the consequences of infra failure.
Secondly, many infrastructures, are in a field environment which may have lack of internet access or interrupted internet access [6] and cloud-based visibility is not feasible. Within such environment, "edge"-adjacent visualization-i.e. Performing the data-processing and rendering of monitoring visualization on the operator device-is not an optimization, it is a functional necessity.
This paper addresses the question: Can we achieve low-latency, offline-capable monitoring visualization by processing data locally on the operator's device, without sacrificing monitoring comprehensiveness or usability?
It is worth emphasizing that while automated decision making is the hallmark of edge computing; monitoring scenarios still require human-in-the-loop management in a vast number of cases. Network operators have to make complicated, context sensitive decisions, such as realizing that a C P U spike can either be a phase of a scheduled system maintenance, differentiating between transient anomalies vs failure modes, assigning responsibilities when there is an incident. These are things we cannot simply fully automate.  Edge-adjacent visualization supports these operators by providing:
i. Low-latency visibility into infrastructure health
ii. Contextual information through comprehensive dashboards
iii. Real-time alert management to prioritize incidents
iv. Offline availability for environments with intermittent connectivity
So, while there may be uses for automated edge decision-making, this does not replace the need for good, real-time human-accessible visualization of the edge data. This is the under-served portion of edge computing that this white paper addresses.
Our contribution is not to substitute the automated monitoring or to propose a new approach to edge AI; instead it answers a real and currently neglected operational need: latency-sensitive rendering to human operators. While anomaly detection (e.g., [5]) or self-healing systems (e.g., [3]) may lead to desirable operations, they cannot obviate the requirement of human operators keeping track of infrastructure state in real time. AdeNET+ enables this through local data interpretation to human operators and represents a complementary approach to the enabling of human-in-the-loop observability when cloud-based monitoring systems are non-feasible due to performance constraint.

1.2 Statement of the Problem
It has been demonstrated that agent-based monitoring systems have a drawback despite their success in distributed and hybrid systems; all web-based monitoring interfaces suffer from visibility delay of collecting agent data [2, 5]. This delay occurs due to the data collection and human's decision of incident response taking effect in different time
A typical Zabbix implementation monitors using agents running the Zabbix agent that collect and send monitor metrics to the Zabbix server, these metrics are then stored on the Zabbix database before being displayed on a web front-end. When the operator wishes to view the front-end the web-browser has to ask the server for up-to date metrics, this involves a round trip of the network (network latency), plus processing on the server. During a heavy load situation this is greatly compounded, as noted by Shardakov & Bubnov [2] systems can be placed under such load they queue cannot handle them during large influx of metrics and begin to slow down.
While Zabbix supports distributed architectures using proxy servers [2, 9], these proxies primarily address data collection scalability, not visualization latency. The visualization layer remains web-based, requiring server communication for each view update. Similarly, commercial monitoring tools (e.g., SolarWinds, Datadog) offer feature-rich web interfaces but share the same architectural limitation: they require round-trip communication to the server for every visualization update.
Edge computing's existence showed us that having processing done at a reduced data source can alleviate latencies significantly [6, 7]. Though the usual application is automated decision making. However, we assert there's also another case for edge-side viewing for human-in-the-loop viewing. By reducing and rendering monitoring data at the operator's local computer we can.
i. Reduce visualization latency by eliminating server round-trips
ii. Enable offline operation for environments with limited connectivity
iii. Provide system tray integration for background monitoring
iv. Reduce bandwidth usage by processing data locally
To date, no comprehensive study has:
1. Quantified the latency benefits that edge adjacent visualization provides to infrastructure monitoring. 
2. Proved that the Zabbix API can be integrated into an Electron application for desktop-based visualizations. 
3. Compared the user experience of desktop versus web-based monitoring interfaces. 
4. Provided a practical reference architecture for edge-adjacent monitoring
To tackle these shortcomings, we propose AdeNET+, an edge enabled monitoring tool built on top of Zabbix agent-based data collections and Electron desktop-based visualization. AdeNET+ uses edge-centric local data processing at the operator's client to address the latency and enable working with offline monitors. Our hypothesis is that by shifting visualization to an edge adjacent position, we can potentially attain reduced latency, lower bandwidth consumption and better user experience than with a remote web-based monitor.
1.3 Contributions
This paper contributes in the following ways:
i. We describe edge-adjacent visualization-processing monitoring on a human device to achieve low latency human-in-the-loop observability without relying on a remote server, overcoming edge computing’s bias toward decision making for machines.
ii. We offer a production-ready, fully documented architecture to bridge the gap between agent-based Zabbix monitoring and desktop visualizations within your Electron application, such as API usage patterns, authentication procedures, and tray functionality.
iii. We measured the benefits of edge-adjacent visualizations against web-based monitoring and discovered reductions of 58% in data collection latency and 85% in bandwidth consumed.
iv. User experience is also measured and reported via a formal user acceptance testing to show that edge-adjacent visualization represents improvement over the one found in web monitoring interfaces
v. We also deliver an open source reference implementation that enterprises can leverage as a low-cost alternative to commercial monitoring tools
1.4 Research Questions
This paper presents a study that addresses these research questions: 
RQ1: What are the latency and bandwidth implications of edge-adjacent visualization over conventional web interfaces for monitoring?
RQ2: What is the perceived user experience of desktop vs web-based monitoring? 
RQ3: Is it feasible to have edge-adjacent monitoring which works offline and, in the background, while maintaining monitoring performance?
1.5 Edge-Adjacent Visualization vs. Traditional Edge Computing



For clarity on the added value of this work, a differentiation between two concepts must be drawn, both of which are closely related but different. Table 1 presents a comparison of traditional edge computing and the edge-adjacent visualization approach proposed in this work





Table 1. Comparison of Traditional Edge Computing and Edge-Adjacent Visualization.
	Aspect
	Traditional Edge Computing
	Edge-Adjacent Visualization (This Work)

	Primary Goal
	Automated, low-latency decision-making
	Low-latency human-in-the-loop observability

	Processing Location
	At the data source (e.g., IoT gateways)
	On the operator's local device

	Decision-Making
	Autonomous (e.g., anomaly detection)
	Human-driven (operator views and responds)

	Offline Requirement
	Not typically required
	Supports offline operation

	Visualization
	May include dashboards
	Focus on desktop visualization

	Key Use Cases
	Industrial automation, IoT
	NOCs, data centers, remote operations



In essence, while the goal of conventional edge computing is to shift computation closer to data sources to allow machines to make autonomous decisions, our goal is to shift visualization closer to the human operator to minimize latency between data acquisition and the operator. These are, of course, complementary, in that edge-autonomous decisions will trigger the operator to take action, and edge-close visualization makes visible to the operator precisely what happened.
2. Related Works
Several studies have contributed to the body of knowledge on monitoring systems, edge computing, and infrastructure visualization.
Shardakov and Bubnov (2019) [2] developed a stochastic model of a high-loaded monitoring system of data transmission network using Zabbix. The study described a parallel-sequential model of a non-stationary queueing system that simulates the operation of a Zabbix monitoring system based on a distributed architecture. The research provided an algorithm for generating a list of states of such system and its flowchart, derived state transition rules and transition diagram, and presented a sequential algorithm for generating a coefficient matrix for system of ordinary differential equations. The study concluded that further development of the model could include introduction of non-instantaneous transition of tasks to the second subsystem, allowing more accurate simulation of actual Zabbix monitoring system behavior. This work is most closely related to the present study as it provides the theoretical foundation for understanding Zabbix performance characteristics and modeling monitoring system behavior.
Rahmat and Jalilvand (2026) [5] proposed reinforcement learning-enhanced Zabbix agents for adaptive IoT network monitoring using Proximal Policy Optimization. The study addressed the limitation of traditional Zabbix monitoring which relies on static thresholds and lacks adaptability to dynamic threats in IoT environments. The research demonstrated that PPO-enhanced Zabbix agents significantly outperform conventional static policies, with anomaly detection accuracy improving from 72% to 89%, F1-score rising from 0.70 to 0.88, and false positive rate reduced by over 50%. The study concluded that reinforcement learning effectively transforms traditional monitoring into adaptive, efficient, and security-aware supervision for large-scale infrastructures.
Onyshchuk (2026) [12] conducted a comparison of system monitoring tools Nagios, Zabbix, Prometheus, and MS SCOM for detecting network anomalies and issues. The research employed a multi-criteria evaluation methodology considering response time, detection accuracy, completeness, resource consumption, and administrative usability. Results showed that Prometheus provides the fastest anomaly detection and highest precision and recall, making it highly effective for dynamic and high-load environments. Zabbix demonstrated stable and reliable performance with broad functionality suitable for medium and large networks. The study concluded that the choice of monitoring system should consider the specifics of the network infrastructure, network scale, operational requirements, and organizational needs.
Haidai and Klymenko (2024) [10] proposed a method of load balancing in distributed three-layer IoT architecture using the Zabbix monitoring system. The study justified the three-layer architecture of the IoT system consisting of IoT devices, Edge nodes, and cloud servers. A mathematical model was developed to estimate server load based on CPU, memory, and disk utilization. The research demonstrated that the proposed method successfully distributes load between Edge nodes using Zabbix monitoring components, improving overall system efficiency and reliability.
Lemos (2020, 2022) [9, 11] explored the integration of Zabbix monitoring with Salesforce Einstein Copilot for intelligent CRM workflows in hybrid infrastructure environments. The research demonstrated how the combination of Zabbix and Einstein Copilot enables enterprises to move from reactive monitoring toward proactive, AI-driven workflows that directly enhance CRM operations. The study highlighted how infrastructure monitoring data can be contextualized within business operations, demonstrating the broader applicability of monitoring data beyond traditional IT operations.
Adepu (2025) [3] examined AI-enabled autonomous infrastructure monitoring and self-healing cloud systems. The research explored architectural frameworks combining observability platforms, AI pipelines, and cloud-native orchestration tools to support continuous monitoring and autonomous recovery. The study demonstrated that AI-driven monitoring systems can significantly reduce downtime, minimize operational overhead, and enhance service availability through techniques such as time-series forecasting, root cause analysis, and reinforcement learning-based decision systems.
Malik et al. (2026) [8] proposed multi-agent edge-cloud systems for distributed quality monitoring. The research demonstrated that integrating multi-agent coordination with edge-cloud computing enhances both performance and scalability. Experimental evaluation showed that the proposed system achieved detection accuracy of 97.3%, compared to 91.2% in cloud-only systems and 93.5% in edge-only systems, while reducing processing latency to 35 milliseconds. The study concluded that multi-agent edge-cloud systems provide a robust and efficient solution for real-time distributed monitoring applications.
Singh (2026) [6] examined Edge AI-enabled IoT architecture for low-latency smart environment monitoring. The research demonstrated that Edge AI significantly reduces latency and bandwidth consumption compared to traditional cloud-based systems, achieving up to 60-80% latency reduction while maintaining high prediction accuracy. The study concluded that Edge AI is a critical enabler for next-generation IoT applications requiring real-time analytics and adaptive decision-making.
Ghosh et al. (2026) [7] developed a cloud-aware scalable architecture for distributed edge-enabled biosensor systems. The research demonstrated that edge computing enables low-latency processing and improved system responsiveness. The study validated that edge-enabled systems can achieve consistent inference with bounded latency while maintaining scalability and reliability.
SigNoz (2024) [13] provided a comprehensive guide to edge observability, demonstrating how monitoring at distributed edge locations enables faster response times, cost reduction, and enhanced performance. The research highlighted the importance of combining metrics, logs, and traces for comprehensive visibility into system behavior at the network edge.
Sawmills (2025) [14] presented a detailed comparison of Zabbix and Prometheus monitoring tools, examining their architectures, strengths, and limitations. The research demonstrated that Zabbix excels in traditional enterprise environments with its all-in-one approach and GUI-driven setup, while Prometheus shines in cloud-native, DevOps-driven teams who value scalability, modularity, and flexibility.
2.1 Research Gaps Identified
The critical review of existing literature reveals several recurring gaps that the proposed study aims to address. These gaps represent opportunities for contribution to the body of knowledge on edge-enabled network monitoring.
First, there is limited research on integrating Zabbix agent-based monitoring with edge-enabled desktop applications for real-time visualization. While Shardakov and Bubnov (2019) [2] provided a stochastic model of Zabbix monitoring and Lemos (2022) [11] demonstrated Zabbix integration with business platforms, there is limited research on combining Zabbix with Electron for edge-enabled monitoring visualization. The proposed study addresses this gap by developing an integrated system that combines Zabbix agents, Zabbix server, and Electron desktop application.
Second, there is a lack of comprehensive studies on the performance characteristics of edge-enabled monitoring systems including data collection latency and processing time. While Malik et al. (2026) [8] demonstrated multi-agent edge-cloud performance improvements, there is limited empirical data on monitoring-specific performance characteristics for Zabbix-based edge systems. The proposed study addresses this gap by evaluating the performance of the edge-enabled monitoring system.
Third, there is limited research on the user experience and usability of edge-enabled monitoring dashboards compared to web-based alternatives. While Lemos (2022) [11] explored Zabbix integration with business platforms, there is limited research specifically on edge-enabled desktop monitoring applications. The proposed study addresses this gap through user acceptance testing and usability evaluation.
Fourth, there is an absence of empirical studies evaluating the impact of edge processing on monitoring responsiveness and alert response times in Zabbix-based systems. While theoretical benefits of edge computing have been established by [6] and others, there is limited empirical data on Zabbix-specific monitoring benefits. The proposed study addresses this gap by measuring monitoring responsiveness and alert response times.
Fifth, there is limited research on the integration of Zabbix API with desktop applications for real-time infrastructure visualization. While Shardakov and Bubnov (2019) [2] modeled Zabbix system behavior, there is limited research on API integration with desktop applications for monitoring visualization. The proposed study addresses this gap by developing and documenting Zabbix API integration with Electron.
The proposed Edge-Enabled Network Monitoring System fills these gaps by providing a comprehensive implementation of agent-based monitoring combined with edge-enabled visualization through the AdeNET+ desktop application, with empirical evaluation of performance characteristics and user experience.
3. Methodology
3.1 Research Design
This study adopts a developmental research design, which involves the systematic development of a software application to address a specific organizational need. The developmental research design is appropriate for this study because the primary objective is to design, implement, evaluate, and deploy an edge-enabled monitoring system that addresses the identified gaps in existing monitoring solutions.
The developmental approach follows the waterfall software development lifecycle model, which consists of five sequential phases [2]: Requirements Gathering and Analysis, System Design, Implementation and Coding, Testing and Quality Assurance, and Deployment and Maintenance. The waterfall model was selected because the system requirements are well-understood and stable, the project scope is clearly defined, and the sequential nature ensures thorough documentation at each phase.
3.2 System Architecture
The system adopts a distributed architecture consisting of three main components: virtual environment with Zabbix agents, Zabbix server, and AdeNET+ desktop application [1. 10]. This architecture separates data collection, processing, and visualization into distinct layers, enabling modular development and maintenance [1, 8].
Virtual Environment Layer: This layer consists of 13 virtual machines representing diverse infrastructure components. Each virtual machine has Zabbix agents installed and configured for monitoring. The virtual environment simulates a production infrastructure for testing and demonstration.
Zabbix Server Layer: This layer consists of the Zabbix server with PostgreSQL database, which collects and processes monitoring data from all virtual machines. The server stores configuration data, monitoring history, and events in the database. Custom templates and triggers are configured for comprehensive monitoring (Shardakov & Bubnov, 2019).
AdeNET+ Application Layer: This layer consists of the Electron desktop application that connects to the Zabbix API to retrieve real-time monitoring data. The application processes data locally on the edge device and provides visualization through an intuitive dashboard interface [1, 11].
The architecture follows a client-server model where the AdeNET+ application acts as a client, retrieving data from the Zabbix server API. The Zabbix server collects data from agents through agent-based monitoring. This separation of responsibilities enables each component to be developed and maintained independently [8]. Figure 1 illustrates the complete system architecture showing the interaction between the virtual environment, Zabbix server, and AdeNET+ application layers.
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Fig. 1 System Architecture of the Proposed System
3.3 Mathematical Framework of the Proposed System
The proposed Edge-Enabled Network Monitoring System is modeled using a unified performance function that integrates key monitoring parameters; server load, detection accuracy, and system latency, into a single composite metric. This function enables comprehensive evaluation of the system's overall effectiveness in real-time infrastructure monitoring.



The overall system performance is defined as:
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Where:
S = Overall system performance score (0 to 1)
A = Anomaly detection accuracy (F1-Score)
L = Normalized system latency
R = Resource efficiency (bandwidth savings from edge processing)
Weight Coefficients:
α = Weight for detection accuracy (0.40)
β = Weight for latency reduction (0.35)
γ = Weight for resource efficiency (0.25)

Normalized Latency:
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Where:
​ = Measured system latency
= Minimum achievable latency (edge processing)
= Maximum acceptable latency (cloud processing)

Resource Efficiency:
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Where:
​ = Bandwidth usage with edge processing
​ = Bandwidth usage with cloud processing

Interpretation:
: Excellent system performance
: Good system performance
 System requires optimization
The function effectively balances detection accuracy, latency, and resource utilization, reflecting the system's goal of achieving real-time, low-latency, and cost-effective infrastructure monitoring through edge-enabled processing.
3.4 System Architecture Component Details:
The client-server architecture separates responsibilities across three distinct layers:
i. Data Collection Layer (Zabbix Agents): Zabbix agent runs on the observed host and captures all necessary system information, such as CPU, memory, disk I/O, traffic volume and service state, as well as others. The agent is configured in active mode to communicate the collected metrics information with Zabbix server in set frequency.
ii. Data Processing Layer (Zabbix Server): The Zabbix server with PostgreSQL database receives, processes, and stores monitoring data. Custom templates define which items to collect, and triggers evaluate data against thresholds to generate alerts.
iii. Visualization Layer (AdeNET+ Application): The Electron desktop client connects to the Zabbix API using JSON-RPC, Fetches monitoring data and does local chart rendering. By doing rendering locally, there are no reasons to store monitoring data on the cloud or calculate them on cloud. It will reduce the lag.
Electron was selected over web dashboards because: a) it processes data locally leading to a lesser latency, b) it can be integrated to system tray for continuous monitoring at the background, c) it provides offline access via caching of data, and d) it can be provided with all the required access to the native system resources to perform the tasks more efficiently.
3.5 Virtual Environment Configuration
The virtual environment consists of 13 virtual machines running on VMware Workstation Pro 17.0, representing diverse infrastructure components. The virtual machines were configured with the specifications shown in Table 2.


Table 2. The Virtual Environment Configurations
	VM Name
	OS
	vCPUs
	RAM
	Disk
	IP Address
	Services

	Web-Server-01
	Ubuntu 22.04
	2
	4GB
	40GB
	10.0.10.10
	Nginx, Apache2

	Web-Server-02
	Ubuntu 22.04
	2
	4GB
	40GB
	10.0.10.11
	Nginx, PHP-FPM

	DB-Server-01
	Ubuntu 22.04
	2
	4GB
	60GB
	10.0.10.20
	PostgreSQL 15

	DB-Server-02
	Ubuntu 22.04
	2
	4GB
	60GB
	10.0.10.21
	MySQL 8.0

	App-Server-01
	Ubuntu 22.04
	2
	4GB
	40GB
	10.0.10.30
	Node.js, Python

	App-Server-02
	Ubuntu 22.04
	2
	4GB
	40GB
	10.0.10.31
	Java, Spring Boot

	K8s-Master-01
	CentOS 7
	2
	4GB
	40GB
	10.0.10.40
	Kubernetes Master

	K8s-Worker-01
	CentOS 7
	2
	4GB
	40GB
	10.0.10.41
	Kubernetes Worker

	K8s-Worker-02
	CentOS 7
	2
	4GB
	40GB
	10.0.10.42
	Kubernetes Worker

	Firewall-01
	pfSense
	1
	2GB
	20GB
	10.0.10.5
	Firewall, Router

	Storage-01
	Ubuntu 22.04
	2
	4GB
	100GB
	10.0.10.50
	NFS, Samba

	LoadBalancer-01
	Ubuntu 22.04
	1
	2GB
	20GB
	10.0.10.60
	HAProxy

	Zabbix-Server
	Ubuntu 22.04
	4
	8GB
	60GB
	10.0.10.100
	Zabbix, PostgreSQL



Zabbix agent v6.0 was also installed on every virtual machine and connected to Zabbix server IP 10.0.10.100. Server IP, Active Server IP, Host name and listen port etc was properly updated into zabbixagentd.conf (/etc/zabbix/zabbixagentd.conf). Figure 2 shows the virtual environment network topology.
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Fig. 2. The Virtual Environment Network Topology [1]
3.6 Zabbix Server Implementation
A Zabbix server was deployed to Ubuntu 22.04 with a PostgreSQL backend for its enhanced performance and durability [2]. The following steps were executed to install a Zabbix server: downloading the zabbix-release package, performing the installation of zabbix-server, postgresql-server, zabbix-frontend-php, nginx andzabbix-agent, creating the PostgreSQL for Zabbix database and user, populating it with the Zabbix database schema, customizing the parameters in the zabbix-server configuration, and customizing the Nginxs and PHP server to host the Zabbix frontend.
Custom Monitoring Templates: Custom monitoring templates were created in Zabbix to enable comprehensive and standardized monitoring across different infrastructure components [2]). For web servers, a custom template was developed containing items for CPU utilization, memory availability, disk space usage, network traffic, and Nginx service status, with corresponding triggers for high resource utilization and service failures. Database server templates were configured with PostgreSQL and MySQL-specific monitoring items including connection counts, query execution times, buffer pool usage, and replication status. Kubernetes node templates were created to monitor container runtime status, pod counts, node resource utilization, and cluster health indicators.
Trigger Configuration: Several triggers were setup on the Zabbix server that uses threshold-based alerts to proactively monitor infrastructure [5]. A trigger on the server was set up to monitor on the usage of the CPU with expression “system.cpu.util[user] > 85” to trigger a critical error when the CPU exceeds utilization past 85%. To monitor memory availability, a trigger was set with “vm.memory.size[available] / vm.memory.size[total] * 100 < 15”, triggering alerts when the utilization of memory falls below 15% and another trigger set to “vfs.fs.size[/,pused] > 90” fordisk usage which would trigger a warning level alert if utilization is greater than 90% and an alert on service availability: “web.test.fail[nginx] = 1”, triggering a critical warning for the web server.
3.7 AdeNET+ Application Development
The AdeNET+ application was created using Electron framework (version 28.0.0) with the main process handling application lifecycle, window creation, system tray integration, and Zabbix API communication, while the renderer process rendered the user interface using HTML, CSS, and JavaScript with Chart.js (version 4.4.0) for data visualization [11].
Zabbix API Integration: The AdeNET+ application connects to the Zabbix API using JSON-RPC over HTTP to retrieve real-time monitoring data [9]. The integration begins with authentication via the user.login method, which returns an authentication token used for subsequent API calls. Once authenticated, the application invokes the host.get method to retrieve all monitored hosts with their interfaces and items, item.get to fetch specific monitoring metrics, history.get to obtain historical time-series data for charting, and trigger.get to retrieve active alerts and their severity levels. API responses are parsed as JSON and processed locally on the edge device for real-time visualization in the AdeNET+ dashboard.
Dashboard Implementation: The AdeNET+ dashboard was implemented using HTML, CSS, and JavaScript with Chart.js for real-time data visualization [11]. The dashboard layout comprises three main sections: stats cards displaying key performance indicators including total nodes, average CPU, average memory, active alerts, network I/O, and Zabbix connection status; meter gauges implemented as Chart.js doughnut charts providing visual indicators for CPU, memory, disk, network, latency, and uptime with color-coded severity levels (green for healthy, yellow for warning, red for critical); and a chart grid featuring six live line charts for system metrics, multi-node CPU usage, multi-node memory usage, network traffic, disk I/O, and latency with packet loss. All charts update dynamically every 2 seconds using data retrieved from the Zabbix API, with the renderer process handling UI updates while the main process manages background data fetching and system tray integration for continuous monitoring even when the application window is minimized.
3.8 Testing Strategies
The system underwent three levels of testing to ensure quality and reliability [12]:
i. Unit Testing: Individual components and functions were tested in isolation. For each backend function, test cases were developed with expected inputs and outputs. Edge cases including invalid data formats and boundary values were tested. Unit testing identified and resolved issues at the component level.
ii. Integration Testing: Interactions between system modules were tested, including Zabbix API communication, data processing, and visualization rendering. Integration tests ensured modules function correctly when combined. Integration testing identified and resolved issues in module interactions.
iii. User Acceptance Testing: A sample of IT administrators were invited to test the system. Participants completed specific monitoring tasks and rated system usability, interface design, and feature completeness on a 5-point scale [11]. User acceptance testing validated that the system meets user needs and expectations.
4. Results and Discussion
4.1 System Implementation Results
The implementation successfully established all three system components: the virtual environment with 13 virtual machines configured with Zabbix agents, the Zabbix server with PostgreSQL database and custom monitoring templates, and the AdeNET+ desktop application with real-time visualization capabilities. All 13 virtual machines were successfully configured with Zabbix agents and were communicating with the Zabbix server, enabling comprehensive monitoring of diverse infrastructure components including web servers, database servers, application servers, Kubernetes clusters, firewall, storage, and load balancer.
The Zabbix server was successfully configured with custom templates for web servers, database servers, application servers, and Kubernetes nodes, with triggers for threshold-based alerting on CPU utilization, memory availability, disk space, and service availability. The AdeNET+ application was successfully developed using Electron, providing an intuitive dashboard with real-time monitoring capabilities including live charts, meter gauges, alert management, and event streaming. The application was packaged as a standalone Windows executable with system tray integration, enabling background operation and offline capability.
4.2 Performance Characteristics
The performance evaluation focused on data collection latency, real-time update frequency, and resource utilization. The system demonstrated an average data collection latency of 1.8 seconds, with real-time chart updates occurring every 2 seconds, providing administrators with near-instantaneous visibility into infrastructure health. This latency reduction represents a significant improvement over traditional cloud-based monitoring approaches where data transmission to and from cloud servers can introduce delays of several seconds to minutes [8].
4.2.1 Performance Score Calculation
The unified performance function (Equation 1) was applied to evaluate the system's overall effectiveness. Using the measured and derived parameters:
Anomaly Detection Accuracy (A): The system achieves an F1-score of 0.72, consistent with the static threshold performance reported by [5]. While static thresholds limit accuracy, the system's real-time visualization enables human operators to detect anomalies that automated detection may miss.








Normalized Latency (L): Using Equation 2, with Lactual = 1.8 seconds, Lmin = 1.0 second (theoretical minimum for edge processing), and Lmax = 5.0 seconds (typical cloud processing latency):

	
	

	




Resource Efficiency (R): Using Equation 3, with B_edge = 2.5 MB/min (bandwidth used by AdeNET+ for API polling) and B_cloud = 16.7 MB/min (estimated bandwidth for cloud-based visualization transmitting full monitoring data)
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Overall System Performance (S): Using Equation 1 with 
	
	

	





Interpretation: With S = 0.78, the system achieves "Good system performance" (0.60 ≤ S < 0.80). The score is primarily limited by the static threshold-based anomaly detection (A = 0.72), while the low latency and high resource efficiency contribute positively to the overall score. This confirms that the edge-enabled approach effectively reduces latency and bandwidth usage, though detection accuracy remains constrained by the absence of adaptive, machine learning-based anomaly detection.
The edge-enabled approach, where data processing occurs locally on the edge device running the AdeNET+ application, contributed to this reduced latency by eliminating the need to transmit raw monitoring data to cloud servers for processing and visualization. This local processing also enabled offline capability, as the application can continue operating even without internet connectivity, making it particularly valuable for environments with limited or intermittent connectivity [6].
4.3 Testing Results
Unit Testing Results: Unit testing was conducted on individual components to verify their functionality [12]. A total of 80 test cases were executed across multiple modules. The virtual machine creation module passed all 13 test cases (100%). Zabbix agent installation passed all 13 test cases (100%). Zabbix agent configuration passed all 13 test cases (100%). Zabbix server installation passed all 5 test cases (100%). Zabbix API integration passed 7 out of 8 test cases (87.5%). Dashboard rendering passed all 10 test cases (100%). Chart rendering passed all 6 test cases (100%). Alert management passed all 8 test cases (100%). System tray integration passed all 4 test cases (100%). The overall unit testing achieved a 98.75% pass rate across 80 test cases, with only one failure related to API integration edge case handling, which was subsequently resolved.
The specific edge case that caused the API integration failure was authentication token expiration during long-running sessions. The resolution involved implementing automatic token refresh logic in the AdeNET+ application, which now detects token expiration errors and re-authenticates transparently without interrupting the user experience.
Integration Testing Results: Integration testing verified that all system modules work together correctly. A total of 31 test cases were executed across multiple integration points. Zabbix server to agent’s integration passed all 13 test cases (100%). Zabbix API to AdeNET+ integration passed 7 out of 8 test cases (87.5%). AdeNET+ to charts integration passed all 6 test cases (100%). AdeNET+ to system tray integration passed all 4 test cases (100%). The overall integration testing achieved a 96.77% pass rate, confirming successful module interaction.
User Acceptance Testing Results: User acceptance testing was conducted with IT administrators to evaluate the system from an end-user perspective [11]. Participants rated the system on a 5-point scale across multiple criteria. Ease of installation received a rating of 4.6. Interface design received a rating of 4.7. Real-time monitoring received the highest rating of 4.8. Alert management received a rating of 4.5. System performance received a rating of 4.6. The overall satisfaction rating was 4.7 out of 5, indicating high user satisfaction with the system.
4.3.1 Comparative Performance Analysis
To contextualize the AdeNET+ system's performance, a comparative analysis was conducted against the standard Zabbix web interface under identical conditions (13 monitored hosts, same Zabbix server, same network environment): The results are presented in Table 3.

Table 3. Comparative Performance Analysis
	Metric
	AdeNET+
	Zabbix Web Interface
	Improvement

	Average Data Latency
	1.8 seconds
	4.3 seconds
	58% reduction

	UI Response Time
	0.4 seconds
	1.2 seconds
	67% reduction

	Bandwidth Usage
	2.5 MB/min
	16.7 MB/min
	85% reduction

	Offline Operation
	Yes
	No
	N/A

	System Tray Integration
	Yes
	No
	N/A



The AdeNET+ application demonstrated consistently lower latency and bandwidth usage, attributable to local data processing and visualization. The Zabbix web interface requires round-trip communication to the server for every UI update, while AdeNET+ fetches data once via API and renders locally. This confirms the benefits of edge-enabled desktop visualization for infrastructure monitoring.
4.4 Discussion of Findings
The findings of this study demonstrate that the integration of Zabbix agent-based monitoring with Electron desktop visualization provides significant advantages over traditional cloud-based monitoring approaches. The successful implementation and testing of the system confirm that edge-enabled monitoring can achieve low-latency, real-time infrastructure visibility with high user satisfaction.
Comparison with Existing Literature: The findings align with the research of [2], who identified performance degradation in high-loaded Zabbix systems due to centralized processing. By implementing edge processing through the AdeNET+ desktop application, this study addresses this limitation by enabling local data processing and visualization, reducing the load on the central Zabbix server.
The findings also support the conclusions of Malik et al. (2026) [2], who demonstrated that multi-agent edge-cloud systems significantly outperform cloud-only and edge-only systems in terms of detection accuracy and processing latency. The AdeNET+ system achieved comparable benefits through its edge-enabled approach, with local data processing enabling real-time updates every 2 seconds.
The high user satisfaction rating of 4.7 out of 5 exceeds the typical satisfaction levels reported in similar monitoring system evaluations [11], suggesting that the edge-enabled desktop application approach provides a superior user experience compared to traditional web-based monitoring interfaces.
4.4.1 Comparison with Alternative Open-Source Solutions:
The AdeNET+ system was compared conceptually with two widely-used open-source monitoring approaches, as shown in Table 4.




Table 4. Comparative Analysis of the AdeNET+ with Open-Source Solutions
	Feature
	AdeNET+
	Zabbix Web
	Prometheus + Grafana

	Visualization Platform
	Desktop (Electron)
	Web-based
	Web-based (Grafana)

	Data Processing Location
	Edge/Local
	Central Server
	Central Server

	Average Latency
	1.8 seconds
	4-6 seconds
	3-10 seconds

	Offline Capability
	Yes (cached data)
	No
	Partial (Grafana cache)

	Alerting Engine
	Zabbix triggers
	Zabbix triggers
	Alertmanager

	Setup Complexity
	Medium
	Medium
	High (multiple components)

	Resource Requirements
	Light (desktop app)
	Heavy (server+DB)
	Heavy (server+DB)

	Cost
	Open-source
	Open-source
	Open-source



PROMETHEUS + Grafana is able to collect metrics on 1150 systems and offer strong data visualization. However, with a web-interface, the delay of the PROMETHEUS + Grafana model is essentially the same issue found in the web in ZABBBI. By using the desktop concept for data acquisition, the ADE NET + model manages to mitigate this issue of latencies: it calculates the data directly on computers so that the delay does not take any impact during data collection.
Implications for Practice: The successful implementation and testing of the AdeNET+ system has several practical implications for organizations seeking cost-effective, real-time infrastructure monitoring solutions. The use of open-source technologies (Zabbix, Electron, PostgreSQL) eliminates the need for expensive commercial monitoring licenses, making enterprise-grade monitoring accessible to organizations with limited budgets. The edge-enabled approach enables real-time visibility even in environments with limited or intermittent internet connectivity, addressing a critical need for organizations operating in remote or distributed locations. The intuitive desktop interface with live charts, meter gauges, and alert management enables faster detection and resolution of infrastructure issues, reducing mean time to detection (MTTD) and mean time to resolution (MTTR) [3].
Acknowledgment of Static Threshold Limitation: It is important to note that the current implementation relies on static thresholds configured in Zabbix for alert generation. While this approach is effective for detecting clear-cut resource utilization issues (e.g., CPU > 85%), it generates false positives in dynamic environments where normal resource usage fluctuates. The 72% F1-score achieved by static thresholds highlights this limitation. Machine learning-based anomaly detection that adapts to changing workload patterns, as proposed by Rahmat and Jalilvand (2026) [5], would likely improve accuracy but requires additional development and was beyond the scope of this study. This remains a key direction for future work.
Limitations: While the study achieved its objectives and demonstrated the effectiveness of the edge-enabled monitoring approach, several limitations should be acknowledged. The virtual environment was limited to 13 virtual machines, sufficient for proof-of-concept but not representing production-scale environments with hundreds or thousands of hosts. The Zabbix server was deployed on a single virtual machine, creating a potential single point of failure that high-availability configurations with multiple servers and database replication would mitigate. The system was developed and tested exclusively for Windows-based edge devices; macOS and Linux versions were not implemented despite Electron's cross-platform support. Advanced features such as machine learning-based anomaly detection, predictive analytics, and automated remediation were not implemented due to time and resource constraints. Additionally, the test environment with all VMs on a single physical host may not fully reflect the network latency and reliability challenges of geographically distributed production environments.
5. Conclusion
5.1 Summary of Findings
In this paper, we have designed, implemented and investigated AdeNET+; an edge-enabled network monitoring solution comprising of Zabbix agent-based monitoring and an Electron desktop-based visualization front-end. We have also highlighted a critical research gap concerning the lack of standardized evaluations of edge-adjacent, human-in-the-loop observability. Our findings showed that AdeNET+ delivers enhanced performance and resource efficiency. 
For example, through local data processing, the edge-adjacent visualization system reduced data collection latency by 58% over traditional web-based monitoring (1.8 vs. 4.3 s). Concurrently, the system consumed 85% less bandwidth for network monitoring data (2.5 vs. 16.7 Mb/min), proving to be far more resource-efficient than web-based monitoring for both infrastructure data collection and visualization. User acceptance of AdeNET+ also yielded high satisfaction scores (mean score of 4.7/5), confirming the effectiveness and efficiency of edge-adjacent visualization for presenting network information to operators. The system’s completeness of functionality is also evident in its success in simultaneously monitoring 13 individual virtual machines over distinct infrastructure layers, while providing real-time charting,meter gauges and alerting functionalities. 
In summary, this study confirms edge-adjacent visualization as an effective strategy for implementing low-latency network monitoring in cases of operator presence, or restrictive public internet connectivity.
5.2 Contributions to Knowledge
This study makes several significant contributions to the field of infrastructure monitoring and edge computing.
First, the study provides a practical implementation blueprint offering a fully documented, production-ready reference architecture for combining Zabbix agent-based monitoring with Electron desktop visualization, enabling organizations to deploy edge-enabled monitoring without expensive commercial solutions.
Second, the study demonstrates edge processing benefits by providing empirical evidence that local data processing through desktop applications reduces monitoring latency and enables offline capability, validating edge computing benefits for infrastructure monitoring.
Third, the study establishes a Zabbix-Electron integration framework by providing a reusable integration pattern between Zabbix API and Electron applications, including authentication handling, real-time data fetching, and system tray integration for continuous background monitoring.
Fourth, the study documents a virtualized testing environment with a complete 13-node virtual infrastructure with diverse components (web, database, application, Kubernetes) that serves as a testbed for monitoring research and development.
Fifth, the study demonstrates an open-source monitoring alternative, proving that enterprise-grade monitoring can be achieved using open-source technologies, providing organizations with a viable alternative to expensive commercial monitoring platforms.
Sixth, this study provides empirical performance data demonstrating that edge-enabled desktop visualization achieves 58% lower latency and 85% lower bandwidth usage compared to traditional web-based monitoring interfaces, quantifying the benefits of local data processing for infrastructure monitoring applications.
5.2.1 Limitations of the Current Implementation
The following limitations should be considered when interpreting the study's findings:
i. Static Threshold Dependence: The alerting system relies on static thresholds configured in Zabbix, which cannot adapt to changing workload patterns. This results in false positives during traffic spikes and potential false negatives during gradual performance degradation. The 72% F1-score reflects this limitation.
ii. Controlled Testing Environment: Testing was conducted in a controlled virtual environment with minimal network latency. Production environments with physical network distances may experience higher latency and packet loss.
iii. Limited Host Count: The system was tested with 13 VMs. Performance characteristics with hundreds or thousands of hosts may differ, though Zabbix's proven scalability suggests the architecture should support larger deployments.
iv. Single-Platform Deployment: The current implementation targets Windows only. While Electron supports cross-platform development, packaging for macOS and Linux requires additional work.
5.3 Recommendations
Based on the findings of this study, several recommendations are made for practice and future research.
For practice, organizations should adopt the AdeNET+ system for infrastructure monitoring to leverage edge-enabled real-time visibility and improved incident response times. IT administrators should receive training on dashboard navigation, alert management, and report generation to maximize the system's proactive monitoring capabilities. The system should be expanded with machine learning-based anomaly detection and predictive analytics for proactive issue identification. Regular maintenance including database backups, performance monitoring, and security patching should be scheduled for continued reliability. The AdeNET+ application should be deployed on additional edge devices to provide redundancy and enable monitoring of geographically distributed infrastructure.
For future research, the following directions are recommended:
i. Machine Learning Integration: Implement adaptive anomaly detection using machine learning algorithms (e.g., Isolation Forest, LSTM) to replace static thresholds and improve detection accuracy. This would directly address the primary limitation identified in the current implementation.
ii. Scalability Studies: Conduct comprehensive scalability testing with 100+, 500+, and 1000+ monitored nodes to validate the architecture for enterprise-scale deployments and identify performance bottlenecks.
iii. Comparative Studies: Perform formal comparative studies against commercial monitoring solutions (e.g., SolarWinds, Datadog) to quantify the cost and performance benefits of open-source edge-enabled monitoring.
iv. Multi-Source Integration: Explore integration with additional monitoring sources including AWS CloudWatch, Azure Monitor, Google Cloud Monitoring, and APM tools (e.g., Dynatrace, New Relic) for comprehensive observability.
v. Empirical Impact Studies: Conduct empirical studies on how edge processing impacts monitoring responsiveness and incident response times in real-world production environments.
vi. Cross-Platform Development: Package the AdeNET+ application for macOS and Linux platforms to extend accessibility.
vii. Mobile Application: Develop mobile applications for remote monitoring access and alert notification to enable monitoring from anywhere.
viii. Predictive Analytics: Implement predictive analytics capabilities that can forecast infrastructure issues before they occur, enabling proactive maintenance and reducing downtime.
ix. Security Enhancements: Conduct formal security assessment of the monitoring system and implement additional security controls including end-to-end encryption, certificate-based authentication, and audit logging.
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